webproxy

adminigtrator’sguide



L egal Notices

Theinformation contained in this document is subject to change without notice.

Warranty Disclaimer

HEWLETT-PACKARD MAKES NO WARRANTY OF ANY KIND WITH REGARD TO THIS
INFORMATION, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE.

Hewlett-Packard shall not be liable for errors contained herein or for direct, indirect, special,
incidental or consequential damages in connection with the furnishing or use of this material.

Restricted Rights L egend

Use, duplication, or disclosure by the United States Government is subject to restrictions as set forth
in subparagraph (c)(1)(ii) of the Rightsin Technical Data and Computer Software Clause at DFARS
252.227-7013. Rightsfor non-DOD U.S. Government Departments and Agencies are set forth in FAR
52.227-19(c)(1,2).

All rights reserved.

Copyright Notices

Copyright 2001-2004 Hewlett-Packard Development Company, L.P. This document
contains information which is protected by copyright. All Rights Reserved. Reproduction,
adaptation, or trandation without prior written permission is prohibited, except as allowed
under copyright laws.

Trademark Notices

UNIXO is aregistered trademark in the United States and other countries, licensed exclusively
through X/Open Company Limited.

Inteld Itanium™ Processor Family isatrademark of Intel Corporation in the U.S. and other countries
and is used under license.



Sun, Sun Microsystems, Java™ and all Java-based trademarks and logos are registered trademarks of
Sun Microsystems, Incorporated in the United States and other countries.

[1Sand NT Microsoft are registered U.S. trademarks of Microsoft Corporation.

Acknowledgements

This product includes software devel oped by the A pache Software Foundation. This
documentation is based on information from the Apache Software Foundation
(http://www.apache.org).

This product includes software devel oped by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org).

This product includes cryptographic software written by Eric Young (eay @cryptsoft.com).

More information of the HP-UX Apache-based Web Server Suite can be found at
http://www.hp.com/go/webserver.






Contents

1o Webproxy OVErVIeW .. ..ot e e e e 1
What isaWebproxy?. . ... 1

FOrward ProXy. . . ..ot 2

Reverse ProxXy .. ... ..o 3

Webproxy Features. . .. ...t e 4

Reasons for Deploying Webproxy .. ..., 6

How Webproxy Works. . ... 7

HP-UX Security OVErVIeW. ... ...t 8

DOCUMENtALiON . . . o oottt e 8

Web Server Documentation . ..., 9

Additional Documentation ............... i, 9

Technical SUpport. . ... 10

Security Updates. ... ... 10
2eInstallingWebproxy ..........c i 11
Hardware Requirements. . . ...t 11

Software Requirements .. ...t 12

Installing Webproxy . .. ... 13

Overview of Installed Files . ....... ... ... .. 13

3 Securing Internet Connections. . ..................... ..., 15
Web Server Creation and Removal in Webproxy ............... 15

Webproxy Administrator’s Guide \Y



Contents

Enabling Encryption on the Webproxy Server ................. 17
Webproxy Server Certificates. . ............... ... ... 18
Enabling Encryption. . ........ ... i 23
Setting Encryption Preferences. ... ... oL 23
Restarting the Webproxy Server. ........................ 24
SHM SSL Session Caching Support. . ..., 25

Configuring Webproxy to Authenticate to back-end Servers. .. 25
Maintaining Webproxy Server Certificate and Key Pair Files. . 25

4+ ConfiguringtheProxy Server ........................... 29
Basic Configuration. .. ...... ... 29
Routing RequestsfromtheWeb Server . .................. 30
Enabling Proxying .......... ... 31
Routing Requeststo Back-End Servers . .................. 32
Hiding the Identity of theBack-End Server................ 32
Configuring a Webproxy Server Instance to Filter POST Method
Data. . ..o 33
Starting aProxy ServerInstance. .. .......... ... ... 34
Advanced Configuration . ...t 34
Routing Requests from Multiple Web Servers. . ............ 36
Routing Specific Requestsfromthe Web Server............ 36
Denying Specific Requests from All Internet Clients ........ 37
Denying All Requests from Specific Internet Clients ........ 38
Denying Specific Requests from Specific Internet Clients . ... 41
Routing Specific Requests from Specific Internet Clients. . . .. 42
Redirecting All Requests from Specific Internet Clients. . . . .. 45
Balancing Load inaReplicated Server Set . ................... 47
DNSRound-Robin ......... ... ... . 47
Proxy Round-Robin ........... ... ... ... ... . ... 48
Maintaining Server Affinity in aReplicated Server Set .......... 49
Restarting the Proxy Server .. ... 51
Configuring Webproxy to Run in a Chrooted Environment . . . . . .. 51

Vi



Contents

5e¢ Configuration Reference. . ........... ... ... ... ... ... ..., 53
Regular EXPressions. . . ..o et 53

Configuration Files. .. ... 55

Configuration Directives . .. ... 56

MOO_PFOXY . e vt ettt e ettt et e e e 56

MOO_rewrite . ... 58

Other DIrectives . ... ..o 64

6 Troubleshooting. .......... ... . i 69
INdeX . .. 79

Webproxy Administrator’s Guide Vil



Contents

Viii



Webproxy Overview
What is a Webproxy?

1 « Webproxy Overview

This chapter provides a brief overview of the features, architecture, and limitations
of Webproxy. Subsequent chapters show you how to install and configure the proxy
solution.

Webproxy is a secure reverse proxy solution that can enhance the security of any
application service delivered through a web portal. It mediates between clients on
the Internet and application servers on the intranet, providing a safe passage for
application data between authenticated users and authorized resources. Webproxy
isbased on and bundled with the HP-UX Apache-based Web Server. Webproxy
functionality was previoudly available as the Virtualvault Web Proxy, but is now
incorporated into the HP-UX Apache-based Web Server. Webproxy has the same
functionality as Virtualvault Web Proxy, so previous Virtuavault Web Proxy users
will continue to have the same type and level of security. For more information
about Webproxy, see the HP-UX Apache-based Web Server bundled
documentation.

What isa Webproxy?

Theterm proxy originated in the legal community to indicate an entity empowered
to perform actions on behalf of another. In the Internet context, a proxy is a server
that acts on behalf of another. A proxy server isasystem that resides between
clients and the servers to which they want access. When the proxy server receivesa
regquest from aclient, it forwards the request to a remote server, reads the server
response, and then relays the response back to the client.

The term reverse proxy is used in so many different ways that you can easily feel
lost. To help you find aclear path through the jungle of opinions, this section
explains what we mean by the terms proxy, forward proxy, and rever se proxy.
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What is a Webproxy?

A proxy server is more than arelay. The proxy server isaconvenient site for
recording user access information because all requests are channeled through this
system. Moreover, the proxy server isideally positioned to filter incoming requests
or outgoing responses, providing some important security features.

Forward Proxy

A forward proxy server usualy sits behind an enterprise’s firewall, mediating
access between clients on the intranet and servers on the Internet. When a client
reguests a resource from the Internet, the proxy server fetches the resource from the
web server, cachesit locally, and then forwards it to the client. If aclient requests
the same resource again, the proxy server returns the local cached version aslong

as the data has not expired. Caching eases network bottlenecks and improves the
apparent response time.

INTERNET . INTRANET

= Forward Proxy [ = l

|
Firewall
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What is a Webproxy?

What distinguishes a proxy server deployed as a forward proxy? As aforward
proxy, the proxy server is transparent to end-users. In general, the URL that users
request isthe URL they see in their browser’s location display. Nevertheless,

administrators can configure a forward proxy to filter incoming requests and send
the browser to a different location.

For example, the administrator can configure the proxy server to deny accessto
certain web sites that are prohibited by the company’s Internet usage policy. The
proxy server then examines requested URL s for specified keywords and, upon a
match, denies the request or serves an aternative page to the browser.

Rever se Proxy

A reverse proxy server mediates between clients on the Internet and servers on the

intranet. When a client requests a resource, the proxy fetches it from the back-end
server and relaysit to the client.

INTERNET INTRANET

Reverse Proxy

Firewall
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Webproxy Features

What distinguishes a proxy server deployed asareverse proxy? Asareverse proxy,
the proxy server makes the back-end serverstransparent to end-users. Here, reverse
proxy refers to the deployment in which a proxy server stands-in for back-end
servers.

For example, if a user requests the URL http://www.company.com/foo.html, the
proxy intercepts the request and sends it to a back-end server, for example,
fool.company.com. The user’s browser then displays the document location as
http://www.company.com/foo.html even though the document isreally located at
http://fool.company.com/index.html. Yet, areverse proxy is more than the
opposite of aforward proxy.

Reverse proxy also refers to the operation in which the proxy altersthe location
redirect header in server responses. For example, if the back-end server redirects
the browser, the reverse proxy operation alters the location redirect header so that
the browser requests http://www.company.com/new_index.html instead of
http://fool.company.com/new_index.html.

Webproxy Features

Webproxy reduces the risk of malicious attacks against your application and
minimizes the damage that such attacks can cause. Combining the security of the
HP-UX Apache-based Web Server and the capabilities of areverse proxy
deployment, Webproxy provides the following features.

* User Authentication
Webproxy ensures that users authenticate themselves before they gain accessto
application resources.

» Content Filtering
Webproxy can restrict access to back-end resources based on any aspect of the
incoming request. Administrators can configure Webproxy to scan incoming
HTTP requests and deny access from specific clients to specific back-end
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servers, files, or file types. Webproxy can also route incoming requests from
specific clients to alternative content instead of simply denying access.

* Reverse Proxy
Webproxy hides hostnames and |P addresses of back-end servers on the
intranet. Administrators can configure Webproxy so that browsers display the
URL relative to the hostname of Webproxy, instead of the back-end server that
actually processed the client’s request.

» Load Balancing Support
Webproxy can forward incoming HTTP requests to a group of servers with
identical content, known as a replicated server set, so that the workload is
balanced among al the serversin the replicated server set. If one back-end
server becomes temporarily unavailable, Webproxy can route requests to other
servers until the faulty server isrepaired.

» Portal Support
Webproxy can forward incoming HTTP requests to multiple applications
running on disparate operating systems, such as |1S/Microsoft Platforms,
HP-UX Apache-based Web Server/HP-UX, SunOne on Solarig/Solaris, each
hosted on an independent, replicated server set. Webproxy maintains maximum
separation between application server sets, ensuring the privacy of individua
vendors even though they use a common infrastructure.

» Sdf-authentication of Webproxy to Back-End Servers
This feature allows Webproxy to authenticate itself to back-end servers on the
intranet if client authentication is required.

* POST Method Data Filtering
This feature enables Webproxy to filter POST method data sent to back-end
servers, based on the presence of a configured string pattern.

*  Webproxy in a Chrooted Environment
This feature allows the Webproxy to be run in a chrooted environment to
enhance the security of the system. Webproxy server instances are chrooted by
default.
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Reasons for Deploying Webproxy

Webproxy can protect any web-based application that provides users on the Internet
with access to resources on the intranet. Without Webproxy, applications running
on theintranet are exposed to avariety of malicious attacks. An intruder may obtain
unauthorized data from the back-end server or compromise the security of all hosts
on the intranet. An attacker may tamper with the configuration of the proxy server,
making the back-end servers susceptibl e to damage.

With Webproxy, the risk of such attacksis far less. Webproxy provides a blanket of
security around the applications running on back-end servers, such as:

Privacy

To clients on the Internet, Webproxy appears to be a single web server because
the identity of the various back-end serversis hidden from their view. Asa
stand-in for back-end servers, Webproxy prevents direct exposure of internal
resources.

Containment

In the unlikely event of a successful attack on the web server, perpetrators have
difficulty taking advantage of their break-in. They havelittle to gain. There are
no files they could modify that would damage the application. Nor can the
perpetrators gain access to the intranet because only Webproxy can
communicate with the intranet hosts.

Logging

Administrators can log al application traffic at a single location because al
HTTP requests and responses are routed through Webproxy. Traffic log files
provide valuable insights into current and future network requirements and aid
intranet expansion strategies.
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How Webproxy Works

Webproxy runs on HP-UX, taking advantage of HP-UX’s security featuresto
provide a secure reverse proxy solution. When an Internet browser sends an HTTP
request, the web server receivesit first. After the client is authenticated, the web
server sends the reguest through a secure interprocess communication (1PC)
channel to the proxy server. The proxy server forwards the request to a back-end
server on the intranet, and then returns the server response back to the browser.

Several HP-UX features and products work to make the Webproxy secure. HP-UX
Apache-based Web Server instances achieve file system isolation from each other
by using separate chroot compartments. Network traffic to and from the system can
be limited to permitted HTTP/SSH and other secured communications via

| PFilter/9000. Exploits that gain control of the system through buffer overflow
attacks can be thwarted with HP-UX’s built-in stack overflow protection. These
characteristic not only protect applications from outside attacks, but aso mitigates
any damage the applications themselves could cause under the control of a
malicious attacker. The configuration file that determines the proxy server’s
behavior is safe from tampering because it residesin one chroot compartment while
the proxy server executes in another.

Theweb server listens for customer requests on the Internet interface only, whereas
the proxy server that communicates with the back-end resources listens on
localhost only, so the two cannot ordinarily communicate with each other on
pre-established communication paths.

While Webproxy can be made reasonably secure on the HP-UX platform,
Webproxy cannot protect an application against its own misconfiguration. The
application running on the back-end server may contain flawsin its security design
or implementation that remain unrecognized as application data passes through the
Internet-boundary system. Yet, the advantage of using Webproxy isthat
applications need not be ported to, or execute on the Internet-boundary system
where they would be at greater risk of becoming compromised.
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Webproxy can be quickly integrated into any existing Internet application
deployment in order to provide adequate security. You can use Webproxy to not
only maintain the security of your current application, but also to gain familiarity
with HP-UX security features and solutions.

HP-UX Security Overview

HP-UX, when hardened for a secure web platform such as the HP-UX
Apache-based Web Server, allows you to conduct business safely on the World
Wide Web. Hardened HP-UX will securely connect interna enterprise applications
with clients on an external, untrusted network.

Thefollowing are afew of HP-UX’s most important security features.
» Containment of programs and data files within chroot compartment
» Limited access to the system through the use of | PFilter
 Integrity tools to detect and correct configuration changes

» Application-level logging to log events with security implications
» Out-of-the-box secure configuration

» Simplified administrative interface to reduce administrative errors

Documentation

This guide is intended to provide instructions on installing and configuring
Webproxy. If you are new to HP-UX security, refer to the extensive HP-UX
documentation to derive the maximum benefit from its security features. If you are
new to proxy servers, refer to the additional sources listed in this section.
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Documentation

Web Server Documentation

Webproxy isintegrated into the HP-UX Apache-based Web Server, which is based
of software developed by the Apache Software Foundation
(http://www.apache.org/). The HP-UX Apache-based Web Server comes bundled
with a complete set of documentation, however, the bundled documents do not
cover security enhancements specific to Webproxy. Those features are covered in
this document. The documentation for the HP-UX A pache-based Web Server can
be found at http://www.hp.com/go/webser ver.

Additional Documentation

We recommend that you refer to the following sources for guidance on configuring
proxy serversfor content filtering and load balancing.

Apache HTTPD Server Documentation located at

http://httpd.apache.or g/docs-2.0

Apache module mod_rewrite URL Rewriting Engine, Apache HTTP Server v.
2.x located at http://httpd.apache.or g/docs-2.0/misc/rewriteguide.html
Miscellaneous mod_ssl documentation located at http://www.modssl.or g/docs/
A Users Guideto URL Rewriting with the Apache Web Server, Ralf S.
Engelschall located at http://www.engelschall.com/pw/apache/rewriteguide
Apache module mod_proxy, Apache HTTP Server v. 2.x located at
http://httpd.apache.or g/docs-2.0/mod/mod-proxy.html

Load Balancing Your Web Site: Practical Approachesfor Distributing
HTTP Traffic, Ralf S. Engelschall located at
http://www.webtechnigues.com/ar chives/1998/05/engel schall

To learn more about regular expressions (used for configuring URL Rewriting), we
recommend the following:

The regex(3) manua page.
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Mastering Regular Expressions, by Jeffrey E. F. Friedl, O’ Reilly & Associates,
1997.

Technical Support

Security Updates

Since Webproxy is designed to protect your Internet application from malicious
attacks, it isimportant that you remain current with the security issues related to
your system. To that end, Hewlett-Packard provides access to the HP Security
Bulletin service free of charge. Please see the following Web Server support page
for information on subscribing to the electronic HP Security Bulletin,
http:/www.hp.com/productsl/unix/webser ver s/apache/support/index.html.
Updates for all security vulnerabilities found in the HP-UX A pache-based Web
Server product (including Webproxy), are promptly announced in the HP Security
Bulletin. At the time of announcement, a secure HP-UX Apache-based Web Server
replacement version will be available for download on HP Software Depot,
http://software.hp.com.
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2 * Installing Webproxy

This chapter shows you how to install Webproxy.

Hardware Requirements

Minimum hardware requirements for running Webproxy are based on the needs of
the HP-UX Apache-based Web Server with the addition of the following:

» Special needs of any application software
» Two supported network interface controllers per system

Webproxy Administrator’s Guide 11
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Softwar e Requirements

Webproxy is part of HP-UX Apache-based Web Server B2.0.48.00 and later which
can beinstalled on HP-UX 11.0 or 11i for PA-RISC and Itanium systems. The
HP-UX Web Server Suite contains command-line tools and utilities to support
Webproxy. Tools are available to create SSL keys, generate certificate requests, and
add/remove/change private key passwords. For more information about these tools
and utilities, please refer to the HP-UX Web Server Suite's bundled documentation.

12
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Installing Webproxy

| nstalling Webproxy

Webproxy isinstalled when the HP-UX A pache-based Web Server product is
installed asitis part of the product. Visit HP Software Depot at
http://software.hp.com for download and instal lation of the HP-UX A pache-based
Web Server.

Overview of Installed Files

Webproxy, part of the HP-UX Apache-based Web Server product, installs as the
"webproxy" subdirectory in the default HP-UX Apache-based Web Server
directory. Below the webproxy subdirectory are several webproxy-related
subdirectories.

» Jopt/hpws/apache - This HP-UX Apache-based standard directory contains a
typical Apacheinstallation. Instead of directly executing the Apachein asingle
directory, Webproxy uses filesin this directory asthe base from which the
created server instance finds its binaries, libraries, tools and documentation.

Note: The default directory for 32-bit HP-UX Apache-based Web Servers on | PF
systems is /opt/hpws/apache32.

» Jopt/hpws/apache/webproxy/bin - This subdirectory contains tools specific to
the Webproxy installation. These tools are used to create execution and runtime
environments for individual Web server instances. These tools include:

- mkchroot - A tool to generate a new chroot compartment environment.
- rmchroot - A tool to remove a chroot compartment environment.

- wp-create - A tool to create a new server instance.

- wp-remove - A tool to remove aweb server instance.

- wp-modify - A tool to modify an existing server instance.

Webproxy Administrator’s Guide 13
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- web_proxy_config - A convenience tool for establishing rudimentary proxing
between two servers for the purpose of connecting internet browsers to
intranet hosts.

/opt/hpws/apache/webpr oxy/conf - This subdirectory contains Webproxy
configuration templates for the server(s). Each server instance, along with
specific configuration, is contained in a separate subdirectory.

/opt/hpws/apache/webproxy/run - This subdirectory is used by Webproxy
server instances to create ssl session cache and other runtime files.

/opt/hpws/apache/webproxy/servers - This subdirectory contains a
subdirectory for each Webproxy server instance. The server-specific directories
instance contain their own bin, conf, logs subdirectories which contain
server-specific start scripts, configuration, log files and encryption certificates.
The parameters make up the server instance’s runtime configuration.

14
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3¢ Securing Internet Connections

When an Internet browser sends an HT TP request to your enterprise server, the web
server running in the internet chroot compartment receives the request first. Asthe
first line of defense against malicious attacks, the internet web server plays an
important role in securing Internet connections. The site administrator can
configure the web server to authenticate users and enable encrypted communication
between the server and the clients.

Internet commerce may require both encryption and authentication services
between Internet clients and webserver hosts, and encryption is supported for
Webproxy servers. Asa site administrator, you can configure Webproxy to support
the highest level of encryption allowed by law. The following sections show you
how to enable encryption on the Webproxy server.

You can have as many web servers as system resources will support on the HP-UX
system, but you must have at least one internet web server and one intranet web
server created to configure Webproxy. If you do not aready have aweb server
created, refer to the following section for instructions for creating one.

Web Server Creation and Removal in Webproxy

This section provides detailed instructions for creating and del eting Webproxy
servers. Two tools are provided for Webproxy server creation and removal:

wp_create - This program generates a set of configuration files and runtime
directoriesin which a Webproxy server instance may execute. The command takes
seven arguments.

Usage:

Webproxy Administrator’s Guide 15
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wp_create <serverid> <servername> <http_port> <ssl|_port> <user>
<group> <networ k/ chr oot >

Example:

wp_create serverl serverl 80 443 oww ot her internet

* <serverid> identifiesthe name of the file system instance of the server. The
<serveri d> string argument is appended to
/opt/hpws/apache/webpr oxy/ser ver Swp- to form the directory name of the
location where the server-specific files are to be maintained,
/opt/hpws/apache/webpr oxy/server s’wp-<serveri d>.

* <servernanme> isastring that is used to modify the prospective server's name.
<server nane> is edited into the httpd.conf's ServerName directive, and
becomes the base name that the server will assume when started.

* <http_port> isthe default port number on which the server will listen. The
<ht t p_por t > string argument will be edited into the prospective server's Listen
directive.

» <ssl _port > isthe default secure port on which the server will listen. The
<ssl _port > string argument will be edited into the prospective server's Listen
directive and VirtualHost declaration.

» <user > isasystem account/username under which the server will execute. The
<user > string argument will be edited into the prospective server's User
directive.

» <group>isasystem group under which the server will execute. The <gr oup>
string argument will be edited into the prospective server's Group directive.

* <networ k> indicates the Chroot in which the server will execute. The
<net wor k> string argument will be edited into the prospective server's Chroot
directive. The reason for referring to this as <net wor k> is the loose association
between the Chroot compartment and the network that the server listensto.
While there is no enforcement that a server specified as either internet or
intranet actually listen to the internet or propagate requests to the intranet, if a
system administrator or integrator follows the default conventions for server
creation and configuration, then servers created using these defaultswill operate
asone might intuitively suspect they would. It issimply important to remember
that the <net wor k> argument is substituted into the Chroot directive, and that

16
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this specified chroot compartment must exist and be popul ated (see the section
on Chrooting the server) in order for the server to correctly chroot and execute.

wp_remove - This program removes the server instance directory at
/opt/hpws/apache/webproxy/ser ver swp-<serverid>, and the cloned server
modul e that might exist in the Webmin GUI interface.

Usage:

Wp_renove <serverid> <servername>
Example:

wp_renove serverl serverl

Enabling Encryption on the Webproxy Server

This section provides detailed instructions for requesting and installing server
certificates, enabling encryption on the Webproxy server, and maintaining server
certificate and key pair files used by the Webproxy server when encryption is
enabled. The key elements to enabling encrypted communication between Internet
clients and the Webproxy server are summarized as follows:

» Generating and Submitting a Certificate Request - A certificate request consists
of your private key, your distinguished name (because it must be distinguishable
from everyone else’s), and some indisputable proof of your identity. For
example, a business license. When you submit a certificate request to aCA, the
CA will verify your authenticity and issue you a certificate. If you choose to
request a Global Server ID, you must submit your request to Verisign Inc.,
currently the only CA that provides Global Server IDs.

» Ingtalling the Certificate on Your Webproxy Server - When you install the
server certificate on your Webproxy server, it allows the server to encrypt and
decrypt data transmissions. If you requested a Global Server ID from Verisign
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Inc., you will receive two certificates upon approval. You must install both
certificates.

» Enabling encryption on the Webproxy server.
» Setting the Webproxy server encryption preferences.
» Starting the Webproxy server to apply encryption settings.

» Maintaining Certificate and Key Pair Files - The public and private keys, the
server certificate, and the cryptographic modules used by the Webproxy server
are stored in individual files on the secure Webproxy server. The browser and
server use the encryption keysto agree upon a session key securely. The session
key isthen used to encrypt and decrypt traffic between the two entities.

Webproxy Server Certificates

A server certificateis adigital document from the certificate authority (CA) who is
atrusted individual or organization that confirmsthe server’s authenticity. In effect,
the CA certifies your identity and issues you a certificate stating that the server’s
public key is unique and can be used to authenticate the server when it
communicates with browsers.

Different CAs may use different names for the same document. In addition, some
CAs may offer special server certificates for which the eligibility requirements are
more stringent. The following procedures, however, apply to all cases unless
otherwise noted.

In addition to maintaining authenticity, the server certificate also determinesthe
strength of the encryption used in connections with browsers. The length of the key
used to encrypt a message is a good indication of the amount of effort needed to
decrypt that message.

Configuring a Webproxy server certificate involves two steps:
1. Requesting the server certificate for the Webproxy server
2. Ingtalling the server certificate on the Webproxy server

The following sections provide step-by-step instructions for these procedures.

18
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Generating Keysand Server Certificate

Tools to generate keys and certificates can be found in the HP-UX Apache Web
Server Suite. Thisisavailable as a free download from HP Software Depot at
http://software.hp.com. You may either use the HP-UX Web Server Suite
mkcert.sh utility (which has built-in usage and help documentation), the openssl
binary bundled with the suite, or the Webmin GUI to generate keys and certificates.
To create a RSA private key for your Apache server (Triple-DES encrypted and
PEM formatted):

# cd /opt/ hpws/apache

# bin/openssl genrsa -des3 -rand <fil ename> -out \ webproxy/serv-
ers/serverid/ conf/ssl.key/server. key 1024

<filename> isalargefile or files containing random data used to seed the random
number generator, or an EGD (Entropy Gathering Daemon) socket. Multiple files

Backup this server.key file and remember the passphrase you had to enter at a
secure location. You can see the details of this RSA private key via the command:

# bin/openssl rsa -noout -text -in\
webpr oxy/ servers/ serveri d/ conf/ssl . key/ server. key

You can create a decrypted PEM version of this RSA private key using:

# bin/openssl rsa -in\
webpr oxy/ servers/serverid/ conf/ssl.key/server.key -out \
webpr oxy/ servers/serverid/ conf/ssl.key/server. key. unsecure

Create a Certificate Signing Request (CSR) with the server RSA private key
(output will be PEM formatted). During this step you must answer a series of
questions in order to build your distinquished name. It isvery important that you
answer all questions accurately.

# bin/openssl req -new -key \

webpr oxy/ servers/serverid/ conf/ssl.key/server.key -out \
webpr oxy/ servers/serverid/ conf/ssl.csr/server.csr

Answer the following questions as appropriate:
* country
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* date

* locality

* organization

e organizational unit

« common name (enter the domain name or web server alias)
» email address (enter your email address)

»  When prompted, enter achallenge password

* Optional company name

Make sure you enter the FQDN ("Fully Qualified Domain Name") of the server

when OpenSSL prompts you for the "CommonName", i.e. when you generate a
CSR for awebsite which will be later accessed via https://www.foo.dom/, enter
"www.foo.dom". You can see the details of this CSR via the command:

# bin/openssl req -noout -text -in\
webpr oxy/ servers/serverid/ conf/ssl.csr/server.csr

Add "NEW" to server.csr so that:

----- BEG N CERTI FI CATE REQUEST-- - - -
----- END CERTI FI CATE REQUEST- - - - -

----- BEG N NEW CERTI FI CATE REQUEST-----
----- END NEW CERTI FI CATE REQUEST---- -

Copy the csr file, created above, and go to atrusted CA. They will generate your
CA-signed certificate.

Note:

» If you arerequesting a Globa Server ID from VeriSign Inc., you must
copy-and-paste the certificate request into the enrollment form at VeriSign's
web site.

» Theapproval of your certificate request may take a significant period of time,
even weeks, because it involves a separate authority and requires positive proof
of identity.
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Installing a Server Certificate

When you receive the signed server certificate from the CA, you need to install the
certificate and the private key into the Webproxy server file system hierarchy. The
certificate is encrypted with your public key and can only be decrypted with your
Webproxy server’s private key. The server decrypts it using the private key when
the server is started.

Use your browser’s Edit menu to copy-and-paste the certificate and install it on the
server, since incoming email is disabled on the typical HP-UX Webproxy system.
Alternatively, the certificate can beinstalled from afile, provided the certificatefile
has been transferred to the HP-UX Webproxy from afloppy disk, tape, or via ftp.

Note: You should be logged on as root to access the appropriate directories for
installing the certificate.

Toinstall the server certificate and private key on the Webproxy server, follow
these steps.

1. Onthe server that isrunning Webproxy, go to the
/opt/hpws/apache/webpr oxy/ser ver sws-<serverid>/conf

2. Movethe private key file from to the Webproxy server instance’'s
/opt/hpws/apache/webpr oxy/ser ver Sws-<serverid>/conf/ssl.key/ser ver.key
file

3. When you receive your certificate from the CA, create afile named server.crt
in theWebproxy server’s
lopt/hpws/apache/webpr oxy/ser ver s'ws-<serverid>/conf/ssl.crt directory and
put the new certificate into the server.crt file. To do this, use your browser’s
Edit menu to copy and paste the new certificate into the server.crt file, or ftp the
new certificate onto the HP-UX Webproxy system from an unsecure system.
Note:

- If thereisalready a certificate filein the
/opt/hpws/apache/webproxy/ser ver sws-<serverid>/conf/sdl.crt directory,
you must rename it or it will be overwritten. If you use a different filename
other than server.crt, you must change the filename specified in the server’s
ssl.conf file so that they match.

- Key and certificate files should be readable (but not writable) by the user
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account specified by the server’s configuration file "User" directive. Thisis
often either iwww (intranet) or owww (internet).

4. Check the server’s

/opt/hpws/apache/webpr oxy/ser ver Swp-<serverid>/conf/ssl.conf file to
ensure the pathnames for the key and certificate are correct. The ssl.conf file
directives should be similar to the following:

SSLCertificateFile

/ opt / hpws/ apache/ webpr oxy/ server s/ wp_<serveri d>/conf/ssl .cr
t/server.crt

SSLCertificateKeyFile

/ opt/ hpws/ apache/ webpr oxy/ server s/ wp_<serveri d>/ conf/ssl . ke
y/ server. key

Note: If you areinstalling a Global Server 1D, you must also install the
Intermediate CA Certificate that is provided with it.

After you install the certificate on the server, you can activate encryption on the
Webproxy server as described in the following section.
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Enabling Encryption

SSL gives Webproxy the ability to encrypt SSL traffic from the outside web servers
to the inside back-end applications servers.

Additionally, Webproxy now supports rewriting to inside and back-end web servers
with HTTPSto establish an SSL connection between the back-end web servers and
Webproxy.

Enabling encryption on the Webproxy server isoptional. You may choose to |leave
it turned off, asis the default. You can enable and disable it by modifying the
Webproxy server’s ssl.conf file. Thisfileislocated in the
/opt/hpws/apache/webproxy/ser ver swp-<serverid>/conf directory.

Note: You must be logged on asroot to access the appropriate directories for
turning encryption on or off.

To turn encryption on for the Webproxy server, change the SSLEngi ne directive
in the Webproxy server’s ssl.conf file from of f (default) to on. For example:

SSLENngi ne on

To turn encryption off for the Webproxy server, change the SSLENngi ne directive
in the Webproxy server’s ss.conf file fromon to of f .

Setting Encryption Preferences

When a browser initiates a connection with the Webproxy server, the server
indicates to the browser anumber of ciphersit can useto encrypt information. The
browser, in turn, will choose one of the cipher options indicated by the server. In
any two-way encryption process, both parties must use the same ciphers. Since
there are anumber of ciphers available, your choice of cipher can be guided by the
popularity of the cipher, but it should be reasoned on the basis of the key size.

If you installed a Global Server 1D on the Webproxy server, then you must aso
consider a special casein choosing ciphers. The “step up” mechanism involved in
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the 128-bit encryption supported by the Global Server ID requiresthat the browser
and server first handshake over a40-hit cipher before stepping up to 128-bits. If
you do not select any of the 40-bit ciphers, the “step up” mechanism will fail, even
if you select all the 128-hit ciphers available.

To set encryption preferences for SSL, refer to the online documentation for the
mod_ssl module for the SSL Cipher Suite directive located at
httpd.apache.or g/docs-2.0.

When you have finished configuring your encryption preferences for a server, you
must restart the Webproxy server instance for your changes to take effect.

Restarting the Webproxy Server

For your encryption configuration changes to take effect, you must restart the
Webproxy server. To restart the Webproxy server, execute the following
commands.
# [ opt/ hpws/ apache/ webpr oxy/ server s/ wp- <serveri d>/ bi n/ apachect| \
st opal |

# [ opt/ hpws/ apache/ webpr oxy/ server s/ wp- <serveri d>/ bi n/ apachect| \
startssl

When prompted for the passphrase, type the password you created when you
regquested the server certificate. If you fail to enter the correct password on the first
attempt or within 60 seconds, repeat the step above.

Note: Typically, apachectl is executed with the "stop" argument to stop the server.
When an Apache server is confined in a chroot compartment, it cannot access the
pid file that it created at startup
(/opt/hpws/apache/webproxy/ser ver siwp_<serverid>/run/httpd.pid), and so it
cannot be stopped by the normal stop process. Webproxy has added the "stopall"
target to kill the httpd watchdog process and its children.
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SHM SSL Session Caching Support

SHM SSL is supported with this Webproxy release. The SSLSessi onCache
directive configures the storage type of the global interprocess SSL Session Cache,
which speeds up paralle request processing. The SHM storage type makes use of a
circular buffer method inside a shared memory segment in RAM to synchronize the
local OpenSSL memory caches of the server processes.

The SSL session cache directives are in the “Inter-Process Session Cache” section
of the /opt/hpws/apache/webpr oxy/ser ver s’wp-<serverid>/conf/ssl.conf file.
Comment out one SSLSessi onCache statement to select the caching
mechanism.

Refer to httpd.apache.org/docs-2.0 for more information on the
SSLSessi onCache directive.

Configuring Webproxy to Authenticate to back-end Servers

To configure the Webproxy to authenticate itself to a back-end server, the following
changes should be made to the Webproxy configuration file,
/opt/hpws/apache/webproxy/ser ver Swp-<serverid>/conf/ssl.conf. Uncomment
the following line by removing the leading #:

#SSLVWWProxyCientCertificate On

Maintaining Webproxy Server Certificate and Key Pair Files

When encryption is enabled on the Webproxy server, a pair of digital keys are used
to cryptographically protect communication between the Webproxy system intranet
web server and internal networks.

The security of the Webproxy server’s key pair must not be compromised. The
private key is encrypted with a password known only by the Host administrator.
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On server startup, the Host administrator provides the private key password in
order to utilize the private key.

The public key is distributed to clients, which use the key to encrypt requests and
replies sent to the intranet administration server. The public key is also used by the
intranet Webproxy server. The server certificate is used to identify the server to
both the internet Webproxy servers, aswell as, the inside/intranet network servers.

The public key is not kept secret but it must be protected from tampering. The
certificate authority, atrusted individua or organization, must certify the public key
and create the certificate. The Host Administrator is also responsible for backing up
the key pair so that they can be restored in case thefiles on disk are corrupted or
destroyed.

After requesting and receiving the server certificate from your chosen certificate
authority, the site administrator must install it on the appropriate Webproxy server
instance, turn on encryption, and restart the server(s) to apply the security settings.

The site administrator has two ongoing maintenance responsibilities.
» Changing or removing key pair passwords
» Backing up server certificate and key pair files so they can be recovered

The following sections provide step-by-step instructions for these procedures.

Adding or Restoring aKey Pair Password

To put back the passphrase that has been removed from a private key or to add a
passphrase for the first time, from

/opt/hpws/apache/webproxy/ser ver swp_<serverid>/conf/sd .key/server.key, as
root enter the following command:

# | opt/ hpws/ apache/ ssl / bi n/ openssl rsa -des3 -in serverl. key -out \
server 2. key

If necessary, update
/opt/hpws/apache/webproxy/ser ver swp_<serverid>/conf/ssl.conf :
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Replace:

SSLCertificateKeyFile /opt/hpws/apache/ webproxy/servers/wp_<serv-
erid>/conf/ssl.key/server1l. key

With:

SSLCertificateKeyFile /opt/hpws/apache/ webproxy/servers/wp_<serv-
eri d>/conf/ssl.key/server2. key

Removing a Key Pair Password

To remove the passphrasein the private key that's stored within
/opt/hpws/apache/webproxy/ser ver swp_<serverid>/conf/sdl .key/server.key, as
root enter the following command:

# [ opt/ hpws/ apache/ ssl/bi n/openssl rsa -in server.key -out \
server 1. key

In /opt/hpws/apache/webpr oxy/ser ver shwp_<serverid>/conf/ssl.conf :

Replace:

SSLCertificateKeyFile /opt/hpws/apache/ webproxy/servers/wp_<serv-
erid>/ conf/ssl.key/server. key

With:

SSLCertificateKeyFile /opt/hpws/apache/ webproxy/servers/wp_<serv-
erid>/conf/ssl. key/server1l. key

Backing Up Server Certificate and Key Pair Files

The Webproxy server certificate and key pair files should always be backed up to a
removable medium in case an error corrupts or deletes the files on the system. If
these files are corrupted or destroyed, you can restore them using the backup copy.
Without the backup copy, you would have to generate a new certificate request,
which takesitstoll in time and money. You must also ensure that the backup is
physically secure. Never leave backups unprotected.
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Thekey pair filesfor each server certificate are installed in the
/opt/hpws/apache/webpr oxy/ser ver Swp-<serverid>/conf/ssl .key and ssl.crt
directories by default.
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4« Configuring the Proxy Server

When an internet Webproxy server forwards a client’srequest viatrusted | PC to the
intranet Webproxy server, the proxy server directsit over the intranet to a specific
back-end server. When that back-end server responds, the intranet proxy server
forwards the response back to the internet web server, which then sends it over the
Internet to the client. Simple as this sounds, the proxy serversis far more than a
mere relay. In fact, Webproxy is a powerful agent that can be configured for awide
range of functions. With such flexibility, however, comes some complexity.

The following sections are intended to help you make the Webproxy operational as
quickly as possible. To customize the proxy server further, build on the examples
provided here and the examples shown in the sources listed in the "Additional
Documentation” section.

HTTP proxying on Webproxy requires apair of proxy server instances. One proxy
listens to the internet network interface for client connections, and forwards
reguests to alocahost port. The second, intranet proxy instance listens on the
localhost port and forwards the request to a back-end application over the intranet
network interface.

Basic Configuration

To get the Webproxy up and running, the following steps must be performed.

1. Routerequests from the internet Webproxy server to the intranet Webproxy
server.

2. Enable proxying.
3. Routerequests from the intranet proxy server to back-end servers.
4. Hide the identity of back-end servers.
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5.

Start the proxy servers.

To perform these tasks, follow the procedures provided in this chapter, paying
particular attention to the tips or warnings at the end of each section. If you are
unfamiliar with the proxy server configuration files or configuration directives,
refer to “ Configuration Reference” on page 53 for a brief introduction before
proceeding with the following procedures.

Routing Requests from the Web Server

To route al requests from the web server to the proxy server, follow these steps.

1.

3.
4,

Create an intranet/internet Webproxy server pair using wp_create. Execute the
web_proxy_config script by typing the following command on the
command-line.

# [ opt/ hpws/ apache/ webpr oxy/ bi n/ web_proxy_config

When prompted:
- enter the name of the internet web server.

- enter the port number at which the intranet Webproxy server will listen. The
port number must be greater than 1024. Port number 4441 is used as an
exampl e throughout this section.

Restart the internet Webproxy server.
Restart the intranet Webproxy server.

Tips:.

The directives, Li st en, Server Adm n, Server Nane, User, and

G oup arelocated in “Section 2: Main Server Configuration” of the
/opt/hpws/apache/webpr oxy/ser ver swp-<serverid>/conf/httpd.conf file.
Read the commentsin the httpd.conf configuration file carefully and verify that
these directives are valid. Failure to set up this file correctly could cause your
server to not work properly or securely.

The Li st en directive in the proxy server configuration file ensures that the
proxy server accepts requests only from the internet Webproxy server.
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Enabling Proxying

Open the proxy server’s configuration file
/opt/hpws/apache/webproxy/ser ver swp-<serverid>/conf/httpd.conf. You can
now enable proxying in one of the following two ways:

1. Uncomment and edit the statements related to the Pr oxyRequest s directive

asfollows:

<| f Modul e nod_proxy. c>

ProxyRequests On

<Directory proxy:*>
Order deny, al | ow

# Deny from all
Al'low from all

</Directory>

</'| f Modul e>

2. Addthe Rewr i t eEngi ne directive.
Rewri t eEngi ne On

Tip: Statements containing proxy directives are located between
<I f Modul e nmod_pr oxy. c> and the corresponding </ | f Modul e>. To jump
to this section of the httpd.conf file, search for “mod_proxy.c”.

Note: The Di r ect or y directive usually contains directories while the

Locat i on directive contains URLS, but the proxy is controlled using

<Di r ect or y> asamatter of legacy because <Locat i on> was added later. A
future version of the configuration language may switch thisto <Locat i on>.
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Routing Requeststo Back-End Servers

Now that the proxying capability is enabled, you can set up Webproxy to perform
its simplest task... mirroring a back-end server. To make the proxy server function
as a stand-in for the back-end server, for example, webl, use the Pr oxyPass
directive as follows:

ProxyPass / http://webl. domai n. com

To map files and directories on the back-end server into the space of the proxy
server, add statements similar to the following examplesto your proxy server’s
configuration file.

ProxyPass /index.htm http://webl. domai n. conf top. htm
ProxyPass /cgi - bin/ http://webl. domai n. com cgi - bi n/

ProxyPass /i mages/ http://webl. domai n. conl i mages/
ProxyPass /ssi/ http://webl. domai n. conm ssi/
ProxyPass / http://webl. domai n. conl

Note: Ensure that the order of directivesis from the most-specific to the
| east-specific.

To map files and directories on more than one back-end server into the space of the
proxy server, add statements similar to the following examples.
ProxyPass /appl/ http://webl. domai n. conl cgi - bi n/

ProxyPass /app2/ http://web2. domai n. conl cgi - bi n/
ProxyPass /static/ http://10.10.10.10: 8080/ htm /

Hiding the I dentity of the Back-End Server

By configuring Webproxy to concedl the identity (hostname and | P address) of the
back-end servers, you reduce their exposure to targeted Internet attacks. Webproxy
ensures that the browser’s location view displays the URL relative to the outside
web server’s name instead of the back-end server’s name.

Webproxy ordinarily hides the identity of the back-end server when the server
returns a document in response to the client’s request. For example, if webl
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responds to aclient’s request by providing foo.html, the browser’s location view
displaysthe URL http://vault.domain.com/foo.html.

You should aso configure Webproxy to hide the identity of the back-end server
when the server redirects the browser to another URL. For example, if instead of
serving foobar.html, webl redirects the client to error.html, Webproxy can be
configured to ensure that the client’s browser is redirected to the URL
http://vault.domain.com/error.html.

To mask the identity of two back-end servers, for example webl and web2, with
that of the outside web server, for example vault, usethe Pr oxyPassRever se
directive as follows:

ProxyPassReverse / http://webl. domai n. com 8081/
ProxyPassReverse / http://web2. domai n. com 8082/

Note: Webproxy cannot hide back-end server identity when the HTML content
provided by back-end servers contains absol ute pathnames instead of links relative
to the document root. For example, if webl redirects the browser from
foo/bar.html to http://web2.domain.com:8082/bad/error.html instead of
bad/error.html, Webproxy cannot adjust the URL displayed in the client’s
browser.

Configuring a Webproxy Server Instanceto Filter POST Method
Data

To configure the Webproxy to filter POST method data, the following changes
should be made to the Webproxy configuration file,
/opt/hpws/apache/webproxy/ser ver swp-<serverid>/conf/httpd.conf:
1. Uncomment the following line by removing the leading #:

#Rewr i t eEngi ne On

2. Uncomment the following line specify the log file name:
#Rewr i t eLog / opt/ hpws/ apache/ webpr oxy/ server s/ wp- <serv-
erid>/1ogs/<log-file-name>

3. Uncomment the following line and specify the log level
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#Rewr i t eLogLevel <number ranging fromO to 9>

4. Uncomment the following line:
#Rewr i t ePOST On

5. Uncomment the following lines to filter the string specified by
"string-to-be-filtered":
#Rewr i t eCond% HTTP: Rewr i t ePOST} ~. *string-to-be-filtered*
#RewriteRule ~(.*)$ - [F]

6. Uncomment the following line to specify the back-end server:
#RewriteRule ~(.*)$ http://<back-end.server.com$1 [P]

Therewrite directives used in the above 6 steps should be inserted into the SSL
VirtualHost section if the rewriting hasto be enabled for an SSL enabled server.

Sarting a Proxy Server Instance

To start the proxy server, execute the following command.

# | opt/ hpws/ apache/ webpr oxy/ server s/ wp- <serveri d>/ bi n/ apachect |
start

The Webproxy server instance is now operational. To begin proxying between
Internet clients and back-end application servers, it is necessary to start both the
intranet proxy server and the internet proxy server instances.

Note: If you edit the configuration while the proxy server is running, you must
restart the proxy server for the changes to take effect.

Advanced Configuration

Although Webproxy is now operational, it has many other features, such as content
filtering, support for load balancing, and server affinity that can enhance the
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security and performance of back-end servers. Webproxy consists of severa
modules, such as Rewrite Engine (mod_rewrite module) and Proxy (mod_proxy
modul€) that work together to provide these features.

The connections between the mod_rewrite module and the mod_proxy module can
introduce conflictsif you do not specify the directives carefully. Note that
mod_proxy directives operate on requests before mod_rewrite directives. Some
mod_rewrite directives may not work, for example, if mod_proxy directives
specify that al requests should be proxied to back-end servers.

To be safe, comment out the following statement from your proxy server
configuration file before proceeding.

ProxyPass [/ http://webl. domai n. com
Notes:

The“\n” characters at the end of some statementsin the configuration file examples
shown in thefollowing sectionsindicate that the logical line continuesinto the next
physical line. In the actua configuration file, do not reproduce the “\n” characters.
Instead, ensure that each logical line occupies asingle physical line.

The“[P]” characters at the end of some statements in the configuration file
examples shown in the following sections indicate that the request should be
rerouted through the proxy module.
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Routing Requests from Multiple Web Servers

You can configure more than one internet Webproxy server instance to send HTTP
reguests to the same intranet Webproxy server instance. To do this, follow these
steps.

1.

Create anew web server instances for internet and intranet servers. Remember,
theweb_proxy_config script will assumethat the internet server will listen to the
internet network interface, and the intranet server will listen to localhost at
127.0.0.1. Listen directives placed in configuration files by web_proxy_config
will utilize the 1P address form of specification (i.e, Li sten

XXX. XXX. XXX. XXX <port nunp).

Execute the web_proxy_config script by typing the following command on the
command-line.

# [ opt/ hpws/ apache/ webpr oxy/ bi n/ web_proxy_config

When prompted:

- enter the name of the new internet proxy server instance.

- enter the port number at which the intranet proxy server will listen.
Ensure that thisis the same port number that you specified earlier for the first
instance of the internet proxy server instance. Recall that there is no default
value for the port number, but it must be greater than 1024.

Start the new internet proxy server instance.The script updates the
/opt/hpws/apache/webpr oxy/ser ver Swp-<serverid>/conf/httpd.conf filefor
the new web server accordingly.

Routing Specific Requests from the Web Server

You can configure the internet proxy server instance to send only certain HTTP
requests to an intranet proxy server instance. Requests not matching the pattern
specified are then handled by other mechanisms specified by the internet server
instance (i.e. error message or cgi).

To specify the requests you want to send to the proxy server, follow these steps.
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1. Open aweb server’s
/opt/hpws/apache/webpr oxy/ser ver sws-<serverid>/conf/httpd.conf
configuration file.

2. Find the following configuration file proxy module section.
<l f Modul e nod_proxy. c>
ProxyRequests On
RewriteRule ~/(.*)$ http://127.0.0. 1: <PORT_NUM/ $1 [p]

3. EdittheRewriteRule ~/(.*)$ element to restrict the range of the
requests to be proxied.
For example, "~/ nyconpany (. *) $” proxies only those requests whose
URLs are of the form http://vault.domain.com/mycompany/foo.html.

4, Restart the internet web server instance.

In most cases, Webproxy is configured to proxy al requests to the back-end
servers. This special configuration may be useful unless the deployment requires
the functionality of both proxying and other typical web server functions (cgis, java
programs, local applications). For example, an application may have some CGlI
programs that run on the Webproxy system, whereas other modules of the
application or its static content files are available only on back-end intranet servers.
In this deployment, you may configure the web server so that a Webproxy server
proxiesto processes on the local system using following statement.

RewriteRule ~ app2(.*)$ http://127.0.0.1: <PORT_NUM 1>/ $1 [ P]
RewriteRule A htm (.*)$ http://127.0.0.1: <PORT_NUM 1>/ $1 [ P]

Notethat it isnot recommended for CGlsto run on the HPUX Webproxy system,
but the Apache server shipped with Webproxy does support CGI execution. CGl
execution would take place in the chroot compartment environment, and may
require additional integration beyond what one would expect in anorma Apache
execution environment.

Denying Specific Requests from All Internet Clients

You can block accessto specific back-end servers, files, or certain file types using
the Pr oxyBl ock and Pr oxyBl ockCont ent directives. To block accessto a
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resource (hostname or 1P Address), add statements similar to the following
examples to your proxy server’s configuration file.

ProxyBl ock beta
ProxyBl ock 10.10.10.10 inside. domai n. com

Thefirst statement blocks requests containing the string “beta” in the hostname,
such as http://vault-beta.domain.com/. The second statement blocks accessto the
back-end server with the specified | P address or hostname.

Tips: Although not essential, add these directives between the statement containing
<I f Modul e nod_pr oxy. c> and the statement containing </ | f Modul e> in
order to ease maintenance.

Denying All Requests from Specific Internet Clients

You can deny requests to back-end resources from specific clients or users on the
Internet using the Rewr i t eCond and Rewr i t eRul e directives. In addition, the
Rewr i t eMap directivealowsyouto create alist of forbidden Internet hosts. This
section provides some simple examples that illustrate the configuration.

UsingtheRewr i t eCond and Rewr i t eRul e directives is adequate when the
web siteis small, but for aweb site with millions of users and thousands of filesin
its domain, creating along list of users or groups, and the filesthat they are allowed
access to, can be cumbersome and tedious.

Note: To disable the URL rewriting module, usethe Rewr i t eEngi ne directive
with the value of f instead of commenting out all the Rewr i t eRul e directives.

Denying Access from a Host

To deny all requests from a specific host on the Internet, add the following
statements to your proxy server’s configuration file.

Rewri t eCond % HTTP: PROXY- REMOTE- HOST} \n
Abadhost\ . cl i ent domai n\. conts
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RewriteRule ~/(.*)$ - [F]

Thefirst statement examines the PROXY-REMOTE-HOST header for a match on
the specified hostname. The second statement blocks access to the request if the
match is successful.

Denying Access from a Domain

To deny all requests from any host at a specific domain, add the following
statements to your proxy server’s configuration file.

Rewr i t eCond % HTTP: PROXY- REMOTE- HOST} *\ . baddomai n\. cont
RewriteRule ~/.* - [F]

Denying Accessfrom a Top Level Domain

To deny all requests from any domain in a specific country, add the following
statements to your proxy server’s configuration file.

Rewri t eCond 9% HTTP: PROXY- REMOTE- HOST} *\ . <TLD>$

RewriteRule ~.* - [F]

<TLD> in the search pattern indicates the Top Level Domain for the country.

Denying Access from Multiple Hosts

To deny all requestsfrom alist of hosts, create amap file called hosts.deny as
follows:

## hosts. deny
10. 10. 10. 10 -
badhost . baddonai n. badTLD -

Note: The hosts.deny file isamap of key-value pairs, even though it istreated as a
list. Verify that each key (hostname/IP) is mapped to the dummy value “-".

Then, add the following statements to your proxy server’s configuration file.
RewriteMap hosts-deny txt:/path/to/hosts. deny
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Rewri t eCond \n
${ host s-deny: % HTTP: PROXY- REMOTE- HOST} | NOT- FOUND} \'n
I =NOT- FQUND [ OR]

Rewri t eCond \n
${ host s- deny: % HTTP: PROXY- REMOTE- ADDR} | NOT- FOUND} \n
I =NOT- FOUND

RewriteRule ~/.* - [F]

Denying Access from a User

To deny all requests from a specific user at adomain, add the following statements
to your proxy server’s configuration file.

Rewr i t eCond \'n
9{ HTTP: REMOTE_| DENT} @4 HTTP: PROXY- REMOTE- HOST} \n
"baduser @l i ent host\. cl i ent donmi n\ . con$

RewriteRule A/ .* - [F]
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Denying Specific Requests from Specific Internet Clients

Commercial web sites often generate substantial revenue by selling advertising on
their front pages, typically the most highly-visited pages of any site. Although an
unwritten code seemingly alows anyone to link to anything on the Internet, by
allowing users to bypass the front-page of aweb site, “deep links’ may subvert a
site’s access policy.

Denying Requests from Search Agentsand Robots

Search engines, robots, web crawlers, and other agents obviously perform a useful
function, but they may, in some cases, allow usersto bypass registration, violate
copyright protections, or create an uneven performance load on some parts of the
site. The standard method of blocking search engines is to use the robots.txt file
which excludes robots, but is often ineffective or overbearing. TheRewr i t eCond
and Rewr i t eRul e directives operating on HT TP headers provide a convenient
and fine-tuned alternative to the standard robots.txt file.

To block accessto certain requests from robots, add the following statements to
your proxy server’s configuration file.

Rewri t eCond % HTTP: USER- AGENT} ~BadRobot . *

Rewri t eCond % HTTP: PROXY- REMOTE- ADDR} \'n
N123\.45\.67\.[8-9]% [OR]

Rewri t eCond % HTTP: PROXY- REMOTE- HOST} \'n
Nsearch\. domai n\. cont

RewriteRul e ~/ fool bar/deep/.+ - [F]

Denying Requeststhrough Deep Links

Like search engines and robots, deep links allow a user to bypass the “front page”
of asite and may take away its value. If someone were to develop their web page
with in-lined graphics whose source islocated on your web site, the link from their
page would add traffic to your site without adding any revenue.
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In some cases of severe trespassing, corporations have pursued legal redress against
deep link providers, but Webproxy offers a simple technical solution. Using the
Rewr i t eCond and Rewr i t eRul e directives, you can block access through
deep links whenever the browser sends out the HTTP_REFERER header.

To block accessto certain requests through deep links, add the following statements
to your proxy server’s configuration file.

Rewri t eCond 9% HTTP: REFERER} !"$
RewriteCond % HTTP: REFERER} !“http://wwA . domain\.com .*$
RewriteRul e ©/ fool/ bar/deep/.+ - [F]

Rewri t eCond % HTTP: REFERER} g
Rewr it eCond % HTTP: REFERER} I.*/foo-with-gif\.htm$
RewiteRule "inlined-in-foo\.gif$ - [ F]

Routing Specific Requests from Specific I nternet Clients

Although much of the preceding discussion focused on denying access, security is
not just about keeping people out. Good security is about |etting the right peoplein
so they can access the resources to which they are entitled to quickly, safely, and
privately.

Themod_rewrite and the mod_proxy modules work together to provide a powerful
mechanism for routing HT TP requests to the back-end server and redirecting
reguests based on HTTP headers. The following subsectionsillustrate only some of
the many ways in which the capabilities of these two modules can be exercised. For
additional resources, refer to “ Additional Documentation” on page 9.

Routing Requeststo Back-End Servers

Recall that the Pr oxyPass directive allows you to route incoming requeststo a
back-end server in the following statements.
ProxyPass /index.htm http://webl. domai n. com top. htm

ProxyPass /cgi - bin/ http://webl. domai n. conl cgi - bi n/
ProxyPass /i mages/ http://webl. domai n. conl i mages/
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ProxyPass /ssi/ http://webl. domai n. conl ssi/
ProxyPass / http://webl. domai n. com

TheRewr i t eRul e directive providesasimple alternative to the above statements
as shown in the following statements.

RewriteRul e \n
Alindex. htm http://webl. domai n.comtop. htm [P]
RewriteRule A (.*)$ http://webl. domain.com $1 [P]

The Pr oxyPass directive aso allows you to route incoming requests from the
proxy server to more than one back-end server as shown in the following
statements.

ProxyPass /appl/ http://webl. domai n. conl cgi - bi n/

ProxyPass /app2/ http://web2. domai n. conl cgi - bi n/
ProxyPass /static/ http://10.10.10.10: 8080/ htm /

To handle thisusing the Rewr i t eRul e directive, add the following statements to
your proxy server’s configuration file.
RewriteRule A app([1-9])/(.*)$ http://web$l. domai n. con cgi - bi n/ $2

[P]
RewiteRule A/static(.*)$ http://10.10.10. 10: 8080/ ht m $1 [ P]

Thefirst statement takes advantage of the ordered pairs (appl,webl) and
(app2,web?2) to provide a generalized rule that handles both cases.

Note: The order of theRewr i t eRul e directivesisthe order in which therulesare
applied at run-time. Directives should be added typically in the most-specific to the
least-specific order. But when directives are equally specific, add them in the
most-requested to the least-requested order.

Routing Requeststo Client-Specific Content

Content providers often create multiple versions of the same file to account for
differences in browser display. Using Webproxy, you can provide one version of a
document to Netscape Navigator, another to Internet Explorer, and athird version
to all other browsers.

RewriteCond % HTTP: USER- AGENT} ~Mozilla/.*
RewiteRule ~foo\l.htm $ fool.NS\. htn [P, L]
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RewriteCond % HTTP: USER- AGENT} ~MSIE/ .*
RewiteRule ~foo\l.htm $ fool.lE\. htn [P, L]
RewiteRule ~foo\l.htm $ fool.x\.htn [P, L]

In the first statement, the Rewr i t eCond directive evaluates
HTTP_USER_AGENT against the regular expression *Mozi | | a/ . * . If this
condition is satisfied, the Rewr i t eRul e directive rewrites foo.html to
foo.NS.html. The P (proxy) flag notifies the mod_rewrite module to forward the
reguest to the mod_proxy module. The L (last) flag indicates that no further rules
operate on this request.

If the request does not match the first condition, the rewrite engine checks for the
condition specified in the second Rewr i t eCond statement. Upon a match, the
Rewr i t eRul e directive rewritesfoo.html to foo.ie.html. All other browsers are
served the generic foo.x.html file.

If the browser making the request is in fact a search agent, asillustrated in
“Denying Requests from Search Agents and Robots” on page 41, you can force the
server to respond with the “front page” by adding the following statementsto your
proxy server’s configuration file.

Rewri t eCond % HTTP: USER- AGENT} ~BadRobot . *

Rewri t eCond % HTTP: PROXY- REMOTE- ADDR} \n
N123\.45\.67\.[8-9]% [OR]

Rewri t eCond 9% HTTP: PROXY- REMOTE- HOST} \n
Asear ch\. domai n\. con$

RewiteRul e ~/fool/bar/deep/.+ index\.htm$ [P, L]

Unlike search engines and robots, deep links that bypass the “front page” of asite
cannot be identified by the client that originated the request. Yet, the browser often
sends out the HTTP_REFERER header which identifies the referring site. If the
referring site is not a part of your own web site’'s domain, you can redirect the
incoming request to the “front page” of your site, effectively thwarting the deep
link.

To redirect requests through deep links to the front page, add the following
statements to your proxy server’s configuration file.

Rewrit eCond % HTTP: REFERER} !$
Rew i t eCond % HTTP: REFERER} ! ~http://vwwh . domai n\.con . *$
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RewriteRul e ~/fool/bar/deep/.+ http://wwl. domai n. conf i ndex. htm
[Pl

Redirecting All Requests from Specific Internet Clients

You can redirect requests to back-end resources from specific clients or users on the
Internet using the Rewr i t eCond and Rewr i t eRul e directives. The

Rewr i t eMap directive allows you to aso create alist of Internet hosts that are
always redirected. This section provides some simple examples that illustrate the
configuration.

Redirecting Access from a Host

To redirect al requests from a specific host on the Internet, add the following
statements to your proxy server’s configuration file.
Rewr i t eCond 9% HTTP: PROXY- REMOTE- HOST} \n

~badhost\ . cl i ent domai n\ . con$
RewiteRule ~/.*$ http://wwl. domain.comerror.htm [P]

Thefirst statement examines the REMOTE_HOST header for amatch on the
specified hostname. If the match is successful, the second statement rewrites the
URL to acustom error page.

Redirecting Access from a Domain

To redirect al requests from any host at a specific domain, add the following
statements to your proxy server’s configuration file.

Rewri t eCond % HTTP: PROXY- REMOTE- HOST} *\. baddonmi n\. con$
RewriteRule ~/.*$ http://wwl. domain.comerror.htm [P]
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Redirecting Accessfrom a Top Level Domain

To redirect al requests from any domain in a specific country, add the following
statements to your proxy server’s configuration file.

Rewri t eCond % HTTP: PROXY- REMOTE- HOST} *\ . <TLD>$
RewiteRule ~/.*$ http://wwl. domain.comerror.htm [P]

<TLD> in the search pattern indicates the Top Level Domain for the country.

Redirecting Access from Multiple Hosts

To redirect all requests from alist of hosts, create amap file called hosts.deny as
follows:

## hosts.redirect
10. 10. 10. 10 -
badhost . baddomai n. badTLD -

Note: The hosts.redirect fileisamap of key-value pairs, even though it is treated

asalist. Verify that each key (hostname/IP) is mapped to the dummy value “-".
Then, add the following statements to the configuration file:

RewriteMap hosts-deny txt:/path/to/hosts.redirect

Rewr it eCond ${hosts-redirect: % HTTP: PROXY- REMOTE- HOST} | NOT- FOUND}
I =NOT- FQUND [ OR]

Rewr it eCond ${hosts-redirect: % HTTP: PROXY- REMOTE- ADDR} | NOT- FOUND}
I =NOT- FOUND

RewriteRule ~/.*$ http://wwil. domai n.comerror.htm [P]

Redirecting Accessfrom a User

To redirect al requests from a specific user at a domain, add the following
statements to your proxy server’s configuration file.
Rewri t eCond \'n
9% HTTP: REMOTE- | DENT} @4 HTTP: PROXY- REMOTE- HOST} \n

"baduser @l i ent host\. clientdomai n\. con®
RewriteRule ~/.*$ http://wwwl. domain.comerror.htm [P]
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Balancing Load in a Replicated Server Set

Webproxy can forward incoming HT TP requests to a set of back-end servers, each
of which hasidentical static and dynamic content. Moreover, you can configure
Webproxy to balance the load among the back-end serversin the replicated server
set. Although we do not cover that configuration here, you can configure Webproxy
to remove a server when it becomes temporarily unavailable from the server set
until it comes back online.

Suppose we want to balance the traffic to www.foo.com across www([0-5].foo.com
(atotal of 6 servers). This section provides instructions on how this can be done.

DNS Round-Robin

The simplest method for load balancing is to use the DNS round-robin feature of
BIND. First, configure www[0-5] .foo.com in your DNS with A (address) records:

wwO IN A 1.2.3.1
wwwl IN A 1.2.3.2
W2 IN A 1.2.3.3
ww3 IN A 1.2.3.4
ww4 IN A 1.2.3.5
wws IN A 1.2.3.6

Then add the following statements:

WAWW IN CNAME wwO. f 00. com
IN CNAME wwl. f 00. com
IN CNAME ww\2. f 00. com
IN CNAME ww3. f 00. com
IN CNAME ww4. f 00. com
IN CNAME wwb. f 00. com

When www.foo.com gets resolved, BIND gives wwwO0 to wwwh5, in adightly
rotated order each time.
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Proxy Round-Robin

Using the capabilities of the mod_rewrite module, you can configure Webproxy to
use the proxy server for load balancing by adding the following statementsto the

/opt/hpws/apache/webpr oxy/ser ver Swp-<serverid>/conf/httpd.conf file.

Rewri t eEngi ne on
RewriteMap | b prg:/opt/hpws/bin/lb.pl
RewriteRul e MH)S ${1 b1} [P, L]

This ruleset establishes aload balancing script |b.pl for al URLs.

The Ib.pl script can then be written as follows:
#!/ path/t o/ perl

Hit

## |b.pl -- |oad bal ancing script

Hit

$| =1,

$nane = "www'; # the hostname base

$first = 0; # the first server

$l ast = 5; # the last server in the round-robin
$domain = "foo.conl'; # the donmmi nnane

$cnt = 0;

while (<STDI N>) {
$cnt = (($cnt+1) % ($l ast +1-$first));

$server = sprintf("%%. %", $nanme, $cnt+$first, $dommin);

print "http://$server/$_";

}
HHEOF##
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Maintaining Server Affinity in a Replicated Server
Set

When Webproxy forwards incoming HT TP requests to a set of back-end servers,
each of which hasidentical static and dynamic content, you can configure the proxy
server so that a client maintains affinity with a particular server in the replicated
server set.

Asin the previous round-robin example, consider a deployment where Internet
clients send requests to http://www.foo.com and Webproxy forwards them to one
of six servers (www[0-5].foo.com). In some cases, the back-end application may
maintain its state while processing the request, which reguires the client to continue
sending requests to the same server over the course of the transaction. If the client
were to connect to another server in the replicated server set, its request would be
treated as a new connection and the transaction may be aborted.

Webproxy provides a convenient way to maintain server affinity through the use of
cookies. You can configure Webproxy to examine the HTTP request headers for a
cookie header containing the HPWP=http://www1.foo.com name-value pair. If

the cookie header does not contain this name-value pair, Webproxy writes a cookie
into the server’s response with the name “HPWP” and value of the back-end server.

If the cookie header contains the name-value pair HPW P=http://www1.foo.com, a
cookie is not written unless the back-end server explicitly sets anew cookie. If the
back-end server sets new cookies, Webproxy resetsits own cookie to prevent the
original from being overwritten. You can then configure Webproxy to redirect
subsequent requests from the same client (whose request headers contain the
Webproxy cookie) to the back-end server specified in the cookie.

To maintain server affinity in areplicated server set, follow these steps.
1. Enableserver affinity by adding the following statementsto your proxy server’'s
configuration file.

Pr oxyCooki e On
Pr oxyCooki eExpires 300
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2. Configure Webproxy to examineincoming HTTP requestsfor the cookie header

and redirect the request to the appropriate back-end server by adding the
following statementsto your proxy server’s configuration file.

RewriteCond 9% HTTP: COCKI E} HPWP=ht t p: / / wwO. f 0o. com

RewriteRule ~/(.+)$ http://ww0. foo.com $1 [P]
RewriteCond 9% HTTP: COCKI E} HPWP=ht t p: / / ww1. f 00. com
RewriteRule ~/(.+)$ http://wwl. foo.com $1 [P]
RewriteCond 9% HTTP: COCKI E} HPWP=ht t p: / / ww2. f 00. com
RewriteRule ~/(.+)$ http://ww2. foo.com $1 [ P]
RewriteCond 9% HTTP: COCKI E} HPWP=ht t p: / / ww3. f 00. com
RewriteRule ~/(.+)$ http://ww3. foo.com $1 [P]
RewriteCond 9% HTTP: COCKI E} HPWP=ht t p: / / ww#4. f 0o. coml
RewriteRule ~/(.+)$ http://ww4. foo.com $1 [ P]
RewriteCond 9% HTTP: COCKI E} HPWP=ht t p: / / ww5. f 00. com
RewriteRule ~/(.+)$ http://ww5. foo.com $1 [ P]
Notes:

The Pr oxy Cooki e directive allows Webproxy to send cookies to the client.
To disable server affinity, set the Pr oxy Cooki e directiveto of f .

The Pr oxyCooki eExpi r es directive determines the duration for which the
cookie isactive. The default value of Pr oxyCooki eExpi r es is5 minutes
(300 seconds) and its range is [0-999999999] seconds.

Ensure that the system date and time are set correctly before specifying the

Pr oxyCooki eExpi r es vaue.

Test the Pr oxy Cooki eExpi r es vaue with the browsers commonly used by
your customers. Some browsers may not expire the cookie correctly.

HTTPS can also be used where HTTP is shown in the above examples if you
have SSL enabled.
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Restarting the Proxy Server

For your configuration changes to take effect, you must restart the proxy server. To
restart the proxy server, execute the following commands.
# [ opt/ hpws/ apache/ webpr oxy/ server s/ wp- <serveri d>/ bi n/ apachect| \
st opal
# [ opt/ hpws/ apache/ webpr oxy/ server s/ wp- <serveri d>/ bi n/ apachect| \
start

To restart the proxy server with SSL, execute the following command.
# [ opt/ hpws/ apache/ webpr oxy/ server s/ wp- <serveri d>/ bi n/ apachect| \

startssl

The examplesin this chapter are intended to give you a hint of the power and
flexibility of Webproxy. With alittle extra effort, you can build on them to
customize a solution that precisely meets your needs.

Configuring Webproxy to Run in a Chrooted
Environment

By default, each Webproxy server runs in a chrooted environment. When HP-UX
Apache-based Web Server isinstalled, the Webproxy component isinstalled with
two default roots: /var/jail/wp_internet and /var/jail/wp_intranet. Other Chroot
environments can be created with the /opt/hpws/apache/webpr oxy/bin/mkchr oot
script:

# [ opt/ hpws/ apache/ webpr oxy/ bi n/ mkchroot  <r oot name>
When this mkchroot command executes, it creates a server environment at

/var/jail/wp_<rootname>. This root environment contains executables, libraries,
devices and a base document directory for executing an apache server. The server
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executes in this environment because the HP-UX Apache-based Web Server has
been modified to utilize a Chroot directivein its configuration file,

/opt/hpws/apache/webproxy/ser ver swp_<serverid>/conf/httpd.conf :

# Chroot /var/jail/wp_<rootname>

Thisdirective is placed in the httpd.conf file during server creation. The root name
is derived from the <network> parameter of the
/opt/hpws/apache/webproxy/bin/wp_create script:

# | opt/ hpws/ apache/ webpr oxy/ bi n/wp_create serverl serverl 80 443
owww Www i nt er net

In the above example, /var/jail/wp_is prepended to "internet" to form the Chroot
variable directory, /var/jail/wp_inter net. Since no check is made to determine if
the chroot compartment exists, it isimportant to make sure that the root name is
spelled correctly, and that the root exists. Otherwise, the server will fail to start.

This base root environment is designed to proxy only. If it is desired that the server
should execute cgi programs or server custom static content, then the application
integrator will need to modify the chroot environment to make it suitable for the
desired purpose.

Chroot environments can be removed using the
/opt/hpws/apache/webproxy/bin/rmchroot command.

# [ opt/ hpws/ apache/ webpr oxy/ bi n/ rrchr oot <r oot name>

This command will remove the directory /var /jail/wp_<rootname> and all of its
contents. If rmchroot is executed without a rootname, it removes all chroot
environments (all environments that begin with /var/jail/wp_), so be careful when
executing this command. The rmchroot command is executed to delete all chroot
environments during Webproxy product removal.
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5 Configuration Reference

This chapter provides reference material that you can use to gain a deeper
understanding of Webproxy configuration tasks. Following a brief introduction to
regular expressions, this chapter describes the proxy server configuration files and
the usage of some common configuration directives. This chapter also includes the
list of HTTP headers upon which the RewriteCond directive operates, and the list
of flags available with the RewriteRule directive.

Regular Expressions

Understanding regular expressionsis a prerequisite to configuring the proxy server.
Using regular expressions, you can define patterns on which the conditions and
rules of the URL rewriting engine operate. The following table lists some
commonly used expressions.

Expression M eaning

Matches any single character except a newline

X? M atches zero or one occurrences of regular expression x

xX* M atches zero or more occurrences of regular expression x

X+ Matches one or more occurrences of regular expression x

x{n,m} Matches the character x where x occurs at least n times but no more
than mtimes

x{n} Matches the character x where x occurs at least n times

x{n} Matches the character x where x occurs exactly n times

[abc] Matches any of the characters enclosed in the brackets

[~abc] Matches any character not enclosed in the brackets
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Expression M eaning

[&z] Matches any characters within the range in the brackets

X M atches the character x where x is not a specia character

\x Removes the meaning of special character x

X" Removes the meaning of special character x

Xy M atches the occurrence of regular expression x followed by the
occurrence of regular expressiony

x|y Matches either the regular expression x or the regular expression 'y

n M atches the beginning of a string

$ Matches the end of astring

x) Groups regular expressions

The more you know about regular expressions, the more there seems to be |eft to
know. We recommend that you read the regex(3) manual page or acquire the book
Mastering Regular Expressions, by Jeffrey E.F. Friedl, O'Reilly & Associates,
1997, to learn more.
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Configuration Files

Configuring the Webproxy server involves modifying various directivesin the
central configuration file,

/opt/hpws/apache/webpr oxy/ser ver Swp-<serverid>/conf/httpd.conf. Most SSL
Virtualhosts and SSL configuration directives can be found and modified in
/opt/hpws/apache/webproxy/ser ver swp-<serverid>/conf/ssl.conf. These two
files control most aspects of the Webproxy server’s configuration and operation.

Two configuration files are now distributed empty, because it is recommended that
all directives be kept in asingle file for simplicity. These two files, included
primarily for historical purposes, are srm.conf and access.conf.

The configuration directives in the httpd.conf file are grouped into three main
sections. These sections are:

1. Directivesthat control the operation of the server process as awhole.

2. Directivesthat define the parameters of the main or default server, which
responds to requests that are not handled by a virtual host. These directives aso
provide default values for the settings of all virtual hosts.

3. Settingsfor virtua hosts, which allow web requests to be sent to different IP
addresses or hostnames and have them handled by the same server process.

Notes:

» Unless otherwise noted, maintain all directivesin the httpd.conf and sdl.conf
files. In configuring the Webproxy server, you will be modifying afew
directives (port number and server servername) in the first section, many
directives in the second section, and perhaps some in the third section. Most
SSL configuration directives should be specified in ssl.conf.

» The/opt/hpws/apache/webproxy/ser ver s'wp-<serverid>/conf directory also
contains another file called mime.types. This file usually does not need editing.

» Thehttpd.conf fileis processed before the sr m.conf and access.conf files. If
you find it necessary to use these files, you can override the processing of these
later filesusing the Resour ceConf i g and AccessConf i g directivesin the
httpd.conf file. The sdl.conf file is #included from the httpd.conf file.
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* Read the commentsin each file carefully. Failure to setup these files correctly
could cause your server to not work properly or securely.

Configuration Directives

This section provides a brief description of directives commonly used in
configuring Webproxy. Although this information is intended to be complete, the
following sections do not provide comprehensive documentation of the
mod_rewrite and mod_proxy modules. For more details about these and other
modules, refer to “ Additional Documentation” on page 9.

mod_proxy

Themod_proxy module provides the forward proxying, reverse proxying, and
caching capabilities of the Webproxy server. This module works in conjunction
with the mod_rewrite modul e to forward incoming or rewritten HTTP/1.0 requests
to back-end servers. This module a so adjusts the location headers of outgoing
responses to hide back-end server identity. The following directives alow you to
configure these capabilities.

ProxyRequests

Synt ax: ProxyRequests <On| O f >
Defaul t: ProxyRequests Of f
Context: server config, virtual host

Thisdirective enables or disables proxying. Setting ProxyRequeststo of f does not
prevent use of the ProxyPass directive.
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ProxyPass

Synt ax: ProxyPass <path> <URL>
Defaul t: None
Context: server config, virtual host

In the syntax, <path> refers to the name of alocal virtua path and <URL> refersto
apartial URL for the remote server.

Thisdirective allows remote servers to be mapped into the space of the local server
so that the local server appears to be amirror of the remote server.

ProxyPassRever se

Synt ax: ProxyPassReverse <path> <URL>
Defaul t: None
Context: server config, virtual host

This directive enables Webproxy to adjust the URL in the location header of HTTP
redirect responses.

Notes:

» ProxyPassRever se does not depend on a corresponding Pr oxyPass
directive; it can be used in conjunction with the Rewr i t eRul e directive
provided by the mod_rewrite module.

» Without the Pr oxyPassRever se directive, HTTP redirect responses from
back-end servers would bypassthe proxy server. Under such circumstances, the
client’s browser would display the identity of the back-end server, diminishing
the security offered by Webproxy.

ProxyBlock

Syntax: ProxyBl ock <word host domain_list>
Defaul t: None
Context: server config, virtual host
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Thisdirective specifies alist of words, hosts, or domains, separated by spaces. The
Webproxy server blocks requests whose URL s match words, hosts, or domainsin
the list.

mod_rewrite

Thefollowing directives are included with the mod_rewrite module.

RewriteEngine

Syntax: RewriteEngi ne <on|off>
Default: RewriteEngi ne off
Context: server config, virtual host, directory, .htaccess

This directive enables or disables URL rewriting at runtime.

Note: By default, rewrite configurations are not inherited. If you have configured
multiple virtual hosts (proxy servers), you must includeaRewr i t eEngi ne on
directive for each virtua host.

Rewritel og

Syntax: RewritelLog <fil ename>
Defaul t: None
Context: server config, virtual host

This directive sets the name of the file to which the server recordsiits rewriting
actions. If the name does not begin with adlash (/') then it is assumed to berelative
to the Server Root.

Note: This directive should occur only once in the server configuration.
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RewritelL ogL evel

Syntax: RewritelLoglLevel <level>
Default: RewitelLogLevel O
Context: server config, virtual host

This directive determines the verbosity of the rewriting logs. The default level 0
means no logging, while 9 or more meansthat practically all actions are logged.

Notes:

» Todisablethe logging of rewriting actions, set <l evel >to 0. This disablesall
rewrite action logs.

» Using ahigh vauefor Level will slow down your server dramatically. Use the
rewriting logfile at a Level greater than 2 only for debugging.

RewriteM ap

Syntax: RewriteMap <MapNanme> <MapType: MapFi | e>
Default: not used per default
Context: server config, virtual host

This directive defines amap containing key-va ue pairs that the Webproxy server
can look up to perform URL rewriting (insertion or substitution) operations.

<MapNane> specifies a mapping-function in the form of one of the following
constructs:

${ MapName : LookupKey}
${ MapNane : LookupKey| DefaultVal ue }

When such a construct appearsin arewrite rule, the Webproxy server consults the
MapNane function with the LookupKey key. If the lookup succeeds, the function
inserts or substitutes the key with the associated value. If the lookup fails, the
function inserts the default value or, if Def aul t Val ue was not specified, the
function inserts an empty string.
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<MapTy pe> specifies the type of map file to be used by the mapping-function.
<Mapf i | e> providesthe path to the map file. The MapType can be one of the
following codes.

MapType Description

txt This type indicates that the mapfileis a plain ASCII file containing either
blank lines, comment lines (starting with a'#' character) or key-value pairs.

rnd This element would be identical to txt except for a special post-processing
feature. This mapfile can contain multiple values associated with a key,
where each value is separated by the ' character which means “or™'. The
actual returned value is chosen randomly. This type of mapfile allows you
to configure load balancing among the servers named by each value.

dbm The mapfile isabinary NDBM format file containing the same contents as
aplain text file, but in aspecial representation optimized for fast lookups.
You can create such afile using any NDBM tool.

int The mapfileisone of the following functions internal to the server:
toupper - Convertsthe looked up key to al upper case

tolower - Converts the looked up key to all lower case

escape - Translates special charactersin the key into hex-encodings
unescape - Translates hex-encodings in the key back to special characters

prg The mapfileisan executable program written in any language (either
object-code or a script with the path to the interpreter in its first line).

The program starts with the server and communicates with the rewrite
engine over its stdin and stdout file-handles. For each map-function
lookup, it receives the key as a string through stdin. If the matchis
successful, it returns the value as astring through stdout. If the match fails
(there is no corresponding value for the given key), it returns the
four-character string “NULL".

RewriteCond

Syntax: RewriteCond <TestString> <CondPattern>
Defaul t: None
Context: server config, virtual host, directory, .htaccess
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This directive defines a condition, one or more, which can precede a

Rewr i t eRul e directive. Theruleisenforced only if all the preceding conditions
specified by Rewr i t eCond apply and the rule pattern specified by

Rewr i t eRul e matchesthe current state of the URL.

<Test St ri ng> contains either a plain text or an expanded construct that the
Webproxy server examines for a pattern match. <CondPat t er n> specifies the
pattern against which <Test St ri ng> isto be matched.

For alist of HTTP headers and server variables that you can use to construct an
expanded pattern, refer to “HTTP Headers’ on page 63.

RewriteRule

Syntax: RewiteRule <Pattern> <Substitution>
Defaul t: None
Context: server config, virtual host, directory, .htaccess

TheRewr i t eRul e directiveisthereal rewriting workhorse. This directive can
occur more than once, where each directive defines a single rewriting rule. The
order of these rules specifiesthe order in which the rules apply at run-time.

<Pat t er n>isaregular expression that is applied to the current URL, where
“current” refersto the value of the URL when thisruleis applied. The current URL
may not be the originally requested URL, because any number of rules may already
have matched and made aterationsto it.

<Subst i t uti on> isthe string that replaces the original URL upon a pattern
match. In addition to plain text, the substitution string may contain the following
expanded constructs.

* 3N back-referencesto the Rewr i t eRul e pattern

* %N back-references to the last matched Rewr i t eCond pattern
» Server-variablesin rule condition test-strings (%{ VARNAME})
» Map function calls (${ mapname:key|default})
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Back-references, $N (N=[0-9]) and %N (N=[1-9]), identify the N group of the
matched pattern. Variablesidentify the user, the server, the client, or the connection.
Map functions are defined by the Rewr i t eMap directive.

After the rewriting rules are applied to the pattern (in the order of definition in the
configuration file), the URL is completely replaced by the substitution.

A special substitution string ’-’ indicates no substitution and is often useful in
developing rewrite rulesthat forbid requests matching the pattern or, in conjunction
with the C (chain) flag, match more than one pattern before applying the
substitution.

RewriteRule Flags

Thefollowing table lists the flags that can qualify rewrite rule operations.

Flag Description

redirect |R Sends a status code between 300 and 400, specified by

[=status-code] status-code. The default is 302.

forbidden | F Forces the proxy server to return a status code of 403 (For-
bidden). This flag can be used to conditionally block URLs.

gone| G Forces the proxy server to return a status code of 410 (Gone)

proxy | P Forces the substitution part through the proxy module. The

substitution string must be avalid URL. Thisflag is useful
as a sophisticated alternative to the Pr oxyPass directive.

last | L Forces the rewrite process to end here

next | N Reruns the rewrite process, starting with the first instance of
Rewr i t eRul e and using the outcome of the current
rewrite process as new input.

chain|C Chains the current rule with the next rule, provided that the
current rule matches.
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Flag Description

Forces the proxy server to return the file as the specified
MIME type.

nosubreq | NS

Indicates that the current rule applies only if the current
request is not an internal subreguest.

passthrough | PT

Passes the substitution to the next handler, which should
immediately follow the current Rewr i t eRul e.

[=VARABLE: VAL UE]

skip | S[n] Skips the next n rules in a sequence if the current rule
matches.
env |E Sets the environment variable VARI ABLE to the value

VALUE.

HTTP Headers

Thefollowing table lists the base HTTP headers on which the Rewr i t eCond and
Rewr i t eRul e directives can operate:

API_VERSION REQUEST_METHOD
AUTH_TYPE REQUEST_URI
DOCUMENT_ROOT SCRIPT_FILENAME
HTTP_ACCEPT SERVER_ADMIN
HTTP_COOKIE SERVER NAME
HTTP_FORWARDED SERVER_PORT
HTTP_HOST SERVER_PROTOCOL
HTTP_PROXY_CONNECTION || SERVER_SOFTWARE
HTTP_REFERER SERVER_VERSION
HTTP_USER_AGENT THE_REQUEST
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IS SUBREQ TIME_DAY
PATH_INFO TIME_HOUR
QUERY_STRING TIME_MIN
REMOTE_ADDR TIME_MON
REMOTE_HOST TIME_SEC
REMOTE_IDENT TIME_WDAY
REMOTE_USER TIME_YEAR
REQUEST FILENAME

Other Directives

Thefollowing directives are provided by additional modules or enhancements to
the HP-UX Apache-based Web Server that are not available in the standard ASF
Apache.

ProxyCookie

Synt ax: ProxyCookie [On] O f]
Default: OFf

This directive determineswhether or not the Webproxy server sends a cookie to the
client. To enable sending cookies to clients, set this directiveto On. The
“name=value” pair that is sent to the client consists of the name set by

Pr oxyCooki eNane and the value determined by Pr oxy Cooki eHashed
(hashed or not hashed name of the back-end server to which the client connects).
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ProxyCookieName

Syntax: ProxyCooki eName character-string
Defaul t: HPWP

This directive sets the name in the “name=vaue’ pair of the cookie.

ProxyCookieExpires

Synt ax: ProxyCooki eExpires <integer>
Defaul t: 300

This directive sets the expiration time, in seconds, of the cookie sent by the proxy.
You should set its value to the maximum amount of time that you want to track or
rewrite on the cookie header. For example, if the client-server affinity should last
for 10 minutes, set the value to 600.

ProxyCookieFor ced

Synt ax: ProxyCooki eForced [On| O f]
Default: Of

When this directiveis set to O f (or not set), the client is sent a cookie only if a
cookie has not been set previously (and Pr oxy Cooki e isset to On). When this
directiveis set to On, anew cookie is sent to the client each and every time the
client makes a request.

ProxyCookieHashed

Syntax: ProxyCooki eHashed [On| O f]
Default: Of

This directive determines whether or not the cookie contains a hashed
representation of the name of the back-end server to which the client connects.

Webproxy Administrator’s Guide 65



Configuration Reference
Configuration Directives

ProxyDowngradeRequest

Syntax: ProxyDowngradeRequest [On| Off]
Default: Of

When this directive is set to On, all requests are downgraded to HTTP/1.0. When
this directive is Off al requests pass unmodified.

Note: Webproxy 1.0 (for Virtualvault) was modified to pass 1.1 requests as 1.1, and
1.0 requests as 1.0 while setting the Connection header value to close (to prevent
persistent connections to the proxy). Unfortunately, some back-end systems looked
at the version of the request and not at the Connection header valuesto determineif
persistence is alowed (i.e. they were not protocol compliant). The
ProxyDowngradeRequest directive was added to restore the functionality of the
original mod_proxy to work with back-end serversthat are not protocol compliant
with respect to persistence.

ProxyClientCertificate

Syntax: ProxyClientCertificate [On| Of]
Default: OFf

This directive extracts the client's verified certificate and placesit in the header for
propagation to a back-end server. In order for this directive to correctly propagate
the client browser certificate, the Webproxy must have SSL enabled, and must
require a client certificate (SSLVerifyClient).

ProxyVVCompatVars

Synt ax: ProxyVVConpatVars [On| O f]
Default: Of

Thisis a Virtualvault/Webproxy compatibility directive. In Virtualvault, some
transaction information concerning the internet browser/server connection isplaced
in header variables and passed to the back-end server. These variables were passed
in the earliest versions of the Virtualvault, and subsequent HT TP protocol
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specifications and servers have evolved to include most of these values in headers
of adifferent name.

VVAIllowAbsoluteURI

Synt ax: WVAI | owAbsol uteURlI [On| O f]
Default: OFf

This directive alows or denies the default handling of absolute URIs by the
Webproxy Server. Under normal conditions, Apache parses arequest of the form
"GET http://systeml.com/ HTTP/1.1" and forwards it directly to system1 without
any other proxy processing. Thisallows clientsto create URL specifications that
will connect through one more proxies to a back-end network. Because no other
filtering or processing takes place, clients may probe the back-end intranet network
by chaining absolute URIs to bypass the Webproxy system. Normally, Apache
allows absolute URI chaining.

SSLVVDowngradel ogL evel

Synt ax: SSLVVDowngr adelLoglLevel [On| OFf]
Default: Of

In some cases, Internet Explorer will abruptly shut down and renegotiate an SSL
connection causing some error messages to be written to the error log at the "error”
level. Thisdirective alowsthe reclassification of these particular error messagesto
be written at the "warn" level.

SSLVVProxyClientCertificate

Syntax: SSLVVProxyClientCertificate [On| OFf]
Default: OFf

This directive presents the proxy's client certificate to a back-end proxy or server
for authentication of the proxy. This directiveis used in conjunction with the
standard " SSL Proxy*" directives to allow aclient proxy to authenticateto a
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back-end proxy without re-keying the private key password during the first (or
subsequent) proxied SSL request.

VVOptRenegotiate (an option to SSL Options)

Syntax: SSLOptions +VVOpt Renegoti ate
Default: OFf

Under unknown circumstances or conditions, Internet Explorer will abruptly drop a
negotiated SSL session and renegotiate the session. Thisisvery CPU intensive and
may also result in new certificate warnings or passphrase requests for the client
browser. This new negotiation is often unnecessary if the previous session is
cached, and if no errors were encountered when verifying the customer certificate.

RewritePOST

Syntax: RewritePOCST [On| Of]
Default: OFf

This directive takes POST data (from POST HT TP requests) and placesitina
RewritePOST header. Since header variables may be manipulated by the Rewrite
modul e/engine, then the POST datais available for processing (filtering) by the
RewriteEngine. Since the POST data must be reinserted and resent as the body of
the request, this directive works ONLY for proxied POST requests, and will yield
undefined results when the RewritePOST directive is used with other (cgi/static
html/java) than proxy requests.
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6 * Troubleshooting

One of the more difficult aspects of configuring Webproxy is deciding on a
proxying architecture for aparticular installation.Whether an application should set
up several internet Web Serversthat proxy to asingle intranet web server, or
whether you should set up severa web servers versus a single web server with
multiple VirtualHosts, most configurationswill require troubleshooting HTTP
requests and there replies. Methodsin this section utilize native Apache logging,
tusc, and ssldump.

Note: tusc and ssldump are not HP products but are described here for your
reference. HP cannot provide support for any problems with building or using these
tools.

The most common Apache troubleshooting is simply the use and interpretation of
native Apache log files. Each Webproxy server instance has its own logs directory
(/opt/hpws/apache/webproxy/ser ver siwp-<serverid>/logs) and writesto its own
set of log files. These are Apachelog files (error_log, access log, etc.) and form the
first step in troubleshooting Webproxy connections. Server connections are
recorded in thefile specified by the server's AccessL og directive. Client-server
errors, cgi errors, and general errors are recorded in the file specified by the
ErrorLog directive. SSL connections and problems are recorded in the file specified
by the SSL. Generally, Apache logging events are assigned levels that include:
debug, info, notice, warn, error, crit, aert, emerg , although the Rewrite module
logging uses levels 0 through 9. Since logging affects overall server performance,
log levelsare normally set high (error or above) or turned off. For troubleshooting
purposes, however, log levels should record all events starting with the lowest
levels to gather debug and tracing information. For more information on Apache
logging, see the Apache Software Foundation webpage at www.apache.or g.

If information derived from Apache log files is not sufficient to debug a particular
Apache request/reply transaction, then tusc (downloadable from one of the many
Software Porting And Archive Center mirror sites) may be used to obtain
byte-level transaction information. While tusc has many arguments and options, the
most useful features for troubleshooting Webproxy connections s the ability to see
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system connections and ASCI| representations of client connections, requests,
proxy connections, and reply. A sample tusc output follows:

# ps -ef |grep httpd

root 20302 1 9 08:00:59 ? 0: 00
/ opt/ hpws/ apache/ bin/httpd -f /opt/hpws/apache/ webproxy/ serv-
ers/ wp-odi | bert/con www 20304 20302 1 08:00:59 ? 0: 00

/ opt/ hpws/ apache/ bin/httpd -f /opt/hpws/apache/ webproxy/ serv-
ers/wp-odi |l bert/con

www 20305 20302 1 08:01:00 ? 0: 00 /opt/ hpws/ apache/ bi n/ htt pd
-f /opt/ hpws/ apache/ webpr oxy/ servers/wp-odi |l bert/con

root 20307 2606 2 08:01:04 ttypO 0: 00 grep httpd

www 20303 20302 2 08:00:59 ? 0: 00 /opt/ hpws/ apache/ bi n/ htt pd
-f /opt/ hpws/ apache/ webpr oxy/ servers/wp-odi |l bert/con

#tusc -r all -w all 20303 20304 20305

( Attached to process 20303 ("/opt/hpws/apache/bin/httpd -f

/ opt / hpws/ apache/ webpr oxy/ server s/ wp-

odil bert/con") [32-bit] )

accept (11, O0x7f7e0938, Ox7f7€0a3C) ... ...t
[ sl eepi ng]

( Attached to process 20304 ("/opt/hpws/apache/bin/httpd -f

/ opt / hpws/ apache/ webpr oxy/ server s/ wp-

odi | bert/con") [32-bit] )

read(5, OX7f70838, 1) . ...t
[ sl eepi ng]

ksl eep( PTH_CONDVAR _OBJECT, 0x4007da00, 0x4007da08, NULL) ..........
[ sl eepi ng]

accept (3, 0x400ea37c, OX400€a38C) . ...t i ittt
[ sl eepi ng]

( Attached to process 20305 ("/opt/hpws/apache/bin/httpd -f

/ opt / hpws/ apache/ webpr oxy/ server s/ wp-

odi | bert/con") [32-bit] )

read(5, Ox7f7e0a38, 1) ...... ... ..
[ sl eepi ng]

ksl eep( PTH_CONDVAR _OBJECT, 0x4007da00, 0x4007da08, NULL) ..........
[ sl eepi ng]

senmop(213, Ox7b009€08, 1) . ...ttt
[ sl eepi ng]

accept (3, 0x400ea37c, 0x400€a38C) . ...t =
4

senpp( 213, Ox7b009e08, 1) . ... it =
0

70

Chapter 6



Troubleshooting

senpp( 213, Ox7b009e0e, 1) . ...t =
(kJsleep( PTH_CONDVAR_OBJECT, 0x4007da00, 0x4007da08, NULL) .......... =
gmakeup(PTH_CCNDVAR_CBJECT, 0x4007da00, WAKEUP_ONE, 0x7ac262c8)
Esleep( PTH_MJUTEX_OBJECT, 0x4007d984, 0x4007d98c, NULL) ............ =
2ched_yie|d() ..................................................... =
0

kwakeup( PTH_MJUTEX_OBJECT, 0x4007d984, WAKEUP_ONE, 0x7ac262cc) .....

0
ksl eep( RELATI VE_TI MEQUT_VALUE| PTH_SPI NLOCK_OBJECT, 0x4007d98c, NULL
0x7ae57300)
=0
get socknane(4, 0x400ea344, 0x400ea354) . ...... ... =
0
fentl (4, F_GETFL, 0) ..t e e =
2
fentl (4, F_SETFL, 65538) .. ...t =
0
read(4, 0x401b00b8, 8000) . ... ..ottt =
1117
GET / HTTP/ 1. 0\r\nConnecti on: Keep
- Al i velr\nUser - Agent : Mozill al 4 7
[ en] (Wi nNT; I )y \r\nHo s t : di |l bert .
dev atl . hp. com: 8080\r\nAccept: i ma
ge/ gi f, i mage/ x-xbitmap i magel/ ]
peg, i mage/ pj peg, i mage/ png * [ o
\r\nAccept - Encoding: gzi p\r\nAccept -
Language en\r\nAccept-Charset: i s
o-8859-1,* , utf -8 \r\n\r\n
gettimeof day(0x7ae57448, NULL) . ... =
0
stat ("/opt/ hpws/ apache/ htdocs/", O0x7ae575c8) ...................... =
0
stat ("/opt/ hpws/ apache/ htdocs/index. htm ", Ox7ae57788) ............ =
0
open("/opt/hpws/ apache/ htdocs/index. htm ", O RDONLY, 0) ........... =
11

read(4, 0x401b00b8, 8000) . ......... ..t
ERR#11 EAGAI N

sendfile(4, 11, 0, 1456, O0x7ae576c8, 0) ........ ... =
1790
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Close(11) ..o =
0
Wite(8, 0x400f0998, 73) ... =
73
15. 47.224. 204 - - [ 11/ Sep/ 2003: 0
8:10: 29 -0600] GET [/ HTTP/ 1. 0"
200 1456 \n
wWite(9, 0x400f0a08, 17) ... =
17
- -> [/ index. html\n
wWrite(10, 0x400f0a30, 28) . ...ttt =
28
Mozill al 4.7 [ en] (Wi nNT; ') \n

kwakeup( PTH_SPI NLOCK_OBJECT, 0x4007d98c, WAKEUP_ALL, NULL) ........
0

read(5, OX7f70838, 1) . ...t
[ sl eepi ng]

ksl eep( PTH_CONDVAR _OBJECT, 0x4007da00, 0x4007da08, NULL) ..........
[ sl eepi ng]

senpp( 213, O0x7b009€08, 1) ... ..ttt
[ sl eepi ng]

In the above example, you can see the determination of which serversto connect to
(note that the server with PPID 1isthe "lead" server, and the spawned servers
actualy handle the request), the "GET /HTTP/1.0" request, the sendfile to sent
the response back to the server, and the follow-up write to the variouslogs.

Finally, debugging ssl transactions can be quite difficult because the transactions
are encrypted. In order to debug the transaction, it is necessary to utilize an
"ssl-aware" tool that will display the transaction in clear text. For this, we
recommend ssldump. ssldump is much like tcpdump, except that it accepts a
private key password and utilizes the private key to decrypt transaction information
and display them for the application integrator. Unfortunately, ssldump is not part
of the software porting archive, so it will need to be compiled for use in debugging
HP-UX ssl connections.

ssldump utilizes the private key of the server to decode an SSL session and display
the session in clear text. The following session shows an actua (but edited) session
for an Internet Explorer client contacting a Webproxy server
(dilbert.wp.domain.com) through an intermediate internet proxy
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(proxyfromclient.domain.com). In this example, proxyfromclient has been
configured (under Internet Explorer's Tools->Internet Options-> Connections ->
LAN Settings -> Proxy server) to be a proxy to the client browser. This forces the
proxyfromclient.domain.com system to utilize the AllowCONNECT method to
create an SSL tunnel between the client browser and Webproxy.

In the following example, one can see the client and server negotiating the SSL
connection: Agreeing on cipher, validating certificates, generating a session key,
and completing the HTTP request and reply, all in aclear text readable format.

The session was created by executing the command:
#ssl dunp -Ad -k odil bert_pkey_080803. pem host dil bert.wp. donmai n. com

ssldump, in turn, prompts the user for the private key password for the encrypted
key odilbert_pkey 080803.pem.

khkkhkkhkkhkkhkkhkkhkkhkhkhkkhkhkkhkhkkkkkkkkk* SSI dun-p San-pl e SE‘SSI on St art
kkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkkhkkkkkk*x
New TCP connection #1: proxyfrontlient.donain.con(19007) <-> dil -
bert. wp. domai n. con( 8443)
11 0.0355 (0.0355) C>S SSLv2 conpatible client hello
Version 3.1
ci pher suites
TLS_RSA W TH_RC4_128_ND5
TLS_RSA W TH_RC4_128_SHA
TLS_RSA_ W TH_3DES_EDE_CBC_SHA
SSL2_CK_RC4
SSL2_CK_3DES
SSL2_CK_RC2
TLS_RSA W TH_DES_CBC_SHA
SSL2_CK_DES
TLS_RSA_EXPORT1024_W TH_RC4_56_SHA
TLS_RSA_EXPORT1024_W TH_DES_CBC_SHA
TLS_RSA_EXPORT_W TH_RC4_40_NMD5
TLS_RSA_EXPORT_W TH_RC2_CBC_40_MD5
SSL2_CK_RC4_EXPORT40
SSL2_CK_RC2_EXPORT40
TLS_DHE_DSS_W TH_3DES_EDE_CBC_SHA
TLS_DHE_DSS_W TH_DES_CBC_SHA
TLS_DHE_DSS_EXPORT1024_W TH_DES_CBC_SHA
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1 2 0.0390 (0.0035) S>CVv3.1(74) Handshake
ServerHell o
Version 3.1
randoni 32] =
40 3f 97 58 6b 63 82 a7 f1 78 00 5f 8b 3b d3 ba
5c 44 bl 05 b5 31 f9 a4 35 ae 56 1f 82 5e 76 b0
session_id[32]=
92 67 Oc 1f 4f 94 18 3e f0 aa Oc 90 c3 a3 3a 6b
36 01 c¢3 5f 90 f2 4d c4 a2 5d 4d 9c 35 b0 d2 86
ci pherSuite TLS RSA W TH RC4_128_MD5
conpr essi onMet hod NULL
1 3 0.0390 (0.0000) S>Cv3.1(1315) Handshake
Certificate
14 0.0390 (0.0000) S>Cv3.1(4) Handshake
Server Hel | oDone
15 0.0477 (0.0086) C>SV3.1(134) Handshake
C i ent KeyExchange
Encrypt edPr eMast er Secret [ 128] =
02 c8 74 b6 89 74 2a 45 bf d5 81 7f 44 el 7b 45
e9 22 57 d3 fa 10 4d a7 a9 59 a9 cf 66 56 91 c5
37 b3 al 4c 31 64 7b bf 29 f4 b2 ad d3 2d 97 e4
d3 ca a8 0d 23 la a5 cf a7 b9 98 4d d4 21 a2 d2
dc a4 a5 01 fb e3 bf cl a7 80 3a dO 05 2d 33 5d
e7 91 68 fc bb 62 3b ¢c7 92 5¢c 18 50 ef 43 62 dd
db 25 27 cf 31 13 1b 05 db bd bf 8c b2 57 ff 7
f3 b6 08 69 f3 d3 26 03 4f b8 b7 36 3f f5 45 48

1 6 0.0477 (0.0000) ©&SV3.1(1) ChangeC pher Spec
1 7 0.0477 (0.0000) C>SV3.1(32) Handshake
Fi ni shed
verify_data[12] =
72 f9 05 83 9c 8c 9b €3 bb 7e 08 d9
1 8 0.2549 (0.2071) S>CV3.1(1) ChangeC pher Spec
1 9 0.2549 (0.0000) S>CV3.1(32) Handshake

Fi ni shed
verify_data[12] =
dl e4 ac e5 d0 a2 4c 7d 68 dc 16 ba

1 0.4353 (0.1804) CS TCP FIN
1 0.4361 (0.0008) S>C TCP FIN
New TCP connection #2: proxyfrontlient.donain.con(19550) <-> dil -
bert. wp. domai n. con(8443)
2 1 0.0408 (0.0408) ©>SV3.1(97) Handshake
ClientHello
Version 3.1

74 Chapter 6



randoni 32] =
40 3f 99 6e Ob dO
6d 10 67 le 66 48
resune [32]=
92 67 Oc 1f 4f 94
36 01 c3 5f 90 f2
ci pher suites

Troubleshooting

e0 ce 2a ce 13 55 e0 bc a5 49
49 b6 ba 4f 34 4b b9 e6 Oe 8c

18 3e f0 aa Oc 90 c3 a3 3a 6b
4d c4 a2 5d 4d 9c 35 b0 d2 86

TLS_RSA W TH RC4_128_MD5

TLS_RSA W TH RC4_128_SHA

TLS_RSA W TH_3DES_EDE_CBC_SHA
TLS_RSA W TH_DES_CBC_SHA
TLS_RSA_EXPORT1024_W TH_RC4_56_SHA
TLS_RSA_EXPORT1024_W TH_DES_CBC_ SHA
TLS_RSA_EXPORT_W TH_RC4_40_MD5
TLS_RSA_EXPORT_W TH_RC2_CBC 40 _MD5
TLS_DHE_DSS_W TH_3DES_EDE_CBC_SHA
TLS_DHE_DSS W TH_DES_CBC_SHA
TLS_DHE_DSS_EXPORT1024_W TH_DES_CBC_SHA

conpr essi on net hods
NULL
2 2 0.0419 (0.0011)
ServerHell o
Version 3.1
randonf 32] =
40 3f 97 5a 3d b4
51 51 34 94 8e 94
session_id[32]=
92 67 Oc 1f 4f 94
36 01 c3 5f 90 f2
ci pherSuite
conpr essi onMet hod

2 3 0.0419 (0.0000) sS>CVv3
2 4 0.0419 (0.0000) s>Cv3
Fi ni shed
verify_data[12] =
aa 51 5f aa bb 28
2 5 0.0441 (0.0021) CSv3
2 6 0.0441 (0.0000) C>Sv3

Fi ni shed
verify_data[12] =
c4 40 41 04 be 42

2 7 0.0447 (0.0005)

S>CV3

CSv3

1(74) Handshake

e2 bb 03 ad 19 4c 44 8d Oa 7d
cf 87 08 b7 b2 cf f1 93 bd 95

18 3e f0 aa Oc 90 c3 a3 3a 6b
4d c4 a2 5d 4d 9c 35 b0 d2 86
TLS RSA_ W TH RC4_128_MD5
NULL
ChangeCi pher Spec
Handshake

1(1)
1(32)
4f 60 9a 19 b2 29

1(1)
1(32)

ChangeCi pher Spec
Handshake
c8 aa 57 58 e3 73

1(1380) application_data
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GET / HTTP/ 1.0

Accept: image/gif, inmage/x-xbitmap, image/jpeg, inmage/pjpeg
appl i cati on/vnd. ns- power poi nt, application/vnd. ns-excel, applica-
tion/msword, application/x-shockwave-flash, */*

Accept - Language: en-us

User-Agent: Mzilla/4.0 (conpatible; MSIE 6.0; Wndows NT 5.0
.NET CLR 1.0.3705; .NET CLR 1.1.4322)

Host: dil bert. wp. donai n. com 8443

Connection: Keep-Alive

HTTP/ 1.0 200 K

Date: Fri, 27 Feb 2004 19: 15: 38 GMI

Server: Apache/2.0.48 HP-UX_Apache-based_Web_Server (Unix) DAV/2
mod_ssl/2.0.48 OpenSSL/0.9. 7¢c

Content-Location: index.html.en

Vary: negoti ate, accept -1 anguage, accept - char set

TCN: choi ce

Last-Mdified: Fri, 16 Jan 2004 22:19: 06 GMJI

ETag: "6dbl-5b0-fdf c0a80; 6dde- 961-f df c0a80"

Accept - Ranges: bytes

Content - Lengt h: 1456

Connection: close

Content - Type: text/htm; charset=| SO 8859-1

Cont ent - Language: en

Expires: Fri, 27 Feb 2004 19:15:38 GMI

<! DOCTYPE htm PUBLIC "-//WBC//DTD XHTM. 1.0 Transitional//EN'
"http://ww. w3. org/ TR/ xht ml 1/ DTD/ xht m 1-transi ti onal . dt d">
<htm xm ns="http://ww. w3. org/ 1999/ xhtm ">

<head>

<title>Test Page for Apache Installation</title>

</ head>

<!-- Background white, links blue (unvisited), navy (visited), red

(active) -->

<body bgcol or ="#FFFFFF" t ext ="#000000" |i nk="#0000FF"

vl i nk="#000080" al i nk="#FF0000" >

<p>If you can see this, it neans that the installation of the <a
href="http://ww. apache. or g/ f oundati on/ preFAQ ht m " >Apache web
server</a> software on this systemwas successful. You may now add
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content to this directory and replace this page.</p>

<hr wi dth="50% size="8" />
<h2 align="center">Seeing this instead of the website you
expect ed?</ h2>

<p>Thi s page is here because the site administrator has changed
t he

configuration of this web server. Please <strong>contact the per-
son

responsi ble for maintaining this server with questions. </strong>

The Apache Sof tware Foundation, which wote the web server soft-
war e

this site administrator is using, has nothing to do with

mai ntaining this site and cannot help resol ve configuration

i ssues. </ p>

<hr wi dt h="50% size="8" />

<p>The Apache <a href="manual /" >docunent ati on</a> has been
i ncl uded

with this distribution.</p>

<p>You are free to use the imge bel ow on an Apache- powered web
server. Thanks for using Apache! </ p>

<div align="center"><ing src="apache_pb.gif" alt="" /></div>
</ body>
</htm >

2 0.0743 (0.0278) S>C TCP FIN
2 0.0746 (0.0002) C>S TCP FIN

kkhkkhkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkkkkkkkk*% ssldun-p Sanple SeSSIOn end
kkhkkkkhkkhkkhkkhkkhkkhkkkhkkhkkkhkkkkkk*
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