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1 Using this Guide

This guide covers the migration from HP Apache-based Web Server Version 1.3.x to HP-UX Web Server Suite
on servers running HP-UX 11.0 (PA-RISC), 11i (PA-RISC) and HP-UX 11i Version 1.5 or later, Itanium
Processor Family (IPF).

This guide can be used to:

e Understand the differences between HP Apache-based Web Server Version 1.3.x and HP-UX Web
Server Suite .

e Install the HP-UX Web Server Suite .

*  Migrate the configuration of your HP Apache-based Web Server from Version 1.3.x to HP-UX Web
Server Suite .

»  Verify that your HP-UX Web Server Suite migration was successful.

There are three basic sections to the guide.

¢ Section 2: Quick Guide to Migration Solutions
For many users this will be the only section required.
» Sections 3-7: Detailed Installation and Migration Steps
For users who want a more detailed discussion of a particular step.
« Appendices: A complete listing of module changes
For users who want an exhaustive overview of all changes to modules, directives, and options.



2 Quick Guide to Migration Solutions

Four alternative solutions are presented. Solutions A & B are simple installations that require little knowledge of
Apache. If you have heavily customized any part of Apache you should refer to the detailed sections later in the
document. Solutions C & D are more complex and assume a familiarity with Apache's configuration files.

2.1 Quick Guide Assumptions
A. 1.3.xrefers to HP Apache-based Web Server 1.3.x.
hpuxws refers to HP-UX Web Server Suite.
B. Files are in their default locations. For example:
1.3.x is installed in the default locations:
<apache root> = /opt/apache and <tontat root> = /opt/tontat
HP-UX Web Server Suite is installed in the default locations:
<apache root> = /opt/hpws/apache <tontat root> = /opt/hpws/tontat
<webm n root> = /opt/hpws/webm n and <xm tools root> = /opt/hpws/xn tools
C. The Apache documents are available at <apache root >/ hpws_docs and
[ opt / hpws/ hp_docs/ apache.
The Tomcat documents are available at <t ontat r oot >/ hpws_docs and
[ opt/ hpws/ hp_docs/tontat. The XML Tools documents are available at
[ opt / hpws/ hp_docs/ xm t ool s. The Webmin documents are available at
[ opt/ hpws/ hp_docs/ webm n.
(Note: The file / opt / hpws/ uti |/ al troot. sh can be used to move Apache's root. Type
"al troot.sh -h" for help with the script)
D. The customer does not need IPv6 support.

2.2 Preliminary Steps
2.2.1 HP-UX Web Server Suite Requirements
HP-UX 11.0, 11i, 11i version 1.5, or later.
90 MB of disk space without XML Tools installed. 190MB of disk space for all four components installed.
Perl 5.6.1
Java JDK 1.2.2.4 or later

2.2.2 HP-UX Web Server Suite Installation
A. Stop Apache. For example if you are using HP Apache 1.3.x. then as root type:
/ opt / apache/ bi n/ apachect!| stop
B. Verify that all httpd processes have stopped by typing:
ps -e | grep httpd
C. Install using the HP SW Depot Web Release,
software.hp.com/ > Featured Products>HP-UX Apache-based Web Server.
OR software.hp.com/ search for "HP Apache-based Web Server".
The latest versions are always available online from HP SW Depot.
Or install using the HP-UX 11.0/11i Application Release CDs (when available).

2.3 Running 1.3.x and HP-UX Web Server Suite on the same machine
Solutions A & B are two simple alternative installations.

2.3.1 Solution A: Running on the SAME machine but at DIFFERENT times.

If you installed HP-UX Web Server Suite on a machine that has 1.3.x then you are done. No additional steps are
required. HP-UX Web Server Suite and HP Apache 1.3.x can coexist on the same machine. However because
they use the same port assignments, they cannot be run at the same time without conflicting with each other.

2.3.2 Solution B: Running on the SAME machine at the SAME time.
You need to change the port assignments so that the two Apaches don't conflict. The utility script
[ opt/ hpws/util/ports.sh can be used to list ports and files for you to manually edit.

For example type:
/opt/hpws/util/ports.sh
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You will see output similar to the following:

Apache installed at /opt/hpws/apache
Tontat installed at /opt/hpws/tontat
Webnmin installed at /opt/hpws/webm n
Xmtools installed at /opt/hpws/xmtools

Default locations of configuration files:

Apache: [ opt / hpws/ apache/ conf/ htt pd. conf

Apache (SSL): /opt/hpws/apache/ conf/ssl.conf

LDAP: [ opt / hpws/ apache/ conf /| dap. conf

Tonctat : [ opt/ hpws/ t ontat/ conf/server. xm

nmod_j k: [ opt/ hpws/ tontat/j k/ apache2/ nod_j k. conf

nod_j k: [ opt/ hpws/tontat/j k/ apache2/ wor kers. properties
Webmi n: [ opt / hpws/ webm n/ conf/ m ni serv. conf

The following ports have been identified:

HTTP port: 80

HTTPS port: 443

Tontat ports: 8005 8081 8009
Webnin port: 10000

LDAP port: 389

Then go to each file and manually change the port numbers to for example:

HTTP port: 8080

HTTPS port: 8443 (note 1)
Tontat ports: 8105, 8181, 8109
Webni n port: 10100

LDAP port: 389 (note 2)

Note 1. Your SSL URL will need to be of the form ht t ps: // your server. com 8443 since you are no longer
using the standard SSL port.

Note 2. The LDAP port doesn't change since it is the LDAP server's port. HP Apache-based Web Server or HP-
UX Apache-based Web Server is an LDAP client.

2.4 Modifying httpd.conf
Solutions C & D are two alternative migration methods based on opposite philosophies. Method C edits the new
configuration files to correspond to your needs. Method D edits copies of your old files.

241 Solution C: Migrating to HP-UX Web Server Suite using the NEW HP-UX Web Server
Suite configuration files as a base.
A. Save a copy of / opt / hpws/ apache/ conf/ htt pd. conf

B. Find the differences between the old and new configuration files. For example:
di ff /opt/apache/ conf/httpd.conf /opt/hpws/apache/conf/httpd. conf

C. Edit/ opt/ hpws/ apache/ conf/ htt pd. conf
D. Skip to the "Directives Common to C & D Solutions" section below.

2.4.2 Solution D: Migrating to HP-UX Web Server Suite using your OLD 1.3.x configuration

files as a base.

A. Save a copy of / opt / hpws/ apache/ conf/ htt pd. conf

B. Copy your 1.3 httpd.conf file to / opt / hpws/ apache/ conf/ ht t pd. conf

C. Find the differences between the old and new configuration files.

D. Edit/ opt/ hpws/ apache/ conf/htt pd. conf

E. LoadMbddul e
The module location has changed from the | i bexec to nmodul es directory. So you need to replace
I i bexec with nodul es in the "Dynamic Shared Object (DSO) Support” section.



nod_dav
This module enables "Web-based Distributed Authoring and Versioning" (webDAV)
See the FAQ at www.hp.com/products1/unix/webservers/apache/fags/index.html for more details.
. hod_perl
Enabling Perl has changed. In HP-UX Apache-based Web Server "MbdPer | : : " has replaced
"Apache: :".
The new way is:
<| f Modul e nod_perl.c>
Per | Modul e ModPerl :: Registry
<Files *.pl>
Set Handl er perl -scri pt
Per | Handl er ModPer| :: Regi stry:: handl er
Opti ons +ExecCd
Per| Opti ons +ParseHeaders

</Fil es>
</ | f Modul e>
nmod_php

Enabling PHP has changed. For example in 1.3.x you did:
AddType application/x-httpd-php .php
AddType appl i cation/x-httpd-php-source . phps
But in HP-UX Apache-based Web Server you do:
<Files *.php>
SetQut putFilter PHP
SetlnputFilter PHP
</Fil es>
In addition, to use PATH | NFQ, you must explicitly set directive Accept Pat hl nf o, otherwise a 404
response will be returned.
nod_pr oxy
The method of invoking nod_pr oxy has changed radically.
See httpd.apache.org/docs-2.0/mod/mod_proxy.html.
For example in 1.3.x you do:
<Directory proxy: *>

</Directory >
But in HP-UX Apache-based Web Server you do:

<Proxy *>

</ Proxy>
nod_suexec
To enable suexec you need to load the module with
LoadModul e suexec_nodul e nodul es/ nod_suexec. so
And you need to setup the following directive:
<I f Modul e nmod_suexec. c>

SuexecUser G oup TheUser TheUser sG oup

</ | f Modul e>
See httpd.apache.org/docs-2.0/mod/mod_suexec.html.
nmod_j k
This module is the connector used by Apache to communicate with Tomcat servlet container. Mod_jk
replaces the mod_jserv connector which is used by the Apache JServ servlet engine To enable this
uncomment the line #l ncl ude /opt/ hpws/tontat/j k/ apache2/ nmod_j k. conf in
[ opt / hpws/ apache/ conf/ htt pd. conf . See http://jakarta.apache.org/tomcat/tomcat-4.1-
doc/jk2/jk/aphowto.html for more information.
AddChar set
You may wish to take advantage of the many new character sets added to HP-UX Apache-based Web
Server. Previously there were 8 now there are 28. See httpd.apache.org/docs-
2.0/mod/mod_mime.html#addcharset.
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M. AddHandl er type-map var
Previously this was commented out. It is now enabled by default to allow the Apache "It Worked" page
(http:/lyourserver.com/index.html) to be distributed in multiple languages.
N. ErrorDocunent
ASF documentation says that this directive must now have a closing quote. For example
Error Docunent 403 “Sone Message”
Currently if you leave off the closing quote no error is reported but this may change in the future.
O. Browser Mat ch
You need to enable the following if you are going to use "Web-based Distributed Authoring and
Versioning" (WebDAV) methods with Microsoft WebFolders.

Browser Match "M crosoft Data Access Internet Publishing Provider" redirect-carefully
Browser Mat ch ""WebDrive" redirect-carefully

See nod_dav above.
P. I ndexOptions
The new Ver si onSort option enables numerical sorting rather than alphabetical sorting.
| ndexOpt i ons Fancyl ndexi ng Ver si onSort
Q. ReadneNane and Header Nane
These directives determine the filename to be appended and prepended to the directory listing. The
defaults have been change from READVE and HEADER to README. ht Ml and HEADER htmi .
R. Continue with the "Directives Common to C & D Solutions" section below.

2.4.3 Directives Common to C & D Solutions
These apply to both Solutions C and D.

A. ServerType
The Ser ver Type directive has been eliminated since HP-UX Web Server Suite can only be
Server Type st andal one.

B. Port
The Li st en directive is now required and the Port directive has been eliminated. For example if you
had set Port 80 you should change it to Li st en 80.

C. Server Nane
The Ser ver Nane directive now supercedes the functionality of the Por t directive. If no Ser ver Nanme
or associated port number is indicated then Apache will try to deduce them. For reliablity and
predictability you should explicitly set the servername and port. For example:
Server Name your server.com 80.

D. Process handling directives.
See Migrating Process Handling.
¢Start Servers and ThreadsPer Chil d
There is not much reason to change these values since the number of child processes is dynamically set
based on load.
¢+ MaxCients
This is the maximum number of simultaneous client connections. Performance is based on transactions
per second and is only indirectly related to Maxd i ent s so you normally won't change this value.
¢ MaxRequest sPer Chi | d
This directive sets the limit on the number of requests that an individual child server process will handle.
After MaxRequest sPer Chi | d requests, the child process will die. If it is set to 0 then the process will
never die. If you load modules that are not distributed by HP, you may have memory leaks. In that case
you may want to set MaxRequest sPer Chi | d to, for example, 500 so that the process will die and the
memory will be freed. In order to maximize performance HP-UX Apache-based Web Server sets it to 0.
¢ M nSpar eThr eads and MaxSpar eThr eads
Child processes are created until the number of idle threads are greater than M nSpar eThr eads. Child
processes are killed until the number of idle threads are less than MaxSpar eThr eads. The defaults
should work well with most servers. If you have extremely high loads then increase M nSpar eThr eads
and MaxSpar eThr eads. This will not increase transactions per second but it will lower the impact of
especially demanding transactions on other less demanding ones.
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¢+ M nSpareServers and MaxSpareServers
These have been replaced with M nSpar eThr eads and MaxSpar eThr eads.
E. Modules not in HP-UX Apache-based Web Server distribution
Check that you have the same modules in LoadMbdul e as you had in 1.3.x. 1.3.x modules will not work
with HP-UX Web Server Suite and will need to be rewritten. See Writing 2.x Modules.
F. nmod_aut h_di gest
nod_di gest has been renamed to nod_aut h_di gest .
G. nod_proxy, nmod_cache, nod_di sk _cache, andnod fil e_cache
mod_proxy has been decomposed into a more logical structure with separate modules. The cache
functionality has been split out into other cache modules such as nod_cache, nbd_di sk_cache, and
nod_fil e_cache. Generally they use similar cache directives as used in the old nod_pr oxy.
H. nod_cgi .
See Migrating Common Gateway Interface (CGI) and
httpd.apache.org/docs-2.0/mod/mod_cgid.html.
You can improve CGl performance by enabling the CGI daemon (cgid) module instead of cgi.
LoadModul e cgi d_nodul e nodul es/ nod_cgi d. so
#LoadMbdul e cgi _nodul e nodul es/ nmod_cgi . so
Scri pt sock <pat h>
You need to enable the Scri pt sock directive which defines the UNIX socket for communicating with
cgid.
S?:ri pt sock | ogs/ cgi sock
I. nod_define
nod_def i ne has been eliminated. The Def i ne directive allowed you to set a variable for later use in
the configuration file. A future module may implement this functionality.
J. Logging directives.
See Migrating Logging
Agent Log, Ref er er Log, and Ref erer | gnore
The logging directives Agent Log, Ref er er Log, and Ref er er | gnor e have been eliminated. They can
be replaced with LogFor mat and Cust onlog directives.
K. nod_ssl
+ SSL configuration is in a separate configuration file called ssl . conf.
¢ The default session cache is now:
SSLSessi onCache shneb: | ogs/ ssl _scache(512000)
¢ ca-bundl e. crt is not distributed with HP-UX Apache-based Web Server. You can use the certmig
tool to extract ca certificates from a Netscape client. For example:
/ opt/ hpws/ apache/util/test _certm g.sh -E -d $HOVE . net scape
See/ opt/ hpws/ hp_docs/ apache/ utilities. user. guide.
¢ Logging directives have changed
SSLLog and SSLLogLevel have been eliminated. Use Apache logging directives ErrorLog and
LogLevel instead.

2.5 Start

To start Apache, as root type :
[ opt / hpws/ apache/ bi n/ apachect!| start

2.6 Verify

In a browser enter the URL.:
http://yourserver.com
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3 Getting More Information

The HP Apache-based Web Server or HP-UX Web Server Suite is built on the open source Apache HTTP
Server software developed by the Apache Software Foundation (ASF) with additional open source components
and HP proprietary content integrated and bundled by HP.

The following table lists resources for HP Apache-based Web Server or HP-UX Web Server Suite. For the latest
HP Apache-based Web Server or HP-UX Web Server Suite information, see www.hp.com/go/webserver.

HP Apache-based Web Server or HP-UX Web Server Suite Resources

Resources Location

HP Apache-based Web Server or | www.hp.com/products1/unix/webservers/apache/index.html

HP-UX Web Server Suite
information library, technical tips,
FAQs

HP Apache-based Web Server or
HP-UX Web Server Suite product
bundle

www.hp.com/go/webserver
Click “downloads”

HP Apache or HP-UX web Server
Suite product bundle for IPv6

software.hp.com/
search for "IPv6"

HP Developer & Solution Partner
Portal

www.hp.com/
search for "HP Apache-based Web Server

Integrated Applications

Resources

Location

HP-UX Workload Manager

www.hp.com/go/wim

BEA Weblogic connector to
Apache (mod_wl)

www.bea.com

BroadVision connector to Apache
(mod_bv)

www.broadvision.com

The following table lists general information about Apache and the open source add-on products bundled by HP
into the HP Apache-based Web Server or HP-UX Web Server Suite.

Apache Open Source Resources

Resources

Location

General

Apache HTTP Web Server
General Information

httpd.apache.org/

Apache Software Foundation
(ASF)

www.apache.org/

Apache 1.3 User’s Guide

httpd.apache.org/docs/

Apache 2 User’'s Guide

httpd.apache.org/docs-2.0/

Developer resources

dev.apache.org

IPv6
IPv6 Home Page | www.ipv6.org
LDAP authentication
OpenLDAP www.openldap.org/
auth_ldap www.rudedog.org/auth _Idap
Perl

Perl Interpreter

www.software.hp.com/, search for “Perl v.5.6.1”
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Resources

Location

General information on the
mod_perl module

perl.apache.org/

PHP

PHP User's Guide

www.php.net/docs.php

General information on PHP

www.php.net

Servlets

Tomcat User's Guide

jakarta.apache.org/tomcat/tomcat-4.1-doc/index.html

Apache JServ - Servlets
Development Kit 2.0 for developing
servlets. Later versions may work
but they have not been tested.
This is required by JServ in HP
Apache 1.3.x

java.sun.com/products/servlet/archive.html

SSL

OpenSSL User's Guide

www.openssl.org/docs/

mod_ssl User's Guide

www.modssl.org/docs

WebDAV

webDAV Home Page

www.webdav.org/

Webmin

Webmin User's Guide

www.swelltech.com/support/webminguide/index.htmi

Webmin Home Page

www.webmin.com/

XML Tools

Cocoon Documents

xml.apache.org/cocoon/index.html

Xerces Documents

xml.apache.org/xerces2-j/index.html

Xalan Documents

xml.apache.org/xalan-j/index.html

FOP Documents

xml.apache.org/fop/index.html

Batik Documents

xml.apache.org/batik /index.html
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4 What’s New and Changed in HP-UX Web Server Suite

This version is the first release of a more flexible HP-UX Web Server Suite. Beginning with this version, HP-UX
Apache-based Web Server, HP-UX Tomcat-based Servlet Engine, and HP-UX Webmin-based Admin can be
installed together (as in previous versions of HP Apache-based Web Server) or installed separately as
standalone components. A new feature, HP-UX XML Web Server Tools, has been added and can be installed

separately or with other components. Each is installed in its own directory with a common base root of

/opt/hpws/

This section contains an overview of the new and changed features in HP-UX Web Server Suite.

4.1 File Location Differences Between HP Apache 1.3.x and HP-UX Web Server Suite

HP Apache 1.3.x files are located in / opt / apache.
In HP-UX Web Server Suite these files are located in / opt / hpws under their respective directories.

The following table compares HP Apache 1.3.x and HP-UX Web Server Suite configuration files.

Configuration File Differences Between HP Apache 1.3.x and HP-UX Web Server Suite

Component HP Apache 1.3.x HP-UX Web Server Suite
Apache Server | / opt/apache/ conf/htt pd. conf [ opt/ hpws/ apache/ conf/ htt pd. conf
(httpd)
mod_ssl Included inside of: / opt / hpws/ apache/ conf/ ssl . conf

/ opt / apache/ conf/ htt pd. conf

New in HP-UX Web Server Suite and included by
httpd.conf

mod_file_cache

Not available

/ opt / hpws/ apache/ conf/ cache. conf

Tomcat / opt/tontat/conf/server. xm / opt/ hpws/t ontat/ conf/server. xm
mod_jserv / opt / apache/ conf/j serv/jserv. conf Replaced with mod_j k
mod_jk 1.3.26 and later: / opt/ hws/ t ontat / j k/ apache2/ nod_j k. conf and
/ opt/toncat/ conf/jk/ nod_j k. conf and [ opt/ hpws/tontat/j k/ apache2/
/ opt/tontat/conf/jk/ wor kers. properties
wor ker s. properties
Webmin / opt / apache/ webni n/ conf/ m ni serv. [ opt/ hpws/ webmni n/ conf/ m ni serv. conf
conf
auth_ldap 1.3.26.06 and later: [ opt/ hpws/ apache/ conf /| dap. conf

/ opt / apache/ conf/| dap. conf

Note: If you do not need the functionality then you can comment out the corresponding "include" directive. For
example if you do not need Idap authentication then the line would look like:
#1 ncl ude /opt/ hpws/ apache/ conf/| dap. conf
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4.2 Version and Module Numbers

Version Numbers of HP Apache and HP-UX Web Server Suite Components

Component HP Apache 1.3.26 on 11.0/11i and HP-UX Web Server Suite
Version 1.5 or later (PA-RISC & on 11.0/11i and
IPF) 11i Version 1.5 or later
(PA-RISC & IPF)
Apache Web Server 1.3.26 2.0.43
OpenSSL 0.9.69 0.9.6g
mod_ssl 2.8.10 A standard module of ASF Apache
BSAFE ® PA 5.2/IPF 5.2.1 PA 5.2/IPF 5.2.1
Crypto-C
Tomcat Serviet 3.3.1 4.1.12
Container
Apache Connector to . . .
Tomcat mod_jserv / mod_jk mod_jk
Not available.
Apache JServ 1.1.1 See preceding table row for
equivalent.

mod_jk 1.2.0 1.2.0
mod_perl 1.27 1.99 07
PHP 422 423
auth_ldap 1.6 154
OpenLDAP SDK 2.0.7 2.0.7
Stunnel 3.14 3.14
Webmin 0.980 1.020
Xerces Not available 2.21
Xalan Not available 241
Batik Not available 1.5
FOP Not available 0.204
Cocoon Not available 2.0.3

Note: The version numbers in the preceding table are correct for the HP Apache-based Web Server 1.3.26.06
and HP-UX Web Server Suite initial releases. For later releases see the Release Notes in the documentation
directory, or on the Software Depot web site: software.hp.com/ - Featured Products - HP-UX Apache-based
Web Server or www.hp.com/go/webserver->Click “downloads”
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4.3 New Multi-Processing Module in HP-UX Apache-based Web Server

The Apache HTTP server 2.x can be built with one of several different multiprocessing modules (MPMs). These
MPMs are beos, 0s2, perchild, prefork, winnt and worker. Apache 1.3.x is equivalent to "prefork". HP-UX
Apache-based Web Server is built with the "worker" module. This module implements a hybrid, multiprocess,
multithreaded server and provides high scalability with improved performance.

In the worker MPM a single control process is responsible for launching child processes. A fixed number of
threads is created by each child process. This is specified in the Thr eadsPer Chi | d directive. Individual threads
listen for connections and serve them when they arrive. A pool of spare, idle threads is created to be ready to
handle these connections. The M nSpar eThr eads and MaxSpar eThr eads directives determine the range of
this pool. Processes will be dynamically created until there are idle threads equal to at least M nSpar eThr eads.
Processes will be destroyed until there are idle threads less than or equal to MaxSpar eThr eads. The
MaxRequest sPer Chi | d directive limits the number of requests that an individual child server process will
handle. It controls how frequently the server recycles processes by killing old ones and launching new ones. If
MaxRequest sPer Chi | d is set to 0 then processes are never recycled.

For more information on the worker MPM, see httpd.apache.org/docs-2.0/mod/worker.html.

4.4 Summary of New Features in the HP-UX Web Server Suite
Following is a summary of the new features in HP-UX Web Server Suite.

Threading
HP-UX Apache-based Web Server runs in a hybrid multi-process, multi-threaded mode for improved

scalability.

Multi-protocol Support
One of the new capabilities of Apache is support for multiple protocols. Users can write filters that
implement ftp and other protocols. (nod_echo is provided as an example.)

Apache Portable Runtime (APR)
This new Apache API for modules has changed significantly for HP-UX Apache-based Web Server. In
HP-UX Apache-based Web Server module ordering is done largely automatically. Module ordering is
also done per-hook to allow more flexibility. Hooks allow modules to interact with Apache at many points
in Apache's processing chain. New calls have been added that provide additional module capabilities
without patching the core Apache server.

Filtering
Apache modules may now be written as filters that act on the stream of content as it is delivered to or
from the server. For example, the output of CGlI scripts can be parsed for Server-Side Include directives
by mod_i ncl ude.

IPv6 Support
On systems where IPv6 is supported by the underlying OS, Apache gets IPv6 listening sockets by
default. Additionally, the Li st en, NaneVi r t ual Host , and <Vi r t ual Host > directives support IPv6
numeric address strings (e.g., "Li sten [fe80::1]:8080").
Note:
a. HP-UX Web Server Suite for IPv6 is available on 11i (PA-RISC) as a separate HP-UX Web Server

Suite product and requires an additional IPv6 networking product to be installed. HP plans to have
IPv6 support integrated into 11i version 2.

b. Other HP-UX releases and IPF are not supported at this time.

WebDAV
WebDAV (“Web-based Distributed Authoring and Versioning”) is a set of extensions to the HTTP
protocol that allows users to create, move, copy, and delete files (i.e. HTML, images, presentations) and
directories on a remote server. HP-UX Apache-based Web Server implements WebDAV using the
nod_webdav and nod_webdav_f s modules, www.webdav.org/. WebDAV is an IETF standard for
collaborative authoring on the web. With HTTP, WebDAYV can use strong authentication (certificates),
encryption, proxy support, and caching.
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PHP to Oracle Database Connectivity (PA-RISC only)
PHP can be used to access Oracle 8.1.6. The database can reside on either the same server as Apache
(local) or on a different server (remote).
LDAP Authentication
Aut h_| dap is the connector between Apache and an LDAP directory server that allows Apache to
authenticate HTTP clients by utilizing entries in an LDAP directory. Aut h_I| dap supports iPlanet
(Netscape) Directory Server and OpenLDAP Directory Server. Aut h_I| dap can be configured to use the
st unnel program for secure SSL queries to the LDAP server. The st unnel binary is located in
/ opt / hpws/ apache/ st unnel / sbi n. OpenLDAP SDK resides in/ opt / hpws/ apache/ | i b/ LDAP.
Webmin
Webmin has HP added functionality in administrating Apache 2.0 features, easily displaying default
values, and accessing log files. You can also generate keys and certificates for your server or for your
own self signed Certificate Authority (CA).
XML Tools
XML Web Server Tools is a group of standards-based XML products that run in the Java environment.

e Xerces provides XML parsing and generation

e Xalan is an XSLT stylesheet processor for transforming XML documents into HTML, text, or
other XML document types.

e Cocoon is a framework for XML web publishing that brings a whole new world of abstraction and
ease to consolidated web site creation and management based on the XML paradigm and
related technologies.

e FOP s a print formatter driven by XSL formatting objects. It is a Java 1.2 application that reads a
formatting object tree and then turns it into a PDF document. The formatting object tree, can be
in the form of an XML document (output by an XSLT engine like Xalan) or can be passed in
memory as a DOM Document or (in the case of Xalan) SAX events.

e Batik is a Java-based toolkit for applications or applets that want to use images in the Scalable
Vector Graphics (SVG) format for purposes such as parsing, viewing, generation or manipulation
on either the client side or the server side.

New Utilities
These utilities are found in / opt / hpws/ ut i | . For more information, please see:
/opt/ hpws/ hp_docs/utilities.user.guide

a. altroot.sh
Alternate Root Utility. After installing HP-UX Web Server Suite into the default / opt / hpws directory, this
script can be used to move it into another directory.

b. cache_util.pl

This interactive utility helps in the creation of cache.conf file for use with nod_fi | e_cache.
Performance of HP-UX Apache-based Web Server can be improved for serving of static content by using
nod_fil e_cache. Frequently accessed static files can be pre-loaded into memory and served directly
in order to avoid frequent disk access. Files to be cached by nod_fi | e_cache are listed in

cache. conf file.

c. chroot_os_cp.sh

Chroot copy utility. This is a helper script that sets up chroot by copying typical files used by HP-UX
Apache-based Web Server into the chroot directory. The copied set of files allows demo web pages to
run. A very secure Apache may require some of these files to be deleted. If you need additional things to
be done as part of chroot set-up, you are encouraged to customize this script for your site.

d. mkcert.sh

SSL Certificate Generation Utility. This script generates private keys, certificate signing requests, and
certificates for the CA, server, and client. Before you use the nod_ssl , you should prepare the SSL
certificate system by running the ' nkcert. sh' command.

e. ports.sh
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Port List Utility. This script lists the ports being configured by the HP-UX Apache-based Web Server. In
this distribution, ports are configured for Apache, Apache(SSL), Tomcat, mod_jk, Webmin, and LDAP.

f. stunnel_ctl.sh

This is a wrapper utility for starting up the stunnel program. Stunnel is used for SSL connections
between Apache and an LDAP directory server. More information on configuring an SSL connection is
in the | dap. admi n. gui de.

g. test_certmig.sh

Certificate Migration Utility. This utility is a wrapper around certmig. It can be used to import, extract and
list the certificates in an iPlanet 4.1.x Certificate database. For usage information,

Type "/ opt/ hpws/ apache/util/test _certm g.sh -h".

Additional features that are part of this release are:

Chroot
Chroot causes the named directory to become the root directory, the starting point for path searches. A
malicious user cannot get to the root file system. Our chroot includes SSL enhancements. We include a
script, / opt / hpws/ apache/ uti |/ chroot _os_cp. sh, that can be used to copying OS files to your chroot
directory.

certmig
The certmig utility makes sharing of certificates between the Netscape Enterprise Server (4.x and above)
and any server that supports PKCS#12 formats possible. The certmig utility is an extension of the pk12util
utility, provided by the Mozilla community. In addition to the pk12util functionality, certmig lists and extracts
certificates from Netscape certificate databases.

Certmig is installed in / opt / hpws/ apache/ bi n/ cert ni g. For more information, see

[ opt/ hpws/ hp_docs/ apache/ certm g. user. gui de. A helper script, t est _cert mi g. sh, is located
in/ opt/ hpws/ apache/ uti | directory. For more information on this script, see

/opt / hpws/ hp_docs/ apache/ utilities. user. gui de.

mod_perl 1.99_07
nod_per| is an add-on Apache module that glues together the Perl runtime library, server software and an
object-oriented Perl interface to Apache's C language API. It enables Apache modules to be written
entirely in Perl and improves performance of Perl cgi scripts. The Prerequisites section in the
apache. adm n. gui de contains requirements for rod_per | . It is still under development because of its
dependency on Apache's API.

auth_ldap 1.5.4
Auth_ldap is the connector between Apache and an LDAP directory server module allowing Apache to
authenticate HTTP clients by using entries in an LDAP directory. Auth_ldap supports iPlanet(Netscape)
Directory Server and OpenLDAP Server and can be configured to use the stunnel program for secure SSL
queries to the LDAP server. Stunnel is started and stopped using the
[ opt/ hpws/ apache/ util/stunnel _ctl. sh utility.

More information on setting up auth_ldap and stunnel can be found in
/ opt / hpws/ hp_docs/ apache/ | dap. admi n. gui de

apr_shm
apr_shm is a library that abstracts the usage of shared memory on UNIX platforms. It was previously called
"Shmem" in this release. apr_shm support allows the / opt / hpws/ apache/ conf/ ssl . conf
SSLSessi onCache directives shiht : / opt / hpws/ apache/ | ogs/ ssl _scache(51200) and
shntb: / opt/ hpws/ apache/ | ogs/ ssl _scache(51200) to be used. 51200 represents the size of the
shared memory being created and can be changed based on the system resources. Shmht refers to the
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hash table method of session caching and shmcb refers to the circular buffer method of session caching.
Please note that either shmht or shmcb can be specified.

Tomcat 4.1.12
Tomcat is an implementation of the Java Servlets 2.3 and JavaServer Pages 1.2 specifications. Tomcat can
work either standalone or with the HP-UX Apache-based Web Server depending on the configuration.
Tomcat is pre-configured to run with HP-UX Apache-based Web Server. Tomcat listens on port number
8081.

Tomcat is installed in / opt / hpws/ t ontat . For more information, please see
[ opt/ hpws/ hp_docs/tontat/tontat. adm n. gui de

OpenSSL 0.9.6g
OpenSSL is a fully-featured Open Source toolkit implementing the Secure Sockets Layer and Transport
Layer Security protocols with full-strength cryptography worldwide.

OpenSSL is installed in / opt / hpws/ apache/ ssl / openssl _bsaf e/ bi n/ openssl .

PHP 4.2.3
PHP is an HTML embedded, server-side, cross-platform, scripting language with support for database
access. This version includes the security fix to correct POST vulnerabilities in versions 4.2.0 and
4.2.1. For more information see: http://www.php.net/release 4 2 2.php

For more information on PHP, please see php. adm n. gui de and php. user. gui de in the
[ opt/ hpws/ hp_docs/ apache directory.

Webmin 1.020
Administration and Configuration GUI, a customized version of Webmin for HP-UX Web Server Suite.
Webmin can configure the MPM directives that are new to Apache 2.0. It has also been enhanced
to generate Certificate Authority (CA) Server Keys and Certificates using the OpenSSL toolkit.

Webmin is installed in the / opt / hpws/ webmi n/ directory. For more information on Webmin, please see
[ opt/ hpws/ hp_docs/ webm n/ webni n. admi n. gui de

Apache modules in C++
HP-UX Apache-based Web Server supports loading of Apache modules written in C++. More information
regarding building and using C++ modules can be found i n
[ opt / hpws/ apache/ bui | d/ exanpl es/ README and in the FAQ under Troubleshooting - "Why does my
C++ module fail to load?".

Automatic Restart of Apache/Tomcat/Webmin
Apache/Tomcat/Webmin can be started automatically on reboot. More information on
customization/configuration of this feature can be found at in
[ opt/ hpws/ hp_docs/ apache/ apache. admi n. gui de

The Apache product is built with options that provide maximum flexibility to allow enabling of new modules or
disabling of existing modules. The modules included by default as shared objects with the HP-UX Apache-based
Web Server are listed below. These modules are located in the / opt / hpws/ apache/ nodul es/ directory.

For a detailed description of the standard Apache modules, please see
http://httpd. apache. or g/ docs- 2. 0/ nod/ i ndex- bytype. htm .

For more detailed information about new and changed features included in each HP-UX Web Server Suite
release, see the release notes for each release on the web site:

www.hp.com/go/webserver
Click>"downloads”
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For additional information, see:

httpd.apache.org/docs-2.0/
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Components & Features of Apache and HP-UX Web Server Suite

Apache 1.3 | HP Apache 1.3.27 Apache 2.0 from HP-UX Web
Components & Features from ASF' ASF' Server Suite
PA/IPF PA /IPF *
Latest HP Apache Available 1.3.27 2.0.43
on HP SW Depot (Aug. 2002)
Apache Web Server 1.3.26 1.3.27 2.0.43 2.0.43
SuEXEC yes yes yes
IPv6™™ yes PA only
*Auto-restart Apache, yes yes
Tomcat, or Webmin
*Shared Memory Caching MM v.1.2.1 apr_shm
*Support Apache modules yes yes
written in C++
*altroot.sh yes
*cache_util.sh yes
*ports.sh yes
Security
mod_ssl 2.8.11 Built-in Built-in
OpenSSL 0.9.6g 0.9.6g
auth_ldap 1.6 1.54
Stunnel 3.1.4 3.14
*Chroot yes Yes
*Certmig PA only PA only
*test_certmig.sh PA only
*mkcert.sh yes yes
*stunnel_ctl.sh yes
Scripting
mod_perl 1.27 1.99 07
PHP 4.2.2 4.2.3
PHP with Oracle extension yes
Miscellaneous
mod_dav/mod _dav fs yes yes
mod_proxy yes yes yes yes
mod_define yes
Java
Tomcat Servlet Container 3.3.1 4.1.12
Apache connector to Tomcat mod_jserv mod_jk 1.2.0
mod_jk 1.2.0
Apache JServ 1.1.1
Administration
Webmin | 0.980 | 1.020
Xmltools
Xerces yes
Xalan yes
Batik yes
FOP yes
Cocoon yes
Notes:

1

these features/components would be included in the standard distribution.
2 PA-RISC binaries are 32-bit and IPF binaries are 64-bit.
* Indicates HP added feature. Not available in Open Source.

“Apache from ASF” indicates that if you were to go to httpd.apache.org, download and build Apache yourself,
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** |Pv6 is only available on PA-RISC 11i (11.11) with IPv6 product (T1306AA) installed and 11i Version 1.6
(11.23). Since Apache is dependent on other products such as Java and Perl, some components are not
completely supported.

Note: The version numbers in the preceding table are correct for the HP Apache-based Web Server 1.3.27 and

HP-UX Web Server Suite initial release. For later releases see the Release Notes in the documentation
directory, or on the web site:

www.hp.com/go/webserver
Click >”downloads”
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5 Preparing for Installing HP-UX Web Server Suite

5.1 Hardware and Software Requirements

The HP-UX Web Server Suite runs on HP-UX 11.0, 11i, or 11i Version 1.5 or later. There are a small number of
required patches that affect functionality. These can be reviewed after installation. They are listed in the Admin

Guides for each component which can be found in the directory / opt / hpws/ hp_docs.

The following table shows the necessary hardware and software for installing and running the HP Apache or HP-
UX Web Server Suite. These requirements should be satisfied before beginning a migration.

Hardware and Software Requirements

HP Apache-based Web | HP-UX Platform Disk mod_perl Webmin | Java Servlets and
Server Products Space JSPs
HP Apache-based Web Server versions 1.3.x
v.1.3.27 PA-RISC HP-UX 11.0 or 11i 50-60 MB | Perlv.5.6.1 | Perl50or | HP JDK 1.2.2.04 or
product # B9415AA greater higher (JDK 1.3 or
higher
recommended)
JSDK 2.0 for
ApachedServ
2.0 servlets
v.1.3.27 IPF HP-UX 11i Version 50-60MB | 64-bit Perl | Perl5or | HP JDK 1.3.0 for
1.5 or later for IPF greater IPF or higher
[tanium Processor
Family (IPF) JSDK 2.0 for
Pre-enabled for 64-bit ApachedServ 2.0
Perl servlets
product # B9415AA
HP-UX Web Server Suite
PA-RISC HP-UX 11.0 or 11i 200- Perl v.5.6.1 | Perl 50r | HP JDK 1.2.2.04 or
220MB * greater higher (JDK 1.3 or
higher
recommended)
PA-RISC with IPv6 HP-UX 11i 200- Perlv.5.6.1 | Perl 50r | HP JDK 1.4 or
IPv6 product # 220MB * greater higher
T1306AA
IPF HP-UX 11i Version 200- 64-bit Perl Perl 50r | HP JDK 1.3.0 for
1.5 or later 220MB * | for IPF greater IPF or higher

5.2 Disk Space Requirements

200 to220MB of disk space is needed to install the entire HP-UX Web Server Suite. Installed separately, each

product uses the:

HP-UX Apache-based Web Server
HP-UX Tomcat-based Servlet Engine
HP-UX Webmin-based Admin

HP-UX XML Web Server Tools

To use Cocoon with Tomcat add 40 MB.

5.3 Perl Requirements

55 MB
20 MB
5MB

115 MB

Perl is needed when you are using perl scripts, nod_per |, or Webmi n. The Release Notes bundled with the
product describe how to configure nod_per| and Webni n.
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apxs is a utility perl script provided by Apache for compiling and installing modules. HP Apache-based Web
Server 1.3.x for IPF expects perl to be at/ usr/ cont ri b/ Q4/ bi n. All other versions expect Perl to be at
[ opt/ perl/bin/perl.

The nod_per | module is an add-on that is compiled into HP Apache or HP-UX Apache-based Web Server but
is not configured by default. Using nod_per | enables Perl CGl to run faster and allows Apache add-on modules
to be written in Perl.

The Webni n tool is the web-based GUI administrator for HP Apache or HP-UX Web Server Suite. The Webni n
tool requires Perl version 5.002 or higher; HP-UX Web Server Suite nod_per | requires Perl v 5.6.1. Therefore,
using Perl 5.6.1 is recommended. (Perl 5.6.1 is the same version as was required by HP Apache 1.3.19.20 and
up.)

On IPF, Apache 2.x is a native 64-bit application. Its nrod_per | modules require respective 64-bit perl libraries v
5.6.1.

To download Perl 5.6.1, go to HP Software Depot at software.hp.com, search for “Perl v.5.6.1”.

5.4 Java Development Kit (JDK) Requirements

As part of its distribution, HP Apache-based Web Server or HP-UX Web Server Suite includes a servlet and JSP
container. Apache 1.3.x bundled Tomcat and JServ; HP-UX Web Server Suite bundles only Tomcat (JServ is
being phased out). If you use a servlet/JSP container you need to have the HP-UX Java Developer’s Kit (JDK)
release 1.2.2.04 or later. However it is strongly recommended to use version 1.3.0.2 or later.

The latest versions of Java can be downloaded from: www.hp.com/go/java.

The IPv6 version of HP-UX Web Server Suite requires JDK 1.4 only if your Tomcat servlets or JSPs use IPv6
addresses. For example in many cases Apache will handle the long IPv6 addresses and Tomcat will be insulated
from them. In this situation the earlier version of the JDK is sufficient. In other words if you use Java classes that
need IPv6 support then JDK 1.4 is required. If you use Java classes without reference to IP addresses then the
earlier JDK is adequate.

5.5 Java Serviet Development Kit (JSDK 2.x)

Apache 1.3.x requires JSDK 2.x in order to support Apache’s JServ. Since the JServ module is no longer used in
HP-UX Web Server Suite, JSDK 2.x is no longer required.

If you are using JServ on HP Apache 1.3.x, you must migrate to t ontat / nod_j k when you upgrade to HP-UX
Web Server Suite. After you install HP-UX Web Server Suite, perform the steps described in Migrating Tomcat
and Java.

See also the “t ontat . m grati on. gui de”, which is available at:

[ opt / hpws/ hp_docs/ t ontat
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6 Installing HP-UX Web Server Suite

The following procedures describe two methods of upgrading to HP-UX Web Server Suite. Pick the procedure
that is appropriate to your site environment.

» Installing HP-UX Web Server Suite on a Server Where 1.3.x is Not Running
Pick this method if it is OK to have the web server you are upgrading unavailable while you are installing
HP-UX Web Server Suite.

» Installing HP-UX Web Server Suite on a Server Concurrently Running 1.3.x
Pick this method if you wish to have HP Apache 1.3.x continuously running on the server that you are
upgrading to HP-UX Web Server Suite.

6.1 Installing HP-UX Web Server Suite on a Server Where 1.3.x is Not Running
Step 1: Preparing the Web Server Environment

If you have not already done so, see the preceding section Preparing for Installing HP-UX Web Server Suite,
before continuing with the installation. (A reminder... backup your system.)

Step 2: Remove Technology Preview Installation
If you participated in the Technology Preview Program and still have HP Apache-based Web Server Version
2.0.0 Tech Preview installed on your system, make sure to remove it at this time. Save any Apache
configuration files, ssl certificates, Tomcat configuration files, and webapps that you may have changed or
added.
To check to see if it is installed, type:
lusr/sbin/swist | grep B9416AA

The product is installed if it is listed:

B9416AA 2.0.00. 00. 02 HP Apache-based Wb Server with Strong
(128bit) Encryption

To stop Apache, Tomcat, and Webmin as root type:
/ opt / hpapache?2/ bi n/ apachect!| stop
/ opt / hpapache2/t ontat/ bi n/ shut down. sh
[ opt / hpapache2/ webm n/webmi n-init stop
To uninstall the Technology Preview, as root, type
[ usr/sbin/swenmve B9416AA

Also remove the directories completely. As root type

rm—rf /opt/hpapache2
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Step 3: Stopping HP Apache 1.3.x

Before you install hpws, (which uses default ports 80 and 443) you want to make sure that HP Apache
Version 1.3.x (which uses the same default ports) is stopped. This ensures that there will be no conflict in
port numbers between the two versions of HP Apache.

To stop Apache, Tomcat, and Webmin, as root type:

/ opt / apache/ bi n/ apachect| stop
[ opt/tontat/ bi n/ shut down. sh
[ opt / apache/ webm n/ webm n-init stop

Step 4: Performing the Installation

The HP-UX Web Server Suite product bundle is part of HP-UX. There are two products. One is for IPv4 and
has a product number of B9416AA. The other is for the new long IP addresses defined by IPv6 and it has
product number of B9416BA. This example uses the IPv4 product. To install HP-UX Web Server Suite, you
can use one of the two following methods:

* Install using the HP SW Depot Web Release,
www.hp.com/go/webserver->Click “downloads”.
» Install using the HP-UX 11.0/11i Application Release CDs (when available).

Step 5: Startup After Installation

Type the following command line to start Apache after installation.
[ opt / hpws/ apache/ bi n/ apachect!| start

Step 6: Perform a Quick Check of the HP-UX Web Server Suite Installation

Access the index.html page by typing:
http://yourserver.com

You should see the HP-UX Apache-based Web Server home page.

Execute the test CGl script by typing:

http://yourserver.com cgi - bi n/test-cgi

You should see several lines of text listing environment variables. The first line should be:
Cd /1.0 test script report:

Step 7: Stop HP-UX Apache-based Web Server

Stop HP-UX Apache-based Web Server, if it is running, before continuing with the migration. As root, type:
[ opt / hpws/ apache/ bi n/ apachect| stop

Step 8: Migrating to an HP-UX Web Server Suite Environment
You now need to configure your HP-UX Web Server Suite, to retain any customizations you have made to

your HP Apache-based Web Server 1.3.x environment. Go to Migrating Your Apache Configuration from
1.3.x to HP-UX Apache-based Web Server for detailed instructions.

Also, look at the release documents that are bundled with the product to become familiar with HP-UX Web
Server Suite’s capability. For administrator guides, user guides and configuration information, see:

[ opt / hpws/ hp_docs
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6.2 Installing HP-UX Apache-based Web Server on a Server Concurrently Running
1.3.x

HP Apache 1.3.x and HP-UX Apache-based Web Server
can run simultaneously on the same machine if they use different port numbers or use different IP addresses.
Each web server has its own binary.

Both HP Apache-based Web Server 1.3.x and HP-UX Web Server Suite use port 80 and port 443 (SSL) by
default. If you want to maximize availability during the migration by keeping HP Apache 1.3.x running on the
server you are upgrading, you can temporarily change ports using the following procedure.

Step 1: Preparing the Web Server Environment

If you have not already done so, see the preceding section Preparing for Installing HP-UX Web Server Suite,
before continuing with the installation. (A reminder... backup your system.)

Step 2: Remove Technology Preview Installation
If you participated in the Technology Preview Program and still have HP Apache-based Web Server Version
2.0.0 Tech Preview installed on your system, make sure to remove it at this time. Save any Apache
configuration files, ssl certificates, Tomcat configuration files, and webapps that you may have changed or
added.
To check to see if it is installed, type:
fusr/sbin/swist | grep B9416AA

The product is installed if it is listed:

B9416AA 2.0.00.00.02 HP Apache-based Wb Server with Strong
(128bit) Encryption

To stop Apache, Tomcat, and Webmin as root type:
/ opt / hpapache?2/ bi n/ apachect| stop
/ opt / hpapache2/t ontat/ bi n/ shut down. sh
/ opt / hpapache2/ webmi n/ webni n-init stop
To uninstall the Technology Preview, as root, type
[ usr/sbin/swenmve B9416AA
Also remove the directories completely. As root type
rm—rf /opt/hpapache2
Step 3: Performing the Installation
While HP Apache 1.3.x is running, go ahead and perform the HP-UX Web Server Suite installation.
The HP-UX Web Server Suite product bundle is part of HP-UX. There are two products. One is for IPv4 and
has a product number of BO9416AA. The other is for the new long IP addresses defined by IPv6 and it has

product number of B9416BA. This example uses the IPv4 product. To install HP-UX Web Server Suite, you
can use one of the two methods listed following:
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* Install using the HP SW Depot Web Release,
www.hp.com/go/webserver->Click “downloads”.
» Install using the HP-UX 11.0/11i Application Release CDs (when available).

Step 4: Assigning Port Numbers

You need to modify the ht t pd. conf and the ssl . conf files to assign non-defaults ports in HP-UX Web
Server Suite

Default Port Assignments in HP-UX Web Server Suite:
Check that the proposed new port assignments are not already being used by typing:
netstat -a | egrep "8080| 8443"
Select other unused port numbers if necessary.
In/ opt/ hpws/ apache/ conf/ htt pd. conf the port is configured by:
Listen 80

To eliminate the conflict change it to:

Li sten 8080
In/ opt/ hpws/ apache/ conf/ ssl . conf the ports are configured by:

Li sten 443
Server Name www. your server. com 443
Vi rtual Host <www. your server. com 443>

To eliminate conflicts change them to:

Li sten 8443
Server Name www. your server. com 8443
Vi rtual Host <www. your server. com 8443>

Step 5: Startup After Changing Port Assignments

Start up HP-UX Web Server Suite by typing as root:
[ opt / hpws/ apache/ bi n/ apachect| startssl

Step 6: Perform a Quick Check of the HP-UX Web Server Suite Installation
In a browser enter the following URLs.

Access the index.html page by typing:
http://yourserver.com 8080
You should see the HP-UX Apache-based Web Server home page.

Execute the test CGlI script by typing:
http://yourserver.com 8080/ cgi - bi n/test-cgi

You should see several lines of text listing environment variables. The first line should be:
Cd /1.0 test script report:

Access the index.html page securely by typing:

https://yourserver.com 8443
You should see the HP-UX Apache home page.
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Step 7: Stop HP-UX Apache

Stop HP-UX Web Server Suite, if it is running, before continuing with the migration. As root, type:
[ opt / hpws/ apache/ bi n/ apachect| stop

Step 8: Migrating to an HP-UX Web Server Suite Environment
You now need to configure your HP-UX Web Server Suite, to retain any customizations you have made to

your HP Apache-based Web Server 1.3.x environment. Go to Migrating Your HP Apache Configuration from
1.3.x to HP-UX Web Server Suite for detailed instructions.

Also, look at the release documents that are bundled with the product to become familiar with HP-UX Web
Server Suite’s capability. For administrator guides, user guides and configuration information, see:
/ opt / hpws/ hp_docs
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7 Migrating Your Apache Configuration from 1.3.x to HP-UX
Apache-based Web Server

During the installation of HP-UX Web Server Suite, the new default ht t pd. conf file that configures the
operation of HP-UX Web Server Suite is placed in / opt / hpws/ apache/ conf/ ht t pd. conf . You will need to
make sure that this new file incorporates any customizations that you made to the 1.3.x version of the file

/ opt / apache/ conf/ htt pd. conf.

You can accomplish these migration changes by two methods. You can edit your old 1.3.x ht t pd. conf file to
bring it into conformance with HP-UX Web Server Suite requirements (usually the most convenient method). If
you use this method, make sure the updated ht t pd. conf file is placed in / opt / hpws/ apache/ conf. Asan
alternative method, you can transfer your 1.3.x ht t pd. conf file customizations to the new HP-UX Web Server
Suite version of the ht t pd. conf file. See Quick Guide to Migration Solutions

The following sections list the features that are new, changed, and deleted in HP-UX Web Server Suite, and the
changes you may need to make.

You should follow the suggested order of migration because some things will not work unless previous steps
have been done.

7.1 Migrating the HP Apache Core
To migrate the HP Apache Core, see the following sections:

e Migrating Process Handling

e Migrating Module Loading

e Migrating Logging

e Migrating the Printing of Error Messages
e Migrating Port Number Assignments

e Migrating Access to Configuration Files

7.1.1 Migrating Process Handling

In HP-UX Apache-based Web Server you should not have to adjust the Process Handling directives because
Apache will dynamically adjust the number of processes and threads based on the load. If you have extremely
high loads then you should increase the M nSpar eThr eads and MaxSpar eThr eads directives.

Process directives have changed between HP Apache 1.3.x and HP-UX Web Server Suite Apache.
HP Apache 1.3.x is process-oriented and the directives in Table 6 reflect that fact. More information is available
at httpd.apache.org/docs/mod/core.html.

HP Apache 1.3.x Process Directives in /opt/apache/conf/httpd.conf

Process Directive Default Value Description
Start Servers 5 St art Servers refers to number of servers to
initially start.
Maxd i ents 150 MaxC i ent s refers to the maximum number of

child processes running simultaneously. It
directly translates to the maximum number of
concurrent requests served by the web server.
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Process Directive

Default Value

Description

M nSpar eServers

5

M nSpar eSer ver s sets the desired minimum
number of idle child processes at any time. It
serves as a trigger point for Apache to
automatically spawn new processes when the
number of idle processes falls below

M nSpar eSer vers.

MaxSpar eSer vers

10

Max Spar eSer ver s sets the desired maximum
number of idle child processes at any time. It
serves as a trigger point for Apache to
automatically kill spare idle processes, when the
number of idle processes goes above

MaxSpar eSer vers.

MaxRequest sPer Chi | d

MaxRequest sPer Chi | d sets the number of
requests a child process will handle, before it is
killed (aged-out). A value of 0 says that the
child process would never expire.

The following table shows the default process directives in HP-UX Apache-based Web Server.

HP-UX Apache-based Web Server is thread-oriented as reflected in the following table. More information is

available at httpd.apache.org/docs-2.x/mod/worker.html.

HP-UX Apache Web Server Process Directives in /opt/hpws/apache/conf/httpd.conf

Process Directive

Default Value

Description

Start Servers
ThreadsPer Chi |l d

2
25

Start Servers refers to number of server
processes to start at start-up time. However, the
number of "workers" available to serve requests
is dependent on the Thr eadsPer Chi | d
directive. Hence, in this example, the number of
workers available is 2*25 = 50.

Maxd i ents

MaxCl i ent s refers to the maximum number of
child processes running simultaneously. In
conjunction with the Thr eadsPer Chi | d
directive, it translates to maximum number of
concurrent requests served, in this case
8*25=200 requests.

M nSpar eThr eads

25

M nSpar eThr eads sets the desired minimum
number of idle threads at any time. It serves as
a trigger point for Apache to automatically
spawn a new process, when the number of idle
threads falls below 25 (in this example).
Spawning of each new process directly
translates into 25 (Thr eadsPer Chi | d) new
threads.

MaxSpar eThr eads

75

Max Spar eThr eads sets the desired maximum
number of idle threads at any time. It serves as
a trigger point for Apache to automatically kill
spare idle processes, when the number of idle
processes goes above 75 (as in this example).
Killing of each process directly translates into 25
(Thr eadsPer Chi | d) killed threads.

MaxRequest sPer Chi | d

MaxRequest sPer Chi | d sets the number of
requests a child process will handle, before it is
killed (aged-out). A value of 0 says that the
child process would never expire.
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HP Apache 1.3.x Multiprocess Diagram

Parent Process

l i Start Servers 5 i l
\ 4

Child Child Child Child Child
Process Process Process Process Process

M nSpar eServers 5
MaxSpar eServers 10 so a quiet server with no connections would have a minimum of 5 and maximum of 10
child processes running.

HP-UX Apache-based Web Server Worker Multiprocess Multithread (MPM) Diagram

Parent Process

1 Implicit Thread

Loadl\/bdulg nod_cgi d Start Servers 2 i
v

CGID process Child Process Child Process

1 Implicit Thread 1 Implicit Thread 1 Implicit Thread
1 Thread to create 1 Thread to create
following threads. following threads.
1 Master Thread 1 Master Thread
25 Worker Threads 25 Worker Threads

(ThreadsPer Chi | d 25) (Thr eadsPer Chi I d 25)

M nSpar eThr eads 25
MaxSpar eThr eads 75 so a quiet server with no connections would have a minimum of 3 and a maximum of 4
child processes running.

Verification:

Type:

ps -f | grep httpd

With the default settings you should see 4 httpd processes

7.1.2 Migrating Module Loading
In HP Apache 1.3.x the AddModul e directives specified what modules to enable, and the LoadModul e
directives specified in what order the modules were to be loaded. However, in Apache 2.0, the order in which

module loading occurs is handled automatically. Therefore, the AddMbdul e and C ear Modul eLi st directives
have been removed. The LoadMbdul e directive is the only one required to specify which modules to load.
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Loading Modules in HP Apache 1.3.x:

Modules were loaded in HP Apache 1.3.x with the following directives in / opt / apache/ conf/ ht t pd. conf
AddModul e nmod_xyz
I:badNbduI e nod_xyz |ibexec/nod xyz.so

Loading Modules in HP-UX Apache-based Web Server:

Let’s say you have added 1.3.x modules to the HP Apache 1.3x ht t pd. conf file. To move these modules to
HP-UX Apache, first make sure you have the 2.x versions of the modules. (If you have user-created modules,
see Porting User-Crea

ted Modules to HP Apache 2.x for more information.) For example, suppose that in 1.3.x you had added the
nod_xyz module, and now want to add it to HP-UX Apache-based Web Server. Your entry in the

[ opt / hpws/ apache/ conf/ htt pd. conf file would look like this:

LoadModul e mod_xyz mnodul es/ mod_xyz. so
7.1.3 Migrating Logging

The Agent Log, Ref er er Log, and Ref er er | gnor e directives have been removed in HP-UX Apache Web
Server. Agent and referer logs are still available using the Cust onlLog and LogFor nat directives of
nod_| og_confi g. The Set Envl f directive of nbd_set envi f can be used for ignoring referers.

Logging in HP Apache 1.3.x:

The Agent Log directive was defined in nod_| og_agent . Ref er er Log and Ref er er | gnor e directives
were defined in nod_| og_r ef er er . Logging was enabled by default in HP Apache 1.3.x.

Agent Log | ogs/ agent _| og
Ref ererLog | ogs/referer_| og
Ref erer | gnore www. your server.com
Logging in HP-UX Apache-based Web Server:
By default logging is disabled in HP-UX Apache-based Web Server because it affects performance. The
procedure is to first define a format with the LogFormat directive and then use the CustomLog directive to
attach it to a specific log file. 1.3.x functionality can achieved with the following directives:

LogFormat "9 User-agent}i" agent
CustomLog | ogs/ agent | og agent

LogFormat "% Referer}i -> %J' referer
Set Envlf Referer ww)\.yourserver\.com server-request
CustomLog |l ogs/referer_|log referer env=!server-request

7.1.4 Migrating the Printing of Error Messages

The 1.3.x method continues to work but according to ASF Er r or Docunent directive information, you must
provide the closing quote. It is unclear if ASF will enforce this in future releases.

Printing Error Messages in HP Apache 1.3.x:

Error messages were specified in 1.3 x in / opt / apache/ conf/ htt pd. conf .
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The Er r or Docunent directive used a quote only at the beginning of the argument to indicate a text
message.

Error Docunment 403 "Sone Message
Printing Error Messages in HP-UX Apache-based Web Server:

The Err or Docunent directive no longer uses a quote at the beginning of the argument to indicate a text
message. Instead enclose the message in double quotes.

Error messages are specified in 2.x in / opt / hpws/ apache/ conf/ htt pd. conf:
Error Docunent 403 "Sonme Message"
Verify
Currently no error is generated if you do it the old way.
7.1.5 Migrating Port Number Assighments

HP Apache-based Web Server 1.3.x and HP-UX Web Server Suite can run simultaneously on the same machine
if they use different port numbers or use different IP addresses. Each web server has its own binary.

HP-UX Web Server Suite can be installed in any location allowing multiple Apache 2.x installations to run on the
same machine provided they use unique port numbers or use different IP addresses.

Assigning Ports in HP Apache 1.3.x:
Ports were assigned in 1.3.x in the “/ opt / apache/ conf/ htt pd. conf ” file.

For example, if you wanted HP Apache to accept requests on Port 80, the following directive would be specified:

Port 80

However, if you wanted the same apache server to listen in on an additional port, say 8000, you would use the
following directives together.

Port 80
Li sten 80
Li sten 8000

Assigning Ports in HP-UX Web Server Suite:

In the 2.x version of Apache the directives Port and Bi ndAddr ess have been removed. Equivalent
functionality is provided by the Li st en directive. The Li st en directive tells the server to accept incoming
requests only on the specified port or address-and-port combinations. If only a port number is specified in the

Li st en directive, the server listens to the given port on all interfaces. If an IP address is given as well as a port,
the server will listen on the given port and interface. Multiple Li st en directives may be used to specify a number
of addresses and ports to listen to. The server will respond to requests from any of the listed addresses and
ports.

To accept requests on Port 80, the directive would be specified in / opt / hpws/ apache/ conf/ htt pd. conf.
Li sten 80

However, if you wanted the same apache server to listen in on an additional port, say 8000, you would use the
following directives together.
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Li sten 80
Li sten 8000

To make the server accept connections on two specified interfaces and port numbers, use

Li sten 192.170.2.1: 80
Li sten 192.170. 2. 5: 8000

Binding to a Particular Address in HP Apache 1.3.x and HP-UX Web Server Suite:

In Apache 1.3.x, BindAddress made the server bind to just the specified address. If the argument was * (an
asterisk), the server bound to all interfaces currently marked as up on the server. The Port directive sets which
port to bind to. Only one BindAddress should be used.

In 2.0, the Listen directive can be used to achieve the same result.

HP Apache 1.3.x HP Apache 1.3.x Alternate | HP-UX Apache-based Web Server
Method
Bi ndAddr ess * Li sten *:80 Li sten *:80
Port 80
Bi ndAddr ess Li sten Li sten 111.222. 333. 444: 80
111. 222. 333. 444 111. 222. 333. 444: 80
Port 80
Bi ndAddr ess No equivalent. Can use No equivalent. Can use only IP
your server.com only IP address. address.
Port 80
No support for IPv6 No support for IPv6 Listen [fe80::1]:80

Verify:

Stop and start Apache.
The default Apache configuration starts four httpd processes. Verify that they are all running by typing:
ps -e | grep httpd

Note:

In both HP Apache 1.3.x and HP-UX Apache-based Web Server, Li st en does not implement Virtual Hosts. It
only tells the main server what addresses and ports to listen to. If no <Vi r t ual Host > directives are used, the
server will behave the same for all accepted requests. However, <Vi r t ual Host > can be used to specify a
different behavior for one or more of the addresses and ports. To implement a Vi r t ual Host , the server must
first be told to listen to the address and port to be used. Then a <Vi r t ual Host > section should be created for a
specified address and port to set the behavior of this virtual host. If the <Vi r t ual Host > is set for an address
and port that the server is not listening to, it cannot be accessed.

For more information, see the documentation on Listen directive, Virtual Hosts, DNS Issues or <VirtualHost>
section. See also, Setting which addresses and ports Apache uses.

7.1.6 Migrating Access to Configuration Files
In Version 1.3.x, HP Apache commented out the Resour ceConfi g and AccessConfi g directives and the

files srm conf and access. conf had only comments. Since Apache 1.3.6 directives from sr m conf and
access. conf have been included within ht t pd. conf. The Resour ceConfi g and AccessConfi g
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directives have been removed in HP-UX Apache-based Web Server. Existing instances of these directives can
be replaced with the "I ncl ude" directive which has equivalent functionality.

If you were making use of the default values of the Resour ceConfi g and AccessConfi g directives in HP
Apache 1.3.x without including them in the configuration files, then in HP-UX Apache-based Web Server you
may need to add | ncl ude conf/access. conf and | ncl ude conf/srm conf directives in your

[ opt / hpws/ apache/ conf/ htt pd. conf file.

In order to assure that Apache reads the configuration files in the same order as implied by the older directives,
the | ncl ude directives should be placed at the end of ht t pd. conf, with the one for srm conf preceding the
one for access. conf.

7.2 Migrating Included Modules
See Module Changes in the Appendix.

7.21 Migrating mod_proxy

The 1.3.x mod_proxy module included both proxy and cache functionality. HP-UX Apache-based Web Server
seperates these two. Now nbd_pr oxy just does proxying.

nod_cache implements an RFC 2616 compliant HTTP content cache that can be used to cache either local or
proxied content. nod_cache requires the services of one or more storage management modules. Two storage
management modules are included in HP-UX Apache-based Web Server :
e nod_di sk_cache
A disk based storage manager, generally used for proxy caching. For a cached file the proxy server will
serve the request directly and avoid the overhead of sending the request on to the web server.
* nod_file_cache
An mmap based and/or file handle based storage manager that allows the server file system to control
whether the file is in memory or not. This replaces all the functionality of the 1.3.x module,
nod_map_static.
e nod_nem cache
An in-memory based storage manager, primarily useful for caching local content.

7.2.2 Migrating How Documents are Cached by Proxy Servers

If it is set, the CacheNegot i at edDocs directive allows content-negotiated documents to be cached by proxy
servers. Prior to HP-UX Web Server Suite, CacheNegot i at edDocs did not take an argument; it was turned on
by the presence of the directive by itself.

In HP-UX Web Server Suite the CacheNegot i at edDocs directive takes the argument on or of f . In the

ht t pd. conf file, replace existing instances of CacheNegot i at edDocs with CacheNegoti at edDocs on.
7.3 Migrating Security

To migrate Security from HP Apache 1.3.x to HP-UX Apache-based Web Server, see the following sub-sections:

» Migrating SSL
» Migrating Chroot

7.3.1 Migrating SSL
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In the 1.3.x version of HP Apache-based Web Server, SSL configuration information was provided in the
ht t pd. conf file. In the HP-UX Apache-based Web Server SSL configuration information has been moved to
ssl . conf.

To migrate SSL from 1.3.x to 2.x, you should move your customized SSL configuration information from the 1.3.x
version of the / opt / apache/ conf/ ht t pd. conf file to/ opt / hpws/ apache/ conf/ssl . conf.

In addition you need to edit your Ser ver Nane directives by adding a colon and port number after each
Ser ver Nane directive. You also need to replace your SSL logging directives with Apache logging directives.
See the following example.

SSL in HP Apache 1.3.x:

SSL was enabled in 1.3.x with the following entry in / opt / apache/ conf/ ht t pd. conf .

Hit

## SSL Virtual Host Context

##t

<Virtual Host _default :443>

# GCeneral setup for the virtual host
Docurent Root "/ opt/apache/ ht docs"
Server Name your server.com

SSL Logging has its own directives in / opt / apache/ conf/ ht t pd. conf.

SSLLog [ opt / apache/ | ogs/ ssl _engi ne_| og
SSLLogLevel info

SSL in HP-UX Apache-based Web Server:
You can no longer proxy through SSL.
SSL is enabled with the following entry in / opt / hpws/ apache/ conf/ ssl . conf .

Hit

## SSL Virtual Host Context

##t

<Virtual Host _default :443>

# Ceneral setup for the virtual host
Docurrent Root "/ opt/ hpws/ apache/ ht docs"
Server Nanme yourserver.com 443

SSL logging uses the Apache directives in / opt / hpws/ apache/ conf/ ssl . conf .
ErrorLog | ogs/error_|og
LogLevel info

7.3.2 Migrating Chroot

Chr oot remains unchanged between HP Apache 1.3.x and HP-UX Web Server Suite.

7.4 Migrating Scripting Modules

To migrate Scripting Modules from HP Apache 1.3.x to HP-UX Apache-based Web Server, see the following
sub-sections:

e Migrating PHP
e Migrating Perl
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* Migrating CGI
e Migrating Server-Side Includes

7.41 Migrating PHP
PHP in HP Apache 1.3.x:
PHP was enabled in 1.3.x with the following entries in the / opt / apache/ conf/ ht t pd. conf file:

LoadModul e php4_nodul e |i bexec/|ibphp4.so
AddMbdul e nod_php4. c

PHP in HP-UX Apache-based Web Server:

To enable PHP uncomment the following lines or make sure they are present in
/ opt / hpws/ apache/ conf/ htt pd. conf:

LoadModul e php4_nodul e nodul es/ | i bphp4. so

<Files *.php>
SetQutputFilter PHP
SetlnputFilter PHP
</Files>

To use PATH | NFO, you must explicitly set directive Accept Pat hl nf 0, otherwise a 404 response will be
returned. In 1.3, PATH_| NFOis enabled by default, so a PHP script / scri pt . php will be invoked if a
request is made to the location / scri pt . php/ f oo/ bar, passing a PATH_|I NFOof / f oo/ bar to the script.

7.4.2 PHP Oracle support in HP-UX Apache-based Web Server
PHP Oracle support is new at HP-UX Web Server Suite.

To enable PHP Oracle, edit the file / opt / hpws/ apache/ bi n/ apachect|. Uncomment the four individual
lines that each begin with export:
export ORACLE_HOVE=/ opt/oracl e
export ORACLE_SI D=dunmy_sid
export
LD PRELOAD="$LD PRELQAD: $ORACLE_HOVE/ JRE/ | i b/ PA_RI SC/ nati ve_t hreads/ | i bj ava. sl "
export SHLI B_PATH="$SHLI B_PATH:. $ORACLE_HOVE/ | i b"

7.4.3 Migrating Perl
Perl in HP Apache 1.3.x:

Perl was enabled in 1.3.x with the following entry in / opt / apache/ conf/ htt pd. conf .

AddModul e nod_perl.c
<| f Modul e nod_perl.c>
Per| Modul e Apache: : Regi stry
<Files *.pl>
Set Handl er perl-scri pt
Per | Handl er Apache: : Regi stry: : handl er
Opti ons ExecCd
</Files>
</ 1 f Modul e>
For backward nod_per| compatability use perl module Apache: : conpat .
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See http://perl.apache.org/docs/2.0/user/compat/compat.html for incompatabilities between nod_per |
1.0 and 2.0

Perl in HP-UX Apache-based Web Server:
Perl is enabled with the following entry in / opt / hpws/ apache/ conf/ htt pd. conf: .

LoadModul e perl _nmodul e nodul es/ nod_perl . so
<l f Modul e nod_perl.c>
Per | Modul e ModPerl :: Regi stry
<Files *.pl>
Set Handl er perl-script
Per | Handl er ModPer| :: Regi stry: : handl er
Opti ons ExecCd
Per| Opti ons +Par seHeaders
</Files>
</ | f Modul e>

7.4.4 Migrating Common Gateway Interface (CGl)
The module nod_cgi d is new in HP-UX Apache-based Web Server.
Forking a process from a multi-threaded server can be a very expensive operation because the new process will
replicate all the threads of the parent process. In order to avoid incurring this expense on each CGl invocation, in
HP-UX Apache-based Web Server nod_cgi d creates an external daemon that is responsible for forking child
processes to run CGl scripts. The main server communicates with this daemon using a unix domain socket.
At the user level, this module is identical in configuration and operation to nod_cgi . The only exception is the
additional directive Scri pt sock which gives the name of the socket to use for communication with the cgi d
daemon.
CGl in HP Apache 1.3.x:
CGl was enabled in 1.3.x with the following entry in / opt / apache/ conf/ ht t pd. conf .
AddModul e nod_cgi.c
i.&adl\/bdul e cgi _nodule |ibexec/nmod_cgi.so

CGl in HP-UX Apache-based Web Server:

The cgi d daemon is turned on in HP-UX Apache-based Web Server by default. The Scri pt sock directive
is used to set the UNIX socket for communicating with cgid.

The relevant parts of httpd.conf are:
LoadModul e cgi d_nodul e nodul es/ nod_cgi d. so
#LoadModul e cgi _nodul e nodul es/ nod_cgi . so
<| f Modul e nod_cgi d. c>

Scri pt sock | ogs/ cgi sock
</ | f Modul e>

7.4.5 Migrating Server-Side Includes (SSI)

In HP Apache 1.3.x:
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In 1.3.x Server-Side Includes were provided by nod_i ncl ude. Any document with handler of “ser ver -

par sed” was handled by nod_i ncl ude, if the | ncl udes option was set. If documents containing server-side
include directives were given the extension . sht m , the following directives made Apache parse them and
assign the resulting document the mime type of text/html:

AddType text/htm .shtm
AddHandl er server-parsed .shtm

Opti ons +I ncl udes

In HP-UX Apache-based Web Server :

Server-Side Includes provided by mod_include are now implemented using the new filter system rather than as a
handler. This provides much more power and flexibility, but requires the use of the SetOutputFilter to activate
server-parsed content. If you were using AddHandler server-parsed . sht m in HP Apache 1.3.x, you can get
similar functionality in HP-UX Apache-based Web Server by using,

<FilesMatch "\.shtm (\..+)?2%$">
Set Qut put Fi | ter | NCLUDES
<Fi | eshat ch>

7.5 Migrating Java

HP Apache 1.3.x has two servlet containers for running java server applications. One container is JServ and the
other is Tomcat. In 1.3.x mod_jserv connects Apache to JServ or Tomcat. In 1.3.27, mod_jk is also available to
connect Apache to Tomcat. Migrating from 1.3.x to HP-UX Apache-based Web Server is mainly a path change.
HP-UX Apache-based Web Server does not support the mod_jserv connector or the JServ container.

7.5.1 Migrating Tomcat with mod_jserv to Tomcat with mod_jk
The new HP-UX Tomcat-based Servlet Engine uses Tomcat 4.1. Please refer to
/op/hpws/hp_docs/tomcat/tomcat.migration.guide for more information.

In 1.3.x, Tomcat uses mod_jserv or mod_jk as the connector while in 2.x Tomcat uses mod_jk.

A) File structure
1.3.27 with Tomcat (mod_jk)

1.3.x with Tomcat (mod_jserv) / opt / apache/ conf/
/ opt / apache/ conf/ ht t pd. conf
ht t pd. conf /opt/tontat/conf/
/opt/tontat/conf/ server. xm
toncat . conf apps- exanpl es. xm
server.xm j k/
nmod_j k. conf

wor kers. properties

2.X
[ opt / hpws/ apache/ conf/ htt pd. conf
[ opt/ hpws/ t ontat/ conf/server. xm
[ opt/ hpws/ t ontat/j k/ apache2/ nod_j k. conf
[ opt / hpws/ t ontat/j k/ apache2/ wor kers. properties

B) Apache configuration file
In the 1.3.x file httpd. conf:
I ncl ude /opt/tontat/conf/tontat. conf

In the 1.3.27 file htt pd. conf:
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I ncl ude /opt/tonctat/conf/jk/nod jk.conf

In the 2.x file ht t pd. conf :
I ncl ude /opt/hpws/tontat/jk/apache2/ nod_j k. conf

C) Passing URLs from Apache to Tomcat
In the 1.3.x file t ontat . conf:
ApJSer vMount /exanpl es /root

In the 1.3.27 and 2.x file nod_j k. conf:
JkMount /exanpl es aj pl13
JkMount /exanpl es/* aj pl3

D) Log files
In the 1.3.x file
tontat . conf:
ApJServLoglLevel debug
server.xm:
<Logger name="tc_I og"
pat h="1o0gs/tontat. | og"
cust onut put ="yes" />

In the 1.3.27 file
nod_j k. conf:
JkLogFile /opt/tontat/|ogs/jk.|og
JkLogLevel energ
server. xm :
<LogSet t er can be used to create servlet_log, JASPER_LOG, and tag_pool_log log files.
<AccessLogl nt er cept or can be used to create access logs.

In the 2.x file
mod_j k. conf:
JkLogFil e /opt/hpws/tontat/| ogs/jk.|og
JkLogLevel energ
server. xm :
<l-- G obal |ogger unless overridden at |ower |evels -->

<Logger cl assNane="org. apache. catal i na.| ogger. Fi | eLogger"
prefix="catalina_log." suffix=".txt"
ti mestanmp="true"/>

E) Defining the connection worker
In the 1.3.x file t ontat . conf:
ApJSer vDef aul t Prot ocol aj pvl2
ApJSer vDef aul t Port 8007

In the 1.3.27 and 2.x file wor ker s. properti es:
wor ker . aj p12. port =8007
wor ker . aj p12. host =l ocal host
wor ker . aj pl2. type=aj pl12
wor ker . aj p13. port =8009
wor ker . aj p13. host =l ocal host
wor ker . aj p13. t ype=aj p13

F) Web application contexts

In the 1.3.x file server. xm :
<Cont ext pat h="/exanpl es"



In the 1.3.26 file apps- exanpl es. xni :

<Cont ext pat h="/exanpl es"

In the 2.x file server . xmnl :

<Cont ext pat h="/exanpl es"

G) Handling .jsp files
In the 1.3.x file t ontat . conf:

ApJSer vMount default /root
AddType text/jsp .jsp
AddHandl er jserv-servliet .jsp

In 1.3.26 and 2.x:
Tomcat is a servlet/jsp container so a web application like "examples" handles jsp's properly. For instance

Apache will pass URIs starting with "/ exanpl es" to Tomcat and Tomcat will handle the *. | sps. In
Tomcat, the JSP interceptor handles loading of JSP pages. lts behavior can be customized in the

server. xm file.

7.5.2 Migrating JServ to Tomcat

If you are migrating from JServ then see:

/ opt / hpws/ hp_docs/tontat/tontat. m gration. gui de
Also see the following:
jakarta.apache.org/tomcat/tomcat-4.1-doc/index.html

Here is an example with steps to get the following URL to work with a "HelloWorldExample" servlet:

your server.com ny_app/ Hel | oWwr | dExanpl e

1.

2. Create a myapp directory inside Tomcat’s / opt / hpws/ t ontat / webapps
$ cd /opt/ hpws/tontat/webapps
$ nkdir nyapp
$ nkdir myapp/ VEB- | NF
3. Create a symbolic link so servlets in /my_servlets are visible inside WEB-INF
$ cd /opt/ hpws/tontat/webapps/ myapp/ VEB- | NF
$In -s /ny_servlets classes
4. Create a web.xml file in Jopt/hpws/tomcat/webapps/myapp/WEB-INF
With the following contents:
<?xm version="1.0" encodi ng="1S0O 8859-1"7?>
<! DOCTYPE web-app PUBLIC "-//Sun M crosystens, Inc.//DTD Wb Application
2.3//EN'" "http://java. sun.conlj2ee/ dt ds/web-app 2 3.dtd">
<web- app>

Assumptions
A) All your java classes are in:
/my_servlets

<servl et - mappi ng>

<servl et - nane>
i nvoker

</ servl et - nane>

<url -pattern>
/*

</url-pattern>

</ servl et - mappi ng>
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</ web- app>

Restart Tomcat and at this point we should be able to access servlets by using
http://yourserver.com:8081/myapp. To access servlets through Apache we need one more step:

5. Map tomcat context to apache Edit/ opt / hpws/ apache/ conf/ htt pd. conf and uncomment the
following line:
I ncl ude /opt/hpws/tonctat/jk/apache2/jk/nmod_j k. conf

Edit/ opt/ hpws/t ontat/j k/ apache2/ nod_j k. conf and add:

JkMount /servlet ajpl3
JkMount /servlet/* ajpl3

6 Add servlets to CLASSPATH
Tomcat doesn't read the CLASSPATH environment variable so you have to do the following:

Edit/ opt / hpws/ t ontat/ bi n/ set env. sh
Below the line:
CATALI NA_OPTS="- XdoCl oseW t hReadPendi ng"
Add the following as a single line:
CATALI NA_OPTS="$CATALI NA_OPTS -
Dor g. apache. t ontat . apps. cl asspat h=/ my_servl et s"

Note: We add / ny_ser vl et s to the CLASSPATH by setting the following system property:
or g. apache. tontat . apps. cl asspath

7. Verify
Stop and start tomcat:
cd /opt/ hpws/tontat/bin
./ shut down. sh
./startup.sh

Stop and start apache:

cd /opt/ hpws/apache/ bi n
.l apachect| stop

.l apachect| start

Enter URL in browser your ser ver. com nyapp/ <your servl et >

8. Create test environment (if previous step fails). In case you don't have your own servlets, here are
steps to setup a test environment based on servlets available in Tomcat.

Create servlet home
nkdir /ny_servlets

Add a test servlet
cp /opt/hpws/tontat/webapps/ exanpl es/ VEB- 1 NF/ cl asses/ Hel | owor | dExanpl e
/I nmy_servlets

Stop and start tomcat:

cd /opt/hpws/tontat/bin
./ shut down. sh
./startup.sh

Stop and start apache:

cd /opt/ hpws/ apache/ bi n
.l apachect| stop

.l apachect| start
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Enter URL in browser:

your server. com nyapp/ Hel | owor | dExanpl e
See in browser:

Hel | o Worl d!

Note:
Notice the different functions of the following:

a. [/ nyapp causes Apache to connect with Tomcat.

b. /my_servl et s is the actual location of the servlets.
If you prefer you can use the name "/ my_ser vl et s" for both.

c. This scenario assumes that the servlets do not need to be reloadable. In other words if you
recompile the servlet you will have to restart Tomcat for the changes to be recognized. Servlets can be made
reloadable by referencing them in / opt / hpws/ t ontat / webapps/ ROOT/ VEB- | NF/ web. xm and creating
individual symbolic links to the classes in / opt / hpws/ t ontat / webapps/ ROOT/ VEB- | NF/ cl asses.

7.5.3 Methods to Enable Servlets in Tomcat

The class-loader-howto.html of tomcat-4.1-doc refers to configuring what classes are available and the scope of

their availability. Tomcat uses some classes (in particular xml parsers) that applications may want to replace
with other classes. In order to avoid conflicts Tomcat separates Tomcat-required classes from application-
required classes. To accomplish this your CLASSPATH environment variable is ignored by Tomcat.

The following summarizes ways to make your classes available to Tomcat and to each other.

Enabling Classes Based on Scope of Class Availability
A) Classes that are used in a particular web application.
* jar files
/ opt / hpws/ t ontat / webapps/ <app name>/ EB- I NF/ | i b
*.class files
/ opt / hpws/ t ontat / webapps/ <app name>/ V\EB- | NF/ cl asses

B) Classes that are shared by all web applications.
* jar files
Place the jar files in the following directory:
/opt/ hpws/tontat/shared/lib
*.class files
[ opt / hpws/ t ontat / shar ed/ cl asses

7.6 Other Migration Tasks
See the following sub-sections for additional migration tasks:

* Migrating the Selection of Server Type
*  Migrating Webmin

7.6.1 Migrating the Selection of Server Type
In HP Apache 1.3.x:

In 1.3.x, the Ser ver Type directive could be set to one of the two values in the
/ opt / apache/ conf/ httpd. conf file:

Server Type inetd
OR
Server Type st andal one
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In HP-UX Apache-based Web Server:

In Apache 2.x, the Ser ver Type directive has been removed and server type is selected through the choice of

an MPM. HP-UX Apache-based Web Server, integrates the worker MPM, which supports only one behavior,

that of st andal one. This behavior does not require any directive. There is currently no MPM designed by ASF

to be launched by i net d.

7.6.2 Migrating Webmin

New functionality has been added to HP-UX Webmin-based Admin, the GUI interface that enables you to

administer the HP-UX Web Server Suite.

Starting HP-UX Webmin-based Admin:

To Start Webmin on HP-UX Web Server Suite, perform the following steps.

Log in as root, enter
[ opt / hpws/ webm n/webmin-init start
Point the browser to ht t p: / / your server. com 10000

Login : admi n
Default Password : hp. com

To change the password, see
[ opt / hpws/ hp_docs/ webm n/ webmni n. admi n. gui de

For more information see:
[ opt / hpws/ hp_docs/ webm n/ webmi n. adm n. gui de

3 HP-UX Webmin-based Admin - Microsoft Internet Explorer provided by Hewlett-Packard

J Eile Edit Wew Favorites Tools  Help

JAQIdress I hiktp: ffvourserver .com: 10000

[ HP-UX Webmin-based Admin

----- L

SRR #adn ssings | —0thers |

These components are in the HP-LX \Weh Server Suite.
More infarmation on HP-LX Web Server Suite can be found in the » Documentation button above.

M

HP-LIX Apache-based
Web Server

» Documentation

Switch user
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7.6.2.1

“HP-UX Apache-based Web Server - Microsoft Internet Explorer provided by Hewl

J File Edit Wiew Favorites Tools  Help |
J.ﬁ.gldressl

http: ffvourserver . com: 100007 hpapache)

j @Go

;) HP-UX Webmin-based Admin

..... v

I»HP—UX Web Server Suile‘ »Admin Settings

HP-UX Apache-based Web Server

=]

|Start Apache| |Restart Apache| |Stup Apachel

Home

Global Configuration

iA

Processes and Ports and Apache WIME Types  User and Group
Limits Addresses lodules
MISE CGI Y

MWiscellaneous  CGl Programs Filters Log Files
. -DSSI i

i -Dphy Bt
Per-Directory Edit Defined Generat
Dptions Files Parameters Certificate

Virtual Servers

Document Root

|DefauItSer\rer |»'-‘m'3.r |»’-\ny |yourser\rer.com:80 |"f0ptfhpw5fapachefhtdocs"

Create a New Virtual Server - help

Address & Automatic © Any © |
v Add name virtual server address (if needed)

Port & Default © Any © |

Document Root |

Server Name & Automatic © |
Add virtual serverto file & Standard httpd. conft file
C Selsctedfile..|

Copy directives from

INowhere 'l wl

[heldy 4 oy

Changes to “HP-Apache-based Web Server” screen in HP-UX Webmin-based Admin:

Once you bring up HP-UX
Webmin-based Admin, to get to
the HP-UX Apache-based Web
Server page, click on the “HP- UX
Apache-based Wb Server”
icon. This will take you to the
“Def aul t/ d obal Server”
page as shown following.

The major areas of new or
changed Webmin functionality in
HP-UX Web Server Suite have
been circled.
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7.6.2.2 Changed “Processes and Limits” screen in HP-UX Webmin-based Admin

..... '

[l HP-UX Webmin-based Admin

,DHP—UX Web Server Suiie| m »Documentation

HP-UX Apache-based Web Server

} Processes and Limits - Microsoft Internet Explorer provided by Hewlett-Packard =] 3]

J File Edit Wiew Favorites Tools  Help |

J Address I@ http:/vanma.cup hp.com:11112/hpapachejedit_global .cgittype=0 j a0
-]

|Start ApacheHRestart ApacheHSlop Apache|

Home = Global = Processes and Limits

Processes and Limits

Maximum headers in
request
(LimitReguestFields
help)

Maximum request line
size
(LimitRegquestLine
help)

Maximum requests per
server process
(MaxReguestsPerChild
help)

Minimum spare threacds
(MinSpareThreads help)
Threads per child
process
[ThreadsPerchiidhelp)

@ Default © |

& Default © |

© Default & |El

© Default & |25
© Default & |25

Maximum request header & Default © |

size
(LimitReguestFieldsize
help)

Maximum concurrent « Dgfault & |150
requests

(Maxclients help)

Maximum spare threads « Defqult & |?5
(MaxSpareThreads help)

Initial server processes ~ Default & |2
[StartServers help)

Save

The HP-UX Apache-based
Web Server screen “Processes
and Limits” now displays the
directives corresponding to the
MPM worker module (as shown
in the table header).

See Migrating Process
Handling for more detailed
information about the worker
directives.
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7.6.2.3 Changed “Apache Modules” screen in HP-UX Webmin-based Admin:

"B Apache Modules - Microsoft Internet Explorer provided by Hewlett-Packard -ox| The “ Ap ache Modules” screen
L‘:Tt T — - E is grouped into five categories:
[o-Ux Web Server suite IR RTII I ® 1) statically linked-in

HP-UX Apache-based Web Server modules

2) Standard Apache
modules (DSO)
3) Standard HP-UX Apache

Start Apache ‘Restan Apachellstnp Apachel

Home = Global = Apache Modules

Add-on modules (DSO)
All modules Statically linked-in modules 4) Other
I wiorker ¥ hitp_core F mod_so 5) Add new modules

Standard Apache modules (DSO)

W mod_access W mod_actions F mod_alias W mod_asis The first section contains
¥ mod_auth ¥ mod_auth_anon M mod_auth_dbm M mod_auth_digest modules that are always loaded
¥ mod_autoindes ¥ mod_cache ¥ mod_case_filter ¥ mod_case_filter_in f
¥ mod_cern_meta " mod_cai ¥ mod_cqid ¥ mod_charset_lite and are not con Igurable'
¥ mod_day ¥ mod_dav_fs ™ mod_deflate v mod_dir
W mod_disk_cache W mod_scho ¥ mod_env ¥ rmod_expires The modules in the second
¥ mod_ext_filt ¥ mod_fil h I mod_head ¥ mod : : :
v motediier v oA e cathe v mod_eaders ¥ Mot map section are available in the
¥ mod_include ¥ mod_info ¥ mod_log_config M mod_mem_cache . . .
¥ mod_mime ¥ mod_mime_magic M mod_negatiation ¥ mod_proxy standard ApaChe distribution.
¥ mod_proxy_connect M mod_proxy_ftp ¥ mod_prosy_hitp ¥ mod_rewrite
¥ mod_setenvif ¥ mod_speling ™ mod_ssl ¥ mod_status The th"-d set Of modules are not
V¥ mod_suexec " mod_unigue_id I mod_userdir ¥ mod_usertrack .
d . LA - - in Apache’s standard
¥ mod_vhost_alias

distribution, but have been

Standard HP Apache Add-on modules (DSO) included in HP-UX Apache-
™ auth_|dap ™ mod_jk I~ mod_perl v mod_php4 based Web Server These
Other madules (DS0) modules include auth_ldap,
Wems mod_jk, mod_perl and

Add new modules mOd_php4'

Module Name Location of Module

r—r The fourth section, “Other” is
blank in this example, but will

MNote: If your configured module is not being recognized by webmin, click the "Save" button belowy. contain any other modules the
| Save | user adds that are not part of

3l the HP-UX Apache-based Web
Server distribution. For example if the user adds their personal module “mod_personal”, it will show up in this
section.

The final section is where users can add their own modules. These input boxes require the Module Name and
the Location of the Module. This is uses the LoadModule directive. For example, “foo_module” and
“‘modules/mod_foo” would be the two required fields.

Note for mod_ssl and auth_ldap:

Since the configuration directives for mod_ssl and auth_ldap are not in the standard configuration file
(conf/httpd.conf), these two modules are enabled differently. Instead, the directive “Include path/to/config_file” is
uncommented to load the module. This means that when mod_ssl is enabled, the directives in the
“conf/ssl.conf” file are automatically included. Likewise, for auth_lIdap, the directives in the “conf/ldap.conf” file
are automatically included.

Note for mod_ssil:

If one makes a change to the settings Apache when the mod_ssl module is loaded, one has to stop and then
start Apache for these settings to take effect. If mod_ssl is not loaded a simple restart should work.
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7.6.2.4 New “Filters” screen in HP-UX Webmin-based Admin:

a Filters - Microsoft Internet Explorer provided by Hewlett-Packard
J File Edit Wiew Favorites Tools  Help
J Address I

http:/ fvaurserver .com: 10000 hpapacheedit_global cgittype=15

2] HP-UX Webmin-based Admin

I»HP-UX Web Server Suile| »Admin Seffings

HP-UX Apache-based Web Server

»Documentation

The HP-UX Apache-based
Web Server screen “Filters”
allows configuration of filter
directives.

See Writing 2.x Modules -

|Slarl Apache| |Restart ApacheHStop Apache|

Home = Global = Filters

Input Filter Definitions

m Filter command Input MIME type|Output MIME type|Preserves length?
T 7 [ |ove

Output Filter Definitions

m Filter command Input MIME type|Output MIME type|Preserves length?
to-html Ifusrjlucﬁljhinfenscript —color - h Itech Itext,.’htrn\ © Yes

I | I I | 7 Yes

Save |

Bibliography for references on
filters.
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This screen allows you to
generate keys and certificates
for your server or for your

7.6.2.5 New “Generating Certificates and Keys” in HP-UX Webmin-based Admin
#} Generate Certificates and Keys - Microsoft Internet Explorer provided by Hewlett-Packard =101x|
J File Edit ‘Wew Favorites Tools Help |
J Address I htkp:ffvourserver .com: 10000/hpapache/create_certs.cgi j @GD
B

HP-UX Apache-based Web Server

|Start Anache‘ |R9s‘tarl ApacheHStop Apache|

Home = Global = Generate Certificates and Keys

This should only be done on a local machine.

Generate Certificates and Keys

CAKey

CA Key File |

Hey Size |1024 -
CA Certificate Request

Cerificate Request File |

CA Information for Request:

All fields are required to complete the Request
Zommon Mame (A
narme)

Zontact e-mail address

2rganizational Unit
foptional)

Locality (townicity)
State or Province
foptional)

Zountry (twio letter |
abbreviation)

|
|
Organization |
|
|
|

CA Certificate
CA Certtificate File |
™ Regenerate CA Certificate

Server Key

Server Private Key File |

|1D24 'l

Wey Size

Server Cedificate Request

Certificate Request File |

Server Information for Request:
All fields are required to complete the Reguest

Common Mame (Fully
Qualified D)

Contact e-mail address

Organization

Locality (town/city)

State or Province (optional)

|
|
|
Organizational Unit {optional) |
I
|
|

Country (two letter
abbresiation)

Server Cedificate [requires CA Key and Certificate)

Public Server Certificate File |

Note:

to use.

« After generating new cerificates, you must update the configuration with the new file locations that yol want

Sawve the values, then stop and start Apache for the new values to take affect

lse Dpenssl located at |#0ptfhpwsrapachEa’blnmpenssl

Make Certs I

[ Owernirite existing Key, Cerificate and Certificate Request files.

=

e

CA Certificate.”

own self signed Certificate
Authority (CA). You can use a
previously generated CA
certificate and key to
generate new Server
certificates or Keys.

To generate only a CA Key,
specify the “CA Key File” and
“Key Size” and click “Make
Certs” at the bottom of the
screen. If there is already a
file with the same name at
that location, and you wish to
overwrite it, check the box
labeled “Overwrite existing
Key, Certificate and
Certificate Request files.”

Creating a CA Certificate
Request depends on the CA
Key, so both file locations
must be specified, and the
Information for the Request
must be filled out as well.
Organizational Unit and State
or Province may remain
blank.

Creating a CA Certificate
depends on both the CA Key
and Certificate Request. To
ensure that the user doesn’t
accidentally overwrite the CA
Certificate, an extra box must
be checked to “(Re)generate

Generating a Server Key, Certificate and Certificate Request have similar dependencies upon each other. The
Server Certificate has an additional dependency on the CA Key and CA Certificate.
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7.6.2.6 New “Edit Config Files” screen in HP-UX Webmin-based Admin:

/3 Edit Config Files - Microsoft Internet Explorer provided by Hewlett-Packard =10l This new screen

J File Edit Wew Fawvortes Tools Help | allows users to directly
~| e edit and save

- - B configuration files,
] HP-UX Webmin-based Admin including the

''''' : httpd.conf file. Any
[»HP-UX Web Server Suite| “Included” files can be
selected through the
HP-UX Apache-based Webh Server dropdown menu. This
is a new feature as of
Webmin 1.020

J Address I http:f fvourserver .com: 10000/ hpapacheyallmanual_Form.cgi

|Start Apache| |Restarl Apache| |Stup Apache|

Home = Edit Config Files

Edit Directives in File: |I,’Dptr'hpws,e’apache!conf,"httpd.conf =

B
Ba=zed upon the NC3L server configuration files originally by Rob MeCool. ;

This is the main Apache server configuration file. It contains the
configuration directives that give the server its instructions.

See <URL:http://httpd.apache.org/docs-2.0/> for detailed information about
the directives.

Do NOT siwply read the instructions in here without understanding
what they do. They're here only as hints or reminders. If you are unsure
consult the online docs. ¥You have been warned.

The conficguration directives are grouped into three bhasic sections:
1. Directives that control the operation of the Apache server process as a
whole (the 'global environwent').

. Directives that define the parameters of the 'main' or 'defasult' serwver,
which responds to requests that aren't handled by a virtual host.
These directives also provide default walues for the settings
of all wirtual hosts.

3. Settings for wvirtual hosts, which allow Web requests to he sent to sﬂ

Save |

HOGHD GHD HD CHD GHr GHR SHE GHE B HE GHE R H:- CH CHE e CHE CHE H:
&)

7.7 Migrating the Printing of Virtual Host Configuration

The httpd command line option —S, which was used for printing the virtual host configuration has been replaced
by-t -D DUMP_VHOSTS.

7.8 Writing 2.x Modules
The main semantic change is that operations defined in the module configuration structure and the handler
array are now defined in the register _hooks function.

The following code is based on mod_exanpl e. ¢ versions 1.3.x and 2.x. The 2.x version can be found at:
/ opt / hpws/ apache/ bui | d/ exanpl es/ nod_exanpl e. c.
See / opt / hpws/ apache/ bui | d/ exanpl es/ README for instructions on building nod_exanpl e.

7.8.1 Module Configuration

The “module definition for configuration” has changed dramatically. The register_hooks function is now used to
setup options that were previously defined in the configuration module.
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In the "Module definition for configuration" if a particular callback is not needed, replace its routine name below

with NULL. For Apache 1.3 the number in brackets indicates the order in which the routine is called during

request processing. A specific module will only use those hooks that it finds necessary.

Module definition for configuration

Apache 1.3.x

Apache 2.x

nmodul e MODULE_VAR_EXPORT exanpl e_nodul e

{
STANDARD MODULE_STUFF,

exanmple_init, A
/* nodule initializer */

exanpl e_create _dir_config,
/* per-directory config creator 1/

exanpl e_merge_di r_confi g,
[* dir config merger */

exanpl e_create_server_confi g,

nodul e AP_MODULE DECLARE DATA exanpl e_nodul e

STANDARD20_MODULE_STUFF,

X_create_dir_config,

/* per-directory config creator */

x_merge_dir_config,
[* dir config nmerger */

X_create_server_config,
‘* server config creator */

/* server config creator */

exanpl e_mer ge_server_confi g,
/* server config nmerger */

exanpl e_cnds,
/* command table */

exanpl e_handl ers, B
[* [9] list of handlers */

exanpl e_transl ate_handl er,
/* [2] filenane-to-URI translation
*/

D
exanpl e_check user id,
/* [5] check/validate user_id */

exanpl e_aut h_checker,
/* [6] check user_id is valid *here*

E

*/

exanpl e_access_checker, F
/* [4] check access by host address */

exanpl e_t ype_checker, G
/* [7] MM type checker/setter */

exanpl e_fi xer _upper, H
/* [8] fixups */

*/
b

X_merge_server_config,
/* server config nmerger */

x_cmds,
/* command table */

X_regi ster_hooks,

/* set up other request processing hooks
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exanpl e_I ogger,
/* [10] | ogger */

exanpl e_header _par ser,

/* [3] header parser */
exanpl e_child_init,

/* process initializer */
exanpl e_chil d_exit,

/* process exit/cleanup */

exanpl e_post _read_r equest
/* [1] post

read_r equest handling

|| Thereis no corresponding hook in 2.x. You
would parse the bucket brigade instead. For
information on bucket brigades see
www.onlamp.com/pub/a/apache/2001/09/20/a

pache 2.html

post_ config as necessary.

For module initialization hook to pre_ or

<

/A

—

K

B

static void x_register_hooks(apr_pool t *p)

ap_hook_pre_config(x_pre_confi g,

NULL,
NULL,
APR_HOOK_M DDLE) ;

ap_hook post confi g(x_post_config,

NULL,
NULL,
APR_HOOK_M DDLE) ;

ap_hook_open_| ogs(x_open_I ogs,

NULL,
NULL,
APR_HOOK_M DDLE) ;

ap_hook child init(x_child init,

NULL,
NULL,
APR_HOOK_M DDLE) ;

ap_hook_handl er (x_handl er,

NULL,
NULL,
APR_HOOK_M DDLE) ;

ap_hook_qui ck_handl er (x_qui ck_handl er,

NULL,
NULL,
APR_HOOK_M DDLE) ;

ap_hook _pre_connection(x_pre_connecti on,

NULL,
NULL,
APR_HOOK_M DDLE) ;

/* This nodul e doesn't have a process
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connecti on phase, but | am |l eaving
the code in, in-case sonebody wants to
add one. */
/* ap_hook_process_connecti on
(x_fixer_upper,
NULL,
NULL,
APR_HOOK_M DDLE) ; */

ap_hook_post _read_request (x_post _read_request,
NULL,

M NULL,

APR_HOOK_M DDLE) ;

ap_hook | og transaction(x_I| ogger,
NULL,
I NULL,
APR_HOOK M DDLE) ;

ap_hook _http_method(x_http_ net hod,
NULL,
NULL,
APR_HOOK M DDLE) ;

ap_hook _default _port(x_default _port,
NULL,
NULL,
APR_HOOK_M DDLE) ;

ap_hook_transl at e_name(x_transl at e_handl er,
NULL,

C NULL,

APR_HOOK_M DDLE) ;

ap_hook check user id(x_check user _id,
NULL,

D NULL,

APR_HOOK_M DDLE) ;

ap_hook fixups(x_fixer_upper,
NULL,

H NULL,

APR_HOOK M DDLE) ;

ap_hook_type checker (x_type_checker,
NULL,

G NULL,

APR_HOOK M DDLE) ;

ap_hook access_checker (x_access_checker,
NULL,
F NULL,
APR_HOOK_M DDLE) ;

ap_hook_aut h_checker (x_aut h_checker,
NULL,
E NULL,
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APR_HOOK_M DDLE) ;

ap_hook _insert _filter(x_insert _filter,
NULL,
NULL,
APR_HOOK M DDLE) ;

7.8.2 Handlers

The 1.3.x handlers array is now a series of ap_hook_handler calls in the register_hooks function that we saw

previously.

List of content handlers available from this module

Apache 1.3.x

Apache 2.x

static const handl er _rec exanpl e_handl ers[]

{

{"exanpl e-handl er", exanpl e_handl er},
{NULL}

static const handler_rec x_handlers[] =

{
{"exanpl e-handl er", x_handl er},
{ NULL}

b

static void register_hooks(apr_pool t *p)

{

ap_hook_handl er (x_handl er,
B NULL,
NULL,
APR_HOOK M DDLE) ;
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7.8.3 Directives List

Notice that in the example NO_ARGS becomes the AP_I Nl T_NO_ARGS nacr o.

List of directives specific to our module

Apache 1.3.x

Apache 2.x

static const conmand_rec exanple_cnds[] =
{
{

" Exanpl e", /* directive nane */
cmd_example, /* config action routine */
NULL, /* argunent to include in call */
OR OPTIONS, [/* where available */
NO_ARGS, /* argunents */
"Exanpl e directive - no argunents”

static const comand_rec x_cmds[] =

AP_I NI T_NO_ARGS(

" Exanpl e", /* directive nane */
cnd_exanple, /* config action routine */
NULL, /* arg to include in call */

OR OPTIONS, [/* where available */
"Exanpl e directive - no arguments"”
/* directive description */

/* directive description */ ),
}, {NULL}
{NULL} H
}
7.8.4 Initialization and Exiting

Notice that you now set a cleanup register.

Child process init handling

Apache 1.3.x

Apache 2.x

static void
exanpl e_child_init(server_rec *s
pool *p)
{

char *note
char *sname = s->server_host nane;

/* Set up any nodul e cells that ought
to be initialised. */

set up_nodul e_cel I s();

/* The arbitrary text we add to our
trace entry indicates for which
server we're being called. */

shame = (snane != NULL) ? snane : "";

note = ap_pstrcat(p
"exanpl e_child_init(",

snane

"y

NULL) ;

trace_add(s, NULL, NULL, note);

static void
x_child_init(apr_pool _t *p,
server_rec *s)
{

char *note;
char *snane = s->server_host nane;

/* Set up any nodul e cells that ought
to be initialised. */

setup_nodul e_cel I s();

/* The arbitrary text we add to our trace
entry indicates for which server we're
being called. */

shane = (snane != NULL) ? sname : "";

note = apr_pstrcat(p,

"x_child_init(",

snane,
")", NULL);

trace_add(s, NULL, NULL, note);

apr _pool _cl eanup_regi ster(p, l.

S
x_child_exit,
x_child_exit);
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Child process exit handling

Apache 1.3.x

Apache 2.x

static void
exanpl e_child_exit(server_rec *s,

pool *p)
{
char *note;
char *snane = s->server_host nane;
[* The arbitrary text we add to our
trace entry indicates for which
server we're being called. */
sname = (sname != NULL) ? sname : "";
note = ap_pstrcat(p
"exampl e_child_exit(",
sharme,
II) II’
NULL) ;
trace_add(s, NULL, NULL, note);
}

static apr_status_t
x_child_exit(void *data)

char *note;
server_rec *s = data;
char *sname = s->server_host nane;

[* The arbitrary text we add to our
trace entry indicates for which
server we're being called. */

sname = (snanme != NULL) ? snane : "";

note = apr_pstrcat (s->process->pool,
"x_child_exit(",
snane,
Il)ll,

NULL) ;

trace_add(s, NULL, NULL, note);

return APR_SUCCESS;

7.8.5 Functions and Types

Many "ap_" functions have new "apr_" versions. "apr" stands for "Apache Portable Runtime". "apu" stands for
"Apache Portable Runtime Utilities". The following tables list common changes. For more info on changes look
at ap_compat.h, apu_compat.h, and apr_ compat.h. These compatibility headers allow old function names to

work in the new environment.

Change from old to new functions

Apache 1.3.x

Apache 2.x

apr _pool _cl eanup_register( apr_pool _t* p,
server_rec* s,
nmy_child_exit,
my_child_exit);

/* Al'l ocate space from pool supplied*/
tocfg *cfg;
cfg = (tocfg *) ap_pcal |l oc(p,

si zeof (tocf Q)

/* Al'l ocate space from pool supplied*/
tocfg *cfg;
cfg = (tocfg *) apr_pcalloc(p,

si zeof (t ocf g)

ap_palloc( ... );

/* No change to signature */
apr_palloc( ... );

/* Al'locate menory for pool use */
toMyPool = ap_nake_sub_pool (r->pool);

/* Al'locate menory for pool use */
apr _make_sub_pool (& oMyPool ,
r->pool ,
NULL) ;
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Apache 1.3.x

Apache 2.x

ap_snprintf( valueString,
si zeof (val ueStri ng),

apr_snprintf( valueString,
si zeof (val ueStri ng),

n O/S\ nu , n O/G\ nn ,
val ue) ; val ue) ;

/* Second argunent has changed */
ap_table_do( ... ); apr_table_do( ... );

/* No change to signature */
ap_pool _destroy( ... ); apr_pool _destroy( ... );

/* No change to signature */
ap_table_set( ... ); apr_table_set( ... );

/* No change to signature */
ap_table_set( ... ); apr_table_set( ... );

/* No change to signature */
ap_make_array( ... ); apr_array_make( ... );

/* No change to signature */
ap_push_array( ... ); apr_array_push( ... );

/* No change to signature */
ap_pstrdup( ... ); apr_pstrdup( ... );

ap_send_http_header( r );

/* This function was renmoved in 2.0. It
defined in ap_conpat.h to do nothing */
ap_send_http_header( r );

Change in existing functions

Apache 1.3.x Apache 2.x
ap_log error( APLOG MARK, ap_log _error( APLOG MARK,
APLOG_DEBUG, APLOG_DEBUG,
r->server, o,
"error text") r->server,

"error text")

Change from old to new types

Apache 1.3.x

Apache 2.x

pool

apr_pool _t

array_header

apr_array_header _t

Change from 2.0.32 to 2.0.39 functions

Apache 2.0.32

Apache 2.0.39

apr_lock create ( ... ); apr_thread mutex create ( ... );
apr_lock _acquire ( ... ); apr _thread_nmutex_| ock (... );
apr _lock release ( ... ); apr_thread mutex _unlock ( ... );
apr_lock _destroy ( ... ); apr_thread _mutex _destroy ( ... );
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7.8.6 Header files

Note: You can use ap_compat.h in HP-UX Apache-based Web Server to allow compatability with 1.3.x. It maps

function names and signatures to the HP-UX Apache-based Web Server.

Header files
Apache 1.3.x Apache 2.x

#i ncl ude "httpd. h" #i ncl ude "httpd. h"

#include "http_config.h" #include "http_config. h"

#include "http_core. h" #include "http_core. h"

#i nclude "http_l og. h" #i nclude "http_l og. h"

#i ncl ude "http_main. h" #i ncl ude "http_main. h"

#i ncl ude "http_protocol.h" #i ncl ude "http_protocol.h"

#i nclude "util _script.h" #i nclude "http_request.h"
#include "util _script.h"

#i ncl ude <stdio. h> #i ncl ude "http_connection. h"
#i ncl ude "apr_strings.h"
#i ncl ude <stdi o. h>

7.8.7 Bibliography

For information on writing HP-UX Web Server Suite modules see:
httpd.apache.org/docs-2.0/developer/
www.onlamp.com/pub/a/apache/2001/09/27/apache_2.html

For information on HP-UX Web Server Suite filters see:
Official Apache Software Foundation document
httpd.apache.org/docs-2.0/filter.html

Overview, "Writing Filters for Apache 2.0", 08/23/2001
www.onlamp.com/pub/a/apache/2001/08/23/apache 2.html
"Writing Apache 2.0 Output Filters", 09/13/2001
www.onlamp.com/pub/a/apache/2001/09/13/apache 2.html
"Writing Input Filters for Apache 2.0", 09/20/2001
www.onlamp.com/pub/a/apache/2001/09/20/apache 2.html

For information on writing Apache 1.3.x modules see:

Writing Apache Modules with Perl and C, by Stein and MacEachern, O'Reilly and Associates Inc.
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7.9 Miscellaneous Changes

»  Graceful restarts of the server are now executed by signaling the parent process with WINCH rather
than USR1.

» The httpd command line option -X still exists but most MPMs allow the same functionality to be
requested by using the -D ONE_PROCESS command line option. In addition, a -D NO_DETACH
command line option is available.
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8

Tuning HP-UX Web Server Suite Performance

The following are suggestions only and may not apply to your specific situation.
See the FAQ at www.hp.com/products1/unix/webservers/apache/fags/index.html for the latest information on
improving performance.

8.1 Basic HTTP
For the basic http server do the following:

1. Disable indexing of directories in "httpd.conf".

With the Opt i ons directive don't use | ndexes or Al | which enable index generation. Indexes are
dynamically generated for every access. It is much better to create an i ndex. ht Ml file instead so that the
server does not need to dynamically generate text.

2. Logging
Disable logging as much as possible. If necessary write each log to their own file system using different high
speed disks. This will decrease delays caused by disk scheduling.

3. KeepAlive on
With this directive set to on Apache will attempt to maintain a rapid dialog with the client. KeepAl i ve on
does not mean that the connection will be maintained too long. The KeepAl i veTi meout and
MaxKeepAl i veRequest s directives restrict clients from excessive, persistent connection times.

4. Host NaneLookups of f
With this directive set to of f Apache will log IP addresses instead of host names. Even though Apache
caches DNS lookups, this can be very time consuming.

5. Options Fol |l owSynLi nks
not
Options Fol | owSynLi nksl f Owner Mat ch
Fol | owSynii nksl f Osner Mat ch causes Apache to check the entire path for symbolic links and check
that the ownership is the same as the server or virtual host. This can be time consuming. The
Fol | owSynli nks directive is less secure because it does no checking. If neither Fol | owSynli nks
nor Fol | owSynii nksl f Oamer Mat ch directives are used then Apache will not follow symbolic links. This
slows Apache because it has to check for symbolic links so it can avoid them but this situation is the most
secure.

6. For local directory URL's put a forward slash, "/", at the end. That way the server can avoid needless file
searches.

7. Deny access to well mannered spiders or web crawlers with a "robots.txt" file under the document root. The
file has "User-Agent" and "Disallow" directives that limit access to specified URLs by the spider. This will
eliminate some unnecessary web traffic.

8. Verify that there are no performance bottlenecks between servers and databases.

9. Forimages:

Specify height and width.

Keep size small.

Minimize number of images.

Avoid animations.

Don't use macromedia flash on home pages.

10. Don't combine large and small images into same file.

Put alternate large images into a separate file since many users will not choose to view the large image.

8.2 SSL

By default HP-UX Apache-based Web Server Suite SSL is tuned to maximize performance. See
/ opt / hpws/ apache/ hpws_docs/ ssl . adm n. gui de for a description.

8.3 PHP
For PHP some suggestions are:

1.

2.

Use only one echo or print statement in the script. Use array or concatenation to compose the html then
send with only one echo or print.
Use the set of output buffer (ob_*) functions newly available in PHP4. For example ob_start.

62


http://www.hp.com/products1/unix/webservers/apache/faqs/index.html

3. Use an accelerator. Search the web for "PHP Accelerator" and you will find several accelerators, some of
which are free.

8.4 Tomcat

For the latest Tomcat suggestions see:
/ opt / hpws/ hp_docs/tontat/tontat. adm n. gui de

1. Avoid JSP's.
Instead use Perl, C, C++, or Java modules. JSPs automatically create and compile servlets which they then
run. Typically the JSP will only create the servlet the first time it is accessed. Still the JSP has to call the
servlet so there is some delay.

The following is based on:
jakarta.apache.org/tomcat/tomcat-3.3-doc/tomcat-ug.htmi

which contains the complete Tomcat User Guide.

2. Modify and Customize the Batch Files

As stated in the previous sections, the startup scripts are here for your convenience. Yet, sometimes the
scripts that are needed for deployment should be modified:

To set resource limits such as maximum number of descriptors.

To add new PATH/LD_LIBRARY_PATH entries (for example, JDBC drivers DLLs).

To modify the JVM command line settings.

Make sure that you are using a specific JVM (out of the two or three JVMs installed on your machine).

To switch user from root to some other user using the "su" UNIX command.

Some of these changes can be done without explicit changes to the basic scripts; for example, the tomcat
script can use an environment variable named TOMCAT_OPTS to set extra command line parameters to
the JVM (such as memory setting etc.).

On UNIX you can also create a file named ".tomcatrc" in your home directory and Tomcat will take
environment information such as PATH, JAVA_ HOME, TOMCAT_HOME and TOMCAT _INSTALL from this
file. On NT however (and also on UNIX when the modifications are for something such as the JVM

command line) you are forced to rewrite some of the startup script.

3. Modify the Default JVM Settings

The default JVM settings in the tomcat script are very naive; everything is left for defaults. There are a few
things that you should consider to improve your Tomcat performance:

Modify your JVM memory configuration. Normally the JVM allocates an initial size for the Java heap and
that's it, if you need more then this amount of memory you will not get it.

Nevertheless, in loaded sites, giving more memory to the JVM improves Tomcat's performance. You should
use command line parameters such as -Xms/-Xmx/-ms/-mx to set the minimum/maximum size of the Java
heap (and check to see if the performance was improved).

Modify your JVM threading configuration. The SUN JDK1.2.2 for Linux comes with support for both, green
and native threads. In general native threads are known to provide improved performance for I1/0O bound
applications, green threads on the other hand put less stress on the machine. You should experiment with
these two threading models and see which model is better for your site (in general, native threads are
better).
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Select the best JVM for the task. If your application does not require a specific JDK functionality, you should
benchmark the two JVMs and select the better one.

4. Disable Servlet Auto-Reloading

Servlet auto-reloading is really useful for development time. However it is very expensive (in performance
degradation terms) and may put your application in strange conflicts when classes that were loaded by a
certain classloader cannot cooperate with classes loaded by the current classloader.

So, unless you have a real need for class reloading during your deployment you should turn off the

reloadable flag in your contexts. You can disable reloading globally by removing the Reloaderinterceptor
found in the server.xml file.
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9 Verifying the Migration

After migration check for errors:

Check / opt / hpws/ apache/ | ogs/ error _I og for error messages
If errors occurred, determine the cause and adjust configuration files.
After manual updates, start HP-UX Web Server Suite. As root type:

/ <server _root >/ bin/apachect!| start

Verify servlet and JSP migration by checking a known servlet and a known JSP page.
Run customer applications and access customer files.

Run previous performance and load tests. Tune HP Apache directives and HP-UX kernel parameters if

the migrated web server is not meeting expected performance.
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10 Appendix

10.1 Directive Changes by Name

The table includes all removed, changed, or added directives.

Status Module How to migrate from 1.3.x
__END__ Removed | mod_perl
=back Removed | mod_perl
=cut Removed | mod_perl
=pod Removed | mod perl
AcceptMutex Added core
AcceptPathinfo Added core
AccessConfig Removed | core Migrating Access to Configuration Files
AddInputFilter Added mod_mime
AddModule Removed | core Migrating Module Loading
AddOutputFilter Added mod_mime
AddOutputFilterByType Added core
AgentlLog Removed | mod log agent Migrating Logging
ApJServAction Removed | mod jserv
ApJServBalance Removed | mod_jserv
ApJServDefaultHost Removed | mod_jserv
ApJServDefaultPort Removed | mod_jserv
ApJServDefaultProtocol Removed | mod_jserv
ApJServEnvVar Removed | mod_jserv
ApJServHost Removed | mod_jserv
ApJServLogFile Removed | mod_jserv
ApJServLogLevel Removed | mod jserv
ApJServManual Removed | mod jserv
ApJServMount Removed | mod jserv
ApJServMountCopy Removed | mod jserv
ApJServProperties Removed | mod_jserv
ApJServProtocolParameter Removed | mod_jserv
ApJServRetryAttempts Removed | mod_jserv
ApJServRoute Removed | mod_jserv
ApJServSecretKey Removed | mod_jserv
ApJServShmFile Removed | mod_jserv
ApJServVMinterval Removed | mod_jserv
ApJServVMTimeout Removed | mod_jserv
AuthDBMType Added mod_auth_dbm
AuthDigestShmemSize Added mod_auth_digest
AuthLDAPAuthoritative Added auth_ldap
AuthLDAPBIndDN Added auth_ldap
AuthLDAPBIindPassword Added auth_ldap
AuthLDAPCacheCompareOps Added auth_Idap
AuthLDAPCacheSize Added auth_Idap
AuthLDAPCacheTTL Added auth_ldap
AuthLDAPCertDBPath Added auth_ldap
AuthLDAPCompareDNOnServer | Added auth_Idap
AuthLDAPDereferenceAliases Added auth_ldap
AuthLDAPEnabled Added auth_ldap
AuthLDAPGroupAittribute Added auth_ldap
AuthLDAPGroupAttributelsDN Added auth_ldap
AuthLDAPOpCacheSize Added auth_Idap
AuthLDAPOpCacheTTL Added auth_Idap
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Directive Status Module How to migrate from 1.3.x
AuthLDAPRemoteUserlsDN Added auth_ldap
AuthLDAPStartTLS Added auth_ldap
AuthLDAPURL Added auth_ldap
BindAddress Removed | core
BufferedLogs Added mod_log_config experimental
CacheDefaultExpireMin Added mod_cache
CacheDirLength Added mod_disk cache
CacheDirLength Removed | mod_proxy
CacheDirLevels Added mod_disk cache
CacheDirLevels Removed | mod_proxy
CacheDisable Added mod_cache
CacheEnable Added mod_cache
CacheExpiryCheck Added mod_disk_cache
CacheFile Added mod_file_cache
CacheGcClean Added mod_disk cache
CacheGcDaily Added mod_disk cache
CacheGclnterval Added mod _disk cache
CacheGclnterval Removed | mod_proxy
CacheGcMemUsage Added mod _disk cache
CacheGcUnused Added mod_disk cache
CachelgnoreCacheControl Added mod_cache
CachelgnoreNoLastMod Added mod_cache
CacheMaxFileSize Added mod_disk_cache
CacheMaxStreamingBuffer Added mod_cache
CacheMinFileSize Added mod_disk_cache
CacheNegotiatedDocs Changed | mod_negotiation | How to Migrate Documents Cached by

Proxy Servers

CacheRoot Added mod_disk cache
CacheRoot Removed | mod_proxy
CacheSize Added mod_disk cache
CacheSize Removed | mod_proxy
CacheTimeMargin Added mod_disk_cache
CaseFilter Added mod_casefilter
CaseFilterin Added mod_casefilterin
CharsetDefault Added mod_charset_lite
CharsetOptions Added mod_charset_lite
CharsetSourceEnc Added mod_charset_lite
ClearModuleList Removed | core Migrating Module Loading
CookieDomain Added mod_usertrack
CookieStyle Added mod_usertrack
DAV Added mod_dav
DAVDepthlInfinity Added mod_dav
DAVLockDB Added mod dav fs
DAVMinTimeout Added mod_dav
Define Removed | mod define
DeflateBufferSize Added mod_deflate
DeflateFilterNote Added mod_deflate
DeflateMemLevel Added mod_deflate
DeflateWindowSize Added mod_deflate
ErrorDocument Changed | core Migrating the Printing of Error Messages
ExcessRequestsPerChild Removed | core
ExtFilterDefine Added mod_charset lite
ExtFilterDefine Added mod_ext filter
ExtFilterOptions Added mod_charset lite
ExtFilterOptions Added mod_ext filter
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Directive Status Module How to migrate from 1.3.x
Fancylndexing Removed | mod_authindex
FileETag Added core
ForceLanguagePriority Added mod_negotiation
Header echo Added mod_headers
HeaderName filename Changed | mod_authindex
Include Changed | core Migrating Access to Configuration Files
IndexOptions Fancylndexing Added mod_authindex
IndexOptions HTMLTable Added mod_authindex
IndexOptions IgnoreClient Added mod_authindex
IndexOptions Suppresslcon Added mod_authindex
IndexOptions SuppressRules Added mod_authindex
IndexOptions VersionSort Added mod_authindex
JkAutoMount Added mod_jk
JKCERTSIndicator Added mod_jk
JKCIPHERIndicator Added mod_jk
JKEnvVar Added mod_jk
JKExtractSSL Added mod_jk
JKHTTPSIndicator Added mod_jk
JKKEYSIZEIndicator Added mod_jk
JkLogFile Added mod_jk
JkLogLevel Added mod_jk
JkLogStampFormat Added mod_jk
JkMount Added mod_jk
JkMountCopy Added mod_jk
JkOptions Added mod_jk
JKSESSIONIndicator Added mod_jk
JkWorker Added mod_jk
JkWorkersFile Added mod_jk
LimitXMLRequestBody Added core
Listen Changed | core Supports Ipv6
LoadModule Changed | core Migrating Module Loading
LogFormat Changed | mod_log_config
MaxServers Removed | core
MaxSpareThreads Added core
MCacheMaxObjectCount Added mod_mem_cache
MCacheMaxObjectSize Added mod_mem_cache
MCacheMinObjectSize Added mod_mem_cache
MCacheRemovalAlgorithm Added mod_mem_cache
MCacheSize Added mod_mem_cache
MinSpareThreads Added core
mmapfile Added mod_file_cache (Directive is in ASF Apache 1.3.x but not
in HP Apache 1.3.x)
ModMimeUsePathInfo Added mod_mime
MultiviewsMatch Added mod_mime
NameVirtualHost Changed | core Supports Ipv6
NoCache Removed | mod_proxy
<Perl > Removed | mod_perl Not yet implemented
PerlFreshRestart Removed | mod_perl
PerlInitHandler Added mod_perl
PerlInterpMax Added mod_perl
PerlinterpMaxRequests Added mod_perl
PerlinterpMaxSpare Added mod_perl
PerlinterpMinSpare Added mod_perl
PerlinterpScope Added mod_perl
PerlinterpStart Added mod_perl
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Directive Status Module How to migrate from 1.3.x
PerlOpmask Removed | mod_perl
PerlOptions Added mod_perl
PerlScript Removed | mod_perl
PerlSwitches Added mod_perl
PerlTrace Added mod_perl
PHPINIDir Added mod_php
Port Removed | core Migrating Port Number Assignments
ProtocolEcho Added mod_echo
<Proxy > Added mod_proxy (A Container for other directives)
ProxyErrorOverride Added mod_proxy
ProxylOBufferSize Added mod_proxy
<ProxyMatch > Added mod_proxy (A Container for other directives)
ProxyMaxForwards Added mod_proxy
ProxyPass Changed | mod_proxy
ProxyPassReversed Changed | mod_proxy
ProxyPreserveHost Added mod_proxy
ProxyRemoteMatch Added mod_proxy
ProxyTimeout Added mod_proxy
Refererlignore Removed | mod_log_referer | Migrating Logging
RefererLog Removed | mod_log_referer | Migrating Logging
RemoveCharset Added mod_mime
RemovelnputFilter Added mod_mime
Removelanguage Added mod_mime
RemoveOutputFilter Added mod_mime
RequestHeader Added mod_headers
ResourceConfig Removed | core Migrating Access to Configuration Files
ScoreBoardFile Added core
Scriptsock Added mod_cgid
SendBufferSize Removed | core
ServerlLimit Added core
ServerName Changed | core Migrating Security (SSL)
ServersSafetyLimit Removed | core
ServerTokens major Changed | core New option
ServerType Removed | core Migrating the Selection of Server Type
SetlInputFilter Added core
SetOutputFilter Added core
SSIEndTag Added mod_include
SSIErrorMsg Added mod_include
SSIStartTag Added mod_include
SSITimeFormat Added mod_include
SSIUndefinedEcho Added mod_include
SSLLog Removed | mod_ssl Use ErrorLog instead
SSLLogLevel Removed | mod_ssl Use LogLevel instead
SuexecUserGroup Added mod_suexec
ThreadLimit Added core
UnsetEnv Changed | mod_env
<VirtualHost> Changed | core Supports Ipv6
VirtualScriptAlias Changed | mod _vhost alias

69



10.2 Module Changes

The tables include all removed, changed, or added modules or directives.

10.2.1 Core
Notes Status How to migrate from HP Apache 1.3.x

These directives don't come ASF Apache 1.3.x doc on core directives.

from a module. They are part of ASF Apache 2.x doc on core directives

Apache core.

Directive Status Description

<VirtualHost> Changed Now supports lpv6

AcceptMutex Added The system mutex implementation to use for the accept mutex

AcceptPathinfo Added Set to on or off for PATH_INFO to be accepted by handlers, or
default for the per-handler preference

AccessConfig Removed | The filename of the access config file

AddModule Removed | The name of a module

AddOutputFilterByType Added Output filter name followed by one or more content-types

BindAddress Removed | ™, a numeric IP address, or the name of a host with a unique IP
address

ClearModuleList Removed | Not needed since modules now inform Apache of their prefered load
order.

ErrorDocument Changed | Now requires a closing " at end of description.

ExcessRequestsPerChild Removed Maximum number of requests a particular child serves after it is
ready to die.

FileETag Added Specify components used to construct a file's ETag

Include Changed

LimitXMLRequestBody Added Limit (in bytes) on maximum size of an XML-based request body

Listen Changed Now supports Ipv6

LoadModule Changed | Order is no longer important. The module, itself, tells Apache when it
should be loaded.

MaxServers Removed Deprecated equivalent to MaxSpareServers

MaxSpareThreads Added Maximum number of idle children

MinSpareThreads Added Minimum number of idle children, to handle request spikes

NameVirtualHost Changed Now supports Ipv6

Port Removed | A TCP port number

ResourceConfig Removed | The filename of the resource config file

ScoreBoardFile Added A file for Apache to maintain runtime process management
information

SendBufferSize Removed | Send buffer size in bytes

ServerLimit Added Maximum value of MaxClients for this run of Apache

ServerName Changed | Now includes the port number.

ServersSafetyLimit Removed Deprecated equivalent to MaxClients

ServerTokens major Changed New option prints major version only

ServerType Removed | 'inetd' or 'standalone’

SetlnputFilter Added filter (or ; delimited list of filters) to be run on the request body

SetOutputFilter Added filter (or ; delimited list of filters) to be run on the request content

ThreadLimit Added Maximum worker threads in a server for this run of Apache

10.2.2 auth_ldap

Module Notes Status How to migrate from HP Apache 1.3.x
This module provides client New auth_ldap Home Page
authorization by querying an
LDAP server. For info on LDAP servers see:

openldap Home Page

Directive Status Description

AuthLDAPAuthoritative Added Set to 'off' to allow access control to be passed along to lower
modules if the UserlD and/or group is not known to this module
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Directive Status Description

AuthLDAPBIindDN Added DN to use to bind to LDAP server. If not provided, will do an
anonymous bind.

AuthLDAPBindPassword Added Password to use to bind to LDAP server. If not provided, will do an
anonymous bind will be done.

AuthLDAPCacheCompareOps Added Set to no to disable caching of LDAP compare operations. Defaults to
yes.

AuthLDAPCacheSize Added Sets the maximum amount of memory in bytes that the LDAP search
cache will use. Zero means no limit; -1 disables the cache. Defaults
to 10KB.

AuthLDAPCacheTTL Added Sets the maximum time (in seconds) that an item can be cached in
the LDAP

AuthLDAPCompareDNOnServer Added

AuthLDAPDereferenceAliases Added Determines how aliases are handled during a search. Can bo one of
the

AuthLDAPEnabled Added Set to off to disable auth_I|dap, even if it's

AuthLDAPGroupAttribute Added A list of attributes used to define group membership - defaults to

AuthLDAPGroupAttributelsDN Added

AuthLDAPOpCacheSize Added Sets the initial size of the LDAP operation cache (for bind and
compare

AuthLDAPOpCacheTTL Added Sets the maximum time (in seconds) that an item is cached in the
LDAP

AuthLDAPRemoteUserlsDN Added Set to, , auth_Idap_cmds

AuthLDAPStartTLS Added Set to 'on' to start TLS after connecting to

AuthLDAPURL Added URL to define LDAP connection. This should be an RFC 2255
complaint

AuthLDAPCertDBPath Added Specifies the file containing Certificate Authority certificates for
validating secure LDAP server certificates. This file must be the
cert7.db database used by Netscape Communicator}

10.2.3 mod_auth_dbm

Module Notes Status How to migrate from HP Apache 1.3.x

Now supports multiple DBM-like | Changed | ASF Apache 2.x doc on mod_auth dbm

databases using the ASF Apache 1.3.x doc on mod_auth_dbm

AuthDBMType directive

Directive Status Description

AuthDBMType Added what type of DBM file the user file is

10.2.4 mod_auth_digest

Module Notes Status How to migrate from HP Apache 1.3.x

Includes additional support for Changed | ASF Apache 2.x doc on mod auth digest

session caching across ASF Apache 1.3.x doc on mod_digest

processes using shared

memory. This module, which

was experimental in HP Apache

1.3.x, is a standard module in

2.x. In 1.3.x this module was

called mod_digest.

Directive Status Description

AuthDigestShmemSize Added The amount of shared memory to allocate for keeping track of clients
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10.2.5 mod_autoindex

Module Notes Status How to migrate from HP Apache 1.3.x

Autoindex'ed directory listings Changed | ASF Apache 2.x doc on mod_autoindex

can now be configured to use ASF Apache 1.3.x doc on mod_autoindex

HTML tables for cleaner

formatting, and allow finer-

grained control of sorting,

including version-sorting, and

wildcard filtering of the directory

listing.

Directive Status

Fancylndexing Removed | Itis now an IndexOptions option.

HeaderName filename Changed | Commands within filename have been changed to reorganize the
query arguments for column sorting and introduce an entire group of
new guery options..

IndexOptions Fancylndexing Added Replaces the Fancylndexing directive

IndexOptions HTMLTable Added Experimental. When used with fancy indexing it constructs a simple
table. This will confuse older browsers.

IndexOptions IgnoreClient Added Eliminates all client control over the output.

IndexOptions Suppressicon Added Suppress icon in fancy indexing listings.

IndexOptions SuppressRules Added Suppress horizontal rule lines (HR Tags) in directory listings.

IndexOptions VersionSort Added This causes files containing version numbers to sort in a natural way.

10.2.6 mod_case_filter and mod_case_filter_in

mod_case_filter

Module Notes Status How to migrate from HP Apache 1.3.x
This module converts the output | New
to uppercase.
Directive Status Description
CaseFilter Added Run a case filter on this host
mod_case _filter_in

Module Notes Status How to migrate from HP Apache 1.3.x
This module converts the input New
to uppercase. It does NOT
convert request headers.
Directive Status Description
CaseFilterin Added Run an input case filter on this host
10.2.7 mod_cgid

Module Notes Status How to migrate from HP Apache 1.3.x
mod_cgid creates an external New How to Migrate Common Gateway Interface (CGI)
daemon that is responsible for
forking child processes to run ASF Apache 2.x doc on mod_cgid
CGl scripts. ASF Apache 2.x doc on mod_cgi

ASF Apache 1.3.x doc on mod_cqi

Directive Status Description
Scriptsock Added the name of the socket to use for communication with the cgi

daemon.
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10.2.8 mod_charset_lite

Module Notes Status How to migrate from HP Apache 1.3.x
mod_charset_lite New
Directive Status Description
CharsetDefault Added Name of default charset
CharsetOptions Added Valid options: ImplicitAdd, NolmplicitAdd, DebuglLevel=n
CharsetSourceEnc Added Source (html, cgi, ssi) file charset
ExtFilterDefine Added Define an external filter
ExtFilterOptions Added /* same as SetlnputFilter/SetOutputFilter */ valid options:

DebuglLevel=n, LogStderr, NoLogStderr

10.2.9 mod_dav and mod_dav_fs

mod_dav

Module Notes Status How to migrate from HP Apache 1.3.x
This module implements the New Summary of New Features in the HP Apache Version 2.x
HTTP Distributed Authoring and
Versioning (DAV) specification See also:
for posting and maintaining web The webDAV Home Page
content
Directive Status Description
DAV Added specify the DAV provider for a directory or location
DAVDepthlInfinity Added allow Depth infinity PROPFIND requests
DAVMinTimeout Added specify minimum allowed timeout
DAVParam Added DAVParam <parameter name> <parameter value>
mod_dav_fs

Module Notes Status How to migrate from HP Apache 1.3.x
Required by mod_dav New See nod_dav above.
Directive Status Description
DAVLockDB Added specify a lock database
10.2.10 mod_define

Module Notes Status How to migrate from HP Apache 1.3.x
This module does not yet have a | Removed
2.X counterpart.
Directive Status Description
Define Removed Define a configuration variable
10.2.11 mod_deflate

Module Notes Status

New

Directive Status Description
DeflateBufferSize Added Set the Deflate Buffer Size
DeflateFilterNote Added Set a note to report on compression ratio
DeflateMemLevel Added Set the Deflate Memory Level (1-9)
DeflateWindowSize Added Set the Deflate window size (1-15)
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10.2.12 mod_echo

Module Notes Status How to migrate from HP Apache 1.3.x
This module impliments the echo | New ASF Apache 2.x doc on mod_echo
protocol which simply returns the
request unchanged.
Directive Status Description
ProtocolEcho Added Run an echo server on this host
10.2.13 mod_env
Module Notes Status How to migrate from HP Apache 1.3.x
This modifies the environment Changed | ASF Apache 2.x doc on mod_env
which is passed to CGl scripts ASF Apache 1.3.x doc on mod_env
and SSI pages
Directive Status Description
UnsetEnv Changed | Now it will not unset a SetEnv and PassEnv directive following that
UnSetEnv within the same container.
10.2.14 mod_ext_filter
Module Notes Status
Pass the response body through | New ASF Apache 2.x doc on mod_ext_filter
an external program before
delivery to the client. This works
like a unix filter.
Directive Status Description
ExtFilterDefine Added Define an external filter
ExtFilterOptions Added same as SetlnputFilter/SetOutputFilter
10.2.15 mod_headers
Module Notes Status How to migrate from HP Apache 1.3.x
This module is much more Changed | ASF Apache 2.x doc on mod_headers
flexible in HP Apache 2.x. It can ASF Apache 1.3.x doc on mod_headers
now modify request headers
used by mod_proxy, and it can
conditionally set response
headers
Directive Status Description
Header echo Changed | Added "echo" option. For example "Header echo regex" will cause
any headers received on the request that match regex to be echoed
to [included in] the response headers.
RequestHeader Added an action, header and value
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10.2.16 mod_include
Module Notes Status How to migrate from HP Apache 1.3.x
New directives allow the default | Changed | ASF Apache 2.x doc on mod_include
start and end tags for SSI ASF Apache 1.3.x doc on mod_include
elements to be changed and
allow for error and time format
configuration to take place in the
main configuration file rather
than in the SSI document.
Results from regular expression
parsing and grouping (now
based on Perl's regular
expression syntax) can be
retrieved using mod_include's
variables $0 .. $9.
Directive Status Description
SSIEndTag Added SSI End String Tag
SSIErrorMsg Added a string
SSIStartTag Added SSI Start String Tag
SSIUndefinedEcho Added
SSITimeFormat Added a strftime(3) formatted string
10.2.17 mod_jk
Module Notes Status How to migrate from HP Apache 1.3.x
The mod_jk module provides New Migrating Tomcat and Java to Version 2.x
better support for SSL. Also,
Tomcat supports many web See also:
servers through a compatibility mod_jk User Guide
layer named the jk library. The and
layered approach provided by Apache Tomcat Home Page
the jk library makes it easier to
support both Apache1.3.x and
Apache2.x.
Directive Status Description
JkAutoMount Added automatic mount points to a Tomcat worker
JKCERTSIndicator Added Name of the Apache environment that contains SSL client certificates
JKCIPHERIndicator Added Name of the Apache environment that contains SSL client cipher
JKEnvVar Added Adds a name of environment variable that should be sent from web
server to servlet-engine
JKExtractSSL Added Turns on SSL processing and information gathering by mod_jk
JKHTTPSIndicator Added Name of the Apache environment that contains SSL indication
JKKEYSIZEIndicator Added Name of the Apache environment that contains SSL key size in use
JkLogFile Added Full path to the Jakarta mod_jk module log file
JkLogLevel Added The Jakarta mod_jk module log level, can be debug, info, error or
emerg
JkLogStampFormat Added The Jakarta mod_jk module log format, follow strftime synthax
JkMount Added A mount point from a context to a Tomcat worker
JkMountCopy Added Should the base server mounts be copied to the virtual server
JkOptions Added Set one of more options to configure the mod_jk module
JKSESSIONIndicator Added Name of the Apache environment that contains SSL session
JkWorker Added worker property
JkWorkersFile Added the name of a worker file for the Jakarta servlet containers
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10.2.18 mod_jserv

Module Notes Status How to migrate from HP Apache 1.3.x
Replaced with mod_jk Removed | The Apache JServ Project
Directive Status Description
ApJServAction Removed | Apache JServ action mapping extension to servlets.
ApJServBalance Removed | Apache JServ load-balancing server set.
ApJServDefaultHost Removed | The default host running Apache JServ.
ApJServDefaultPort Removed | The default port on which Apache JServ is running on.
ApJServDefaultProtocol Removed | The default protocol used for connecting to Apache JServ.
ApJServEnvVar Removed | Apache JServ: protocol ajpv12 : env var to send to the server
ApJServHost Removed | Apache JServ host definition.
ApJServLogFile Removed | Apache JServ log file relative to Apache root directory.
ApJServLoglLevel Removed | Apache JServ log verbosity.
ApJServManual Removed | Whether Apache JServ is running in manual or automatic mode.
ApJServMount Removed | Where Apache JServ servlets will be mounted under Apache.
ApJServMountCopy Removed | Whether <VirtualHost> inherits base host mount points or not.
ApJServProperties Removed | The full pathname of jserv.properties file.
ApJServProtocolParameter Removed | Apache JServ protocol-dependant property.
ApJServRetryAttempts Removed | Apache JServ: retry attempts (1s appart) before returning server error
ApJServRoute Removed | Apache JServ host routing identifier.
ApJServSecretKey Removed | Apache JServ secret key file relative to Apache root directory.
ApJServShmFile Removed | The full pathname of shared memory file.
ApJServVMinterval Removed | Apache JServ: the interval between 2 polls of the JVM
ApJServWMTimeout Removed | Apache JServ: the amount of time given for the JVM to start or stop
10.2.19 mod_log_agent

Module Notes Status How to migrate from HP Apache 1.3.x
This deprecated module has Removed | ASF Apache 1.3.x doc on mod_log_agent
been replaced with
nod_| og_config.
Directive Status Description
AgentLog Removed | the filename of the agent log
10.2.20 mod_log_confi

Module Notes Status How to migrate from HP Apache 1.3.x
This module provides logging Changed | ASF Apache 2.x doc on mod_log_config
flexibility. ASF Apache 1.3.x doc on mod _log config
Directive Status Description
BufferedLogs Added Enable Buffered Logging (experimental)
LogFormat Changed | Added options

%D logs time it takes to a request in milliseconds

%X logs connection status at the end of the response as
follows:
'X' - connection aborted before the response completed.
'+' - connection may be kept-alive by the server.
'-' - connection will be closed by the server.
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10.2.21 mod_log_referer
Module Notes Status How to migrate from HP Apache 1.3.x
This deprecated module has Removed | ASF Apache 1.3.x doc on mod_log_referer
been replaced with
nod_I| og_confi g.
Directive Status Description
Refererlgnore Removed | referer hostnames to ignore
RefererLog Removed | the filename of the referer log
10.2.22 mod_mime
Module Notes Status How to migrate from HP Apache 1.3.x
This module is used to associate | Changed | ASF Apache 2.x doc on mod_mime
various bits of "meta information" ASF Apache 1.3.x doc on mod_mime
with files by their filename
extensions. This information is
sent to the browser, and
participates in content
negotiation,
Directive Status Description
AddInputFilter Added input filter name (or ; delimited names) followed by one or more file
extensions
AddOutputFilter Added output filter name (or ; delimited names) followed by one or more file
extensions
ModMimeUsePathinfo Added Set to 'yes' to allow mod_mime to use path info for type checking
MultiviewsMatch Added NegotiatedOnly (default), Handlers and/or Filters, or Any
RemoveCharset Added one or more file extensions
RemovelnputFilter Added one or more file extensions
RemovelLanguage Added one or more file extensions
RemoveOutputFilter Added one or more file extensions
10.2.23 mod_negotiation
Module Notes Status How to migrate from HP Apache 1.3.x
A new ForcelanguagePriority Changed | ASF Apache 2.x doc on mod_negotiation
directive can be used to assure ASF Apache 1.3.x doc on mod_negotiation
that the client receives a single
document in all cases, rather
than NOT ACCEPTABLE or
MULTIPLE CHOICES
responses. In addition, the
negotiation and MultiViews
algorithms have been cleaned
up to provide more consistent
results and a new form of type
map that can include document
content is provided.
Directive Status Description
CacheNegotiatedDocs Changed
ForceLanguagePriority Added Force LanguagePriority elections, either None, or Fallback and/or

Prefer
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10.2.24 mod_perl

Module Notes Status How to migrate from HP Apache 1.3.x
This is a very powerful module Changed | Migrating Perl
that basically does two things. It
increases performance by Main mod perl web site
causing Apache to run its own Documentation on mod_perl modules
Perl interpreters that cache Perl
scripts. It also provides an api
that allows access to Apache
internals.
Directive Status Description
~_END Removed | Stop reading config
<Perl Added NOT YET IMPLEMENTED
=back Removed End of =over
=cut Removed | End of POD
=pod Removed | Start of POD
PerlFreshRestart Removed | Tell mod_perl to reload modules and flush Apache::Registry cache
on restart
PerlInitHandler Added Subroutine name
PerlinterpMax Added Max number of running Perl interpreters
PerlinterpMaxRequests Added Max number of requests per Perl interpreters
PerlinterpMaxSpare Added Max number of spare Perl interpreters
PerlinterpMinSpare Added Min number of spare Perl interpreters
PerlinterpScope Added Scope of a Perl interpreter
PerlinterpStart Added Number of Perl interpreters to start
PerlOpmask Removed | Opmask File
PerlOptions Added Perl Options
PerlScript Removed | this directive is deprecated, use "PerlRequire'
PerlSwitches Added Perl Switches
PerlTrace Added Trace level
10.2.25 mod_php
Module Notes Status How to migrate from HP Apache 1.3.x
Changed
Directive Status Description
PHPINIDir Added Directory containing the php.ini file
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10.2.26 mod_proxy, mod_cache, mod_disk_cache, mod_file_cache, and
mod_mem_cache
See Migrating mod proxy
mod_proxy
Module Notes Status How to migrate from HP Apache 1.3.x
The proxy module has been Changed | ASF Apache 2.x doc on mod_proxy

completely rewritten to take
advantage of the new filter
infrastructure and to implement a
more reliable, HTTP/1.1
compliant proxy. In addition, new
<Proxy> configuration sections
provide more readable (and
internally faster) control of
proxied sites; overloaded
<Directory "proxy:...">
configuration are not supported.
The module is now divided into
specific protocol support
modules including
proxy_connect, proxy_ftp and
proxy_http.

ASF Apache 1.3.x doc on mod proxy

Directive Status Description

<Proxy > Added Container for directives affecting resources located in the proxied
location

<ProxyMatch > Added Container for directives affecting resources located in the proxied
location, in regular expression syntax

CacheDirLength Removed | The number of characters in subdirectory names

CacheDirLevels Removed | The number of levels of subdirectories in the cache

CacheGclnterval Removed | The interval between garbage collections, in hours

CacheRoot Removed | The directory to store cache files

CacheSize Removed | The maximum disk space used by the cache in Kb

NoCache Removed A list of names, hosts or domains for which caching is *not* provided

ProxyErrorOverride Added use our error handling pages instead of the servers' we are proxying

ProxylOBufferSize Added 10 buffer size for outgoing HTTP and FTP connections in bytes

ProxyMaxForwards Added The maximum number of proxies a request may be forwarded
through.

ProxyPass Changed | Adds "ProxyPass path !" to exclude a path from being proxied

ProxyPassReversed Changed | Adds ProxyPassReverse url when placed in a <location> directive

ProxyPreserveHost Added on if we should preserve host header while proxying

ProxyRemoteMatch Added A regex pattern and a proxy server

ProxyTimeout Added Set the timeout (in seconds) for a proxied connection. This overrides
the server timeout

mod_cache

Module Notes Status How to migrate from HP Apache 1.3.x
An RFC 2616 compliant HTTP New ASF Apache 2.x doc on mod_cache

content cache. nod_cache
requires the services of one or
more storage management
modules such as

nod_di sk_cache or

nmod fil e _cache.
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Directive Status Description
CacheDefaultExpireMin Added The default time in Minutes to cache a document
CacheDisable Added A partial URL prefix below which caching is disabled
CacheEnable Added A cache type and partial URL prefix below which caching is enabled
CachelgnoreCacheControl Added Ignore requests from the client for uncached content
CachelgnoreNoLastMod Added Ignore Responses where there is no Last Modified Header
CacheMaxExpireMin Added The maximum time in Minutes to cache a document
CacheMemEntrySize Added The maximum size (in bytes) that a entry can take
CacheMemSize Added The maximum space used by the cache in Kb
CacheOn Added On if the transparent cache should be enabled
CacheMaxStreamingBuffer Added Maximum number of bytes of content to buffer for a streamed
response

mod_disk_cache

Module Notes Status How to migrate from HP Apache 1.3.x

A disk based storage manager, New

generally used for proxy caching.

Directive Status Description

CacheDirLength Added The number of characters in subdirectory names

CacheDirLevels Added The number of levels of subdirectories in the cache

CacheExpiryCheck Added On if cache observes Expires date when seeking files

CacheGcClean Added The time in hours to retain unchanged files that match a url

CacheGcDaily Added The time of day for garbage collection (24 hour clock)

CacheGclnterval Added The interval between garbage collections, in hours

CacheGcMemUsage Added The maximum kilobytes of memory used for garbage
collection

CacheGcUnused Added The time in hours to retain unused file that match a url

CacheMaxFileSize Added The maximum file size to cache a document

CacheMinFileSize Added The minimum file size to cache a document

CacheRoot Added The directory to store cache files

CacheSize Added The maximum disk space used by the cache in Kb

CacheTimeMargin Added The minimum time margin to cache a document

mod_file_cache

Module Notes Status How to migrate from HP Apache 1.3.x
An mmap based and/or file New ASF Apache 2.x doc on mod_file_cache
handle based storage manager ASF Apache 1.3.x doc on mod_mmap_static

that allows the server file system
to control whether the file is in
memory or not. This is an
extension of the 1.3.x

mod mmap_static module

Directive Status Description

cachefile Added A space separated list of files to add to the file handle cache at config
time

mmapfile Added A space separated list of files to mmap at config time

mod_mem_cache

Module Notes Status How to migrate from HP Apache 1.3.x
New
Directive Status Description
MCacheMaxObjectCount Added The maximum number of objects allowed to be placed in the cache
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MCacheMaxObjectSize Added The maximum size (in bytes) of an object to be placed in the cache
MCacheMinObjectSize Added The minimum size (in bytes) of an object to be placed in the cache
MCacheRemovalAlgorithm Added The algorithm used to remove entries from the cache (default: GDSF)
MCacheSize Added The maximum amount of memory used by the cache in KBytes
10.2.27 mod_setenvif
Module Notes Status How to migrate from HP Apache 1.3.x
This module allows environment | Changed | ASF Apache 2.x doc on mod_setenvif
variables to be set based on ASF Apache 1.3.x doc on mod_ setenvif
request characteristics.
Directive Status Description
SetEnvlf Changed | Allows regular expressions to be specified in the directive
attribute field.
For example: SetEnvIf ATS* [a-z].* HAVE_TS
will cause HAVE_TS to be set if any of the request headers
begins with "TS" and has a value that begins with any
character in the set [a-Z].
SetEnvifNoCase Changed | Same as SetEnvlf
10.2.28 mod_ssl
Module Notes Status How to migrate from HP Apache 1.3.x
New module in ASF Apache 2.0. | New ASF Apache 2.x doc on mod_ssl
This module is an interface to
the SSL/TLS encryption See also:
protocols provided by OpenSSL. mod_ssl User's Guide
Previous versions of HP Apache OpenSSL User's Guide
used mod_ssl from modssl.org.
Directive Status Description
SSLLog Removed Use ErrorLog
SSLLoglevel Removed | Use Loglevel
10.2.29 mod_suexec
Module Notes Status How to migrate from HP Apache 1.3.x
This module Aalows CGl scripts | New ASF Apache 2.x doc on mod_suexec
to run as a specified user and
group
Directive Status Description
SuexecUserGroup Added User and group for spawned processes
10.2.30 mod_usertrack
Module Notes Status How to migrate from HP Apache 1.3.x
This module uses cookies to Changed | ASF Apache 2.x doc on mod_usertrack
provide for a clickstream log of ASF Apache 1.3.x doc on mod_usertrack
user activity on a site.
Directive Status Description
CookieDomain Added domain to which this cookie applies
CookieStyle Added 'Netscape', 'Cookie' (RFC2109), or 'Cookie2' (RFC2965)
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10.2.31 mod_vhost_alias

Module Notes Status How to migrate from HP Apache 1.3.x
Provides for dynamically Changed | ASF Apache 2.x doc on mod_vhost alias
configured mass virtual hosting ASF Apache 1.3.x doc on mod_vhost alias
Directive Status Description
VirtualScriptAlias Changed | When mod_vhost_alias is used with no VirtualScriptAlias directives

then cgi-bin works like a regular directory.
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